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Ning Lu and Steve Widergren

OVER THE PAST TWO DECADES, 
smart grid-related initiatives have directed 
our gaze toward customers and the edge 
of the system. Intelligent equipment and 
processes now pervade the electric system. 
They are dramatically affecting electricity 
customer investments in smart equipment. 
Initiatives are underway to reimagine dis-
tribution system operations. And this trend 
is not stopping. While committed to devel-
oping issues on a diverse set of themes that 
cover the power and energy industry land-
scape, keeping our readers abreast of the 
latest developments in integrating and co-
ordinating the operation of customer and 
distribution system resources continues.

The microgrid concept represents a 
collection of ideas for organizing operat-
ing principles and imagining new ways for 
customer-managed systems to integrate 
with the distribution system. The ideas 
recognize a boundary of responsibility 
between the utility electric power system 
and a collection of resources managed 
by the customer (or a surrogate). While 
people continue to debate the definition 
of a microgrid, it usually involves an inte-
grated set of power-producing and power-
consuming resources. With full capability, 
a microgrid can either run independent of 
the regional power system (island mode) 
or run synchronously with the power sys-
tem (connected mode), and smoothly tran-
sition between these two modes.

The elegance of the concept lies with 
agreements on codes and standards of 
operation that ensure safe, coordinated 
operation that designers can replicate in 

a variety of situations. These agreements 
recognize the different parties responsible 
for operations on either side of the inter-
connection. While technical approaches 
to achieve this coordination have been 
well demonstrated, there still are areas 
where experience and socialization of 
ideas need to mature.

In response to power system distur-
bances, safety is job one. Minimizing 
impacts to electric service follows close 
behind. Whether faults occur in the mi-
crogrid or regional power system, ensur-
ing the protection schemes on either side 
of the interconnection respond properly 
is critical to safely clear these disruptions 
and minimize service interruptions.

In This Issue
A motivating factor for the microgrid con-
cept is to improve resiliency for withstand-
ing high-impact, low-probability events. 

To do this, microgrids use operational 
mechanisms that support the reliable op-
eration of the microgrid footprint as well 
as the electric grid infrastructure. The in-
tegration of a large amount of distributed 
solar power and battery energy storage 
systems is accelerating microgrid tech-
nology development. This breakthrough 
technology aims to transform microgrid 
islanding operation from a tentative, emer-
gency option used during system faults 
into a general solution for improving grid 
reliability and resiliency in both normal 
and abnormal situations. By smoothly 
switching between grid-connected and 
grid-disconnected modes, microgrids 
can supply loads and support grid servic-
es as needed.

One of the major hurdles for intercon-
necting microgrids into the electric system 
is the effective integration of microgrid 
protection systems with the electric 

Digital Object Identifier 10.1109/MPE.2021.3057947

Date of current version: 19 April 2021

microgrid protection
rethinking reflexive action at the edge 
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grid protection framework. Coordinated, 
adaptive protection mechanisms ensure 
safe and reliable operation on both sides 
of the interconnection boundary. As an 
emerging issue, microgrid protection re-
search is getting significant attention with 
a limited amount of field implementa-
tion experience.

To shed light on the microgrid pro-
tection topic from different angles, guest 
editors Jim Reilly and Mani Venkata put 
together a diverse set of articles written 
by experts from universities, research 
institutes, utilities, and engineering labo-
ratories. These authors are steeped in pro-
tection design, microgrid modeling and 
control, field implementation, and code 
and standards development. They share 
with us their knowledge on challenges 
and solutions in microgrid protection, 
field implementations and problems en-
countered, pathways leading from present 
to future, as well as the ongoing evolution 
of codes and standards.

Specifically, the six feature articles 
discuss the following key topics:

✔  general challenges to system pro-
tection by microgrid integration

✔  unique challenges faced in mi-
crogrids powered by inverter-
based resources

✔ solutions based on conventional 
protection schemes

✔  needs for developing new adap-
tive protection schemes

✔  two potential protection approach-
es: centralized and decentralized

✔ combining microgrid control with 
protection 

✔  advanced computing platforms 
for supporting complex protec-
tion schemes and functions

✔  field experience obtained in mi-
crogrid design and operation

✔  modeling platforms for the test, 
development, and validation of 
new protection schemes

✔  the necessity to revise existing 
codes and standards and the need 
for new codes and standards.

Finally, the “In My View” column 
discusses ongoing governmental and 

engineering society efforts. These in-
volve the U.S. Department of Energy 
and include IEEE committees, work-
ing groups, and standards organiza-
tions. The collective effort of the parties 
involved is crucial for advancing mi-
crogrid protection technology. 

Leader’s Corner
IEEE Power & Energy Society (PES) 
President-Elect Jessica Bian and Wayne 
Bishop Jr., IEEE PES vice president Meet-
ings, team up to review the dramatic 
changes that are taking place with PES-
sponsored meetings, conferences, and 
lifelong learning offerings. In the wake of 
the pandemic, the Society had to respond 
quickly to restrictions on gatherings across 
the globe. Meeting organizers manage 
to successfully navigate these challeng-
ing circumstances. They are becoming 
more proficient in the use of online meet-
ing tools and virtual event planning.

With leadership and volunteer sup-
port, our members continue to be able 
to share their experiences and learn 

TSAT-RTDS® Interface and TSAT-PSCADTM Interface are advanced co-simulation platforms which 
leverage the rich features of TSAT and RTDS®/PSCADTM.

TRI & TPI

TSAT-RTDS® INTERFACE (TRI) & TSAT-PSCADTM INTERFACE (TPI)

RTDS® and PSCADTM are trademarks of Manitoba Hydro International.

TSAT-RTDS® INTERFACE
TSAT-PSCADTM INTERFACE

• Simulating power systems with over 8000 
buses in real-time

• Creating complex wide-area control and 
monitoring systems

• Full EMT simulation of microgrids 
connected to bulk transmission network 
represented in phasor domain

• Performing hardware-in-loop tests with 
large system models

• Consulting services for custom model 
development and hardware-in-loop testing

• Engineers experienced in performing 
transient stability and electromagnetic 
transient simulation

Advantages

Experience and Support

Offering a simple, user-friendly interface with extensive analysis options, DSAToolsTM is a suite 
of software tools for both offline and online dynamic security assessment of power systems.





from others. As an upside, the virtual 
environment enables greater involvement 
of people from different regions than in-
person meetings. In time, our ability to 
attend conferences and other events will 
return, but the recent lessons learned will 
have a lasting impact. They will provide 
opportunities for new experiences.

Adieu, Gerry Sheblé, 
Farewell
Gerry Sheblé, long-time IEEE Power & 
Energy Magazine editorial board mem-
ber, book reviewer, magazine contribu-
tor, and IEEE Life Fellow, has died. He 
passed away peacefully in his sleep after 
enduring a rapid bout with cancer. He 
had an eclectic relationship with indus-
try and academia, contributing to many 
areas including energy management 
systems and electric power market ap-
plications. He was a gentleman with an 
emphasis on the word “gentle.” That 
made him comfortably approachable 
in personal conversations. He cul-
tivated a vast knowledge of the elec-

tric power industry. He had a tendency 
toward system-level perspectives that  
included sociopolitical issues woven into 
our profession’s technical challenges. All 
that made him a valued member of our 
board. He will be missed.

History
While the book review column took a 
break this time around, “History” is back! 
This issue’s “History” column explores 
the evolution of wind energy in Den-
mark. It puts in perspective the state of the 
technology, economic drivers, and politi-
cal motivation to explain how top-down 
policy support and bottom-up initiatives 
shaped the Danish wind power sector. 
These factors supported the integration 
of high penetrations of wind energy 
in the grid. This brief history of wind 
power in Denmark outlines key events 
on a technological journey. It explains 
the  early days of wind power through 
the shock of the global energy crisis in 
the 1970s and the transition to large-
scale efficient turbines of the present day.

Society News
As reported in the “Leader’s Corner” 
column, conferences and events have 
gone virtual this past year. A report 
on the Transactive Energy Systems 
Conference, held 7–10 December 2020, 
shows no exception. The experience 
gained from earlier conferences not 
only supplied a stable platform for at-
tendees to hear prepared recordings but 
enhanced the interactive aspects of the 
meeting. The organizers made creative 
use of online tools including live video, 
places for prepared comments, live chat, 
and virtual breakout rooms. This gave 
participants the sensation of being colo-
cated while physically spanning multiple 
time zones.

By rigorously keeping to an agen-
da covering various tracks, attendees 
used their options to review posters, 
talk directly with authors, and engage 
in moderated conversations with large 
numbers of their peers. The evolution 

(continued on p. 103)
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S
SO MUCH HAS CHANGED IN THE 
past year—how we get our food, get our 
children to school, do our work, and 
learn. IEEE Power & Energy Society 
(PES) meetings and conferences are no 
exception. Some keywords we heard in 
2020 were reposition, change, new nor-
mal, shift, rethink, reset, change course, 
modify, reset, and, of course, pivot. 

Last year’s PES General Meeting 
had to pivot from a face-to-face meet-
ing to a virtual one in fewer than 100 
days. This was the first major event for 
PES that changed from in person to 
virtual. It is also one of our largest con-
ferences, after the biannual IEEE PES 
Transmission and Distribution (T&D) 
Conference and Exposition. Needless 
to say, it was not a small task, but, with 
a very qualified team in place made 
up of volunteers and PES professional 
staff supporting us every step of the 
way, it resulted in a great event. A spe-
cial thanks to General Meeting Steer-
ing Committee Chair William Cassel 
and his team for a job well done.

The theme of the General Meeting 
was “Are Big Data, Machine Learning, 
and Electric Transportation Transform-
ing the Grid?” There were more than 
2,200 attendees from 69 different coun-
tries, 130 panel sessions, 617 papers 
presented via video, and a very suc-
cessful PES members meeting and ple-
nary session. We were thrilled to have 
David Murray, chief technology officer 
from Hydro Québec, as our keynote 

speaker. For the General Meeting and 
all of our PES virtual conferences, it 
has been important that these events 
be offered for the benefit of PES mem-
bers. We lowered the registration cost 
to US$99 for PES members and kept 
the technical presentations online until 
the end of August. After that, presenta-
tions were transferred to the PES Re-
source Center. Again, this was done as 
a service to our members.

Several other PES conferences also 
pivoted to a virtual format, including 
the following:

 ✔ Innovative Smart Grid Technol-
ogies (ISGT) Europe, which fo-
cuses on smart grid technologies

 ✔ PowerAfrica
 ✔ Latin America T&D Conference
 ✔ PowerCon in Asia
 ✔ Smart Cities Conference.

When this column was written, fin-
ishing touches were being put on the 
ISGT North America Conference on 
16–18 February 2021. Normally, this 
conference would be held in Wash-
ington, D.C., but this year’s gather-
ing is virtual, with exciting keynote 
speeches from

 ✔ Dennis Arriola, CEO of Avan-
grid

 ✔ Gil Quiniones, president and 
CEO of New York Power Au-
thority

 ✔ Eliot Mainzer, president and 
CEO of California Independent 
System Operator. 

If there is any silver lining to CO-
VID-19, it is that you can now attend a 
vast variety of global PES conferences 

in a virtual environment. No need to 
book a hotel room or plane ticket, but, 
instead, enjoy the technical programs 
of PES conferences from the comfort 
of your home and office. For example, 
at the 2020 PowerAfrica Conference, 
we had 347 attendees from 45 differ-
ent countries. In 2019, we had only 28 
different countries represented. Please 
consider attending and experiencing a 
PES conference outside your Region.

With all of the changes happening 
in the electric power industry, it is vital 
to share this knowledge and expertise 
with our members. This becomes even 
more important during a pandemic, 
when most of us are not able to have 
the “water-cooler talks” and hallway 
informal conversations with colleagues 
in the industry. Please know that PES 
is here for you now more than ever. We 
are your knowledge resource through 
the PES Resource Center, award-win-
ning publications, virtual meetings and 
conferences, tutorials, webinars, and 
more being held around the world.

As a part of PES’s long-range stra-
tegic planning, the Society has been 
offering what our members most need 
to learn over the decades. How long 
is your degree going to last? Back in 
the 1960s, the half-life of knowledge 
was a phrase attributed to economist 
Fritz Machlup, who studied, among 
other things, the economic value of 
knowledge. It is the amount of time 
that elapses before half of the knowl-
edge in a particular area is superseded 
or shown to be untrue. Machlup and 
 others of his day discovered that, while 
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an engineering degree acquired in 1930 
was useful for about 35 years, the half-
life of an engineering degree earned 
in 1960 was only relevant for about 10 
years because of the rapid development 
of new technologies.

In 2002, the National Academy of 
Engineering estimated that the half-
life of engineering knowledge was 
somewhere between two and a half to 
seven years. If you are an engineer or 
a computer professional, the danger of 
becoming technologically obsolete is 
an ever-growing risk.

To be an engineer is to accept the 
fact that, in the future—always sooner 
than one expect—most of the techni-
cal knowledge you once worked hard 
to master will be obsolete. To replace 
that aging knowledge, assuming there 
are 48 weeks a year to devote to knowl-
edge replacement, an engineer would 

need to spend five hours in each of 
those weeks gaining new technology, 
mathematics, and scientific knowledge 
to remain technically current. 

To meet members’ ongoing learn-
ing needs, PES has been leading the 
delivery of scientific and engineer-
ing information on electric power 
and energy and becoming the pre-
ferred professiona l  development 
source. With the 17 PES technical 
committees as a backbone, PES is 
our engineers’ ideal home to replace 
that obsolete knowledge and remain 
technically correct.

In addition to education, PES’s long-
range plan also focuses on our mem-
bership and Chapter needs in technical 
activities, including standards, meet-
ings and conferences, and publications. 
The PES five-year (2019–2023) strate-
gies are as follows:

✔ develop stronger liaisons with 
industry

✔ improve global presence and 
strengthen participation

✔ increase coordination among tech-
nical activities, including stan-
dards, meetings and conferences, 
publications, and education

✔ promote diversified demograph-
ics of Chapters and membership

✔ grow lifelong learning offerings.
Specifically, PES has been imple-

menting the following initiatives based 
on the five-year strategic plan to en-
hance career opportunities and values 
for all PES members globally:

✔ add more industry tracks to gen-
eral meetings and T&D confer-
ences

✔ together with various organiza-
tions, cosponsor one-day work-
shops and webinars on industry 
megatrends and other relevant 
topics

✔ develop short courses in local 
languages

✔ increase participation in and 
contribute to technical commit-
tees

✔ reinvigorate Chapter communi-
cation with members

✔ expand the Distinguished Lec-
ture Program support

✔ establish mentorship and coach-
ing programs

✔ increase industry involvement in 
education programs

✔ expand student activities world-
wide.

As the power and energy industry 
transforms, PES will continue to adapt 
and grow existing lifelong learning of-
ferings, deliver timely technological 
information, get members ready for in-
dustry transition, and give more power 
to the future. We look forward to “see-
ing you” at this year’s virtual general 
meeting on 25–29 July 2021.
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M
MICROGRIDS AROUND THE WORLD 
are evolving at a quick pace. They come 
in many sizes and types, for a  variety 
of uses. With the integration of smart, 
digital devices and technologies, real-
time, automated grid operation with 
the human in the loop is a daunting 
task. Eight years ago, this topic was 
the theme of the July/August 2013 
issue of IEEE Power & Energy Maga-
zine. Two years later, the related topic 
of grid and microgrid resiliency was 
given comprehensive treatment in 
the May/June 2015 issue. Continu-
ing this theme on the development of 
microgr id technologies, the July/
August 2017 issue covered microgrid 
controllers, which define the micro -
grid’s operations and functionality. 
This 2021 issue further continues the 
microgrid theme with the challenging 
topic of protection.

Microgrid protection has become a 
topic of great interest as the number 
of microgrids with prominent levels 
of inverter-based resources (IBRs), 
storage, and managed loads has grown 
greatly along with the trend toward 
new generation being connected to dis-
tribution networks. Microgrids them-
selves are no longer diesel generators 
connected to specific building loads 
in case of power outages. They have 
evolved into complex entities that oper-
ate in parallel with the grid and provide 
grid support services. As their im-
portance in serving critical loads has 

risen and their impact on grid reliability 
has become a reality, microgrids have 
become a serious consideration for 
utility system protection schemes. Mi-
crogrids may not lead to greater reli-
ability and resiliency than that already 
delivered by existing networks, espe-
cially mesh, unless protection is taken 
into consideration.

System Protection:  
Art and Science
System protection is both an art and 
a science involving protective equip-
ment, which is like a silent sentinel. 
The protection of even a classical, pas-
sive, and radial distribution system has 
always been incredibly challenging. 
Practices vary widely even within a 
utility and especially so among utili-
ties. Practices for microgrids are even 
more fluid and challenging.

Consider System 
Protection: Integration 
Complexities
As modern technologies and distrib-
uted energy resources (DERs) with 
energy storage and renewable generat-
ing resources become more prevalent 
in electric power systems, operational 
complexity increases. Attention to sys-
tem protection is a critical issue to pave 
the way for achieving safe, efficient, 
and effective means of managing this 
emerging complex system. The chal-
lenges in microgrid protection design 
result from the combination of a high 
penetration of DERs using power elec-
tronic interfaces and the absence of a 

connection to the larger distribution 
grid in islanded operation. Also, the 
protection schemes, or at a minimum 
the protection system settings, must be 
changed and adapted when transition-
ing from grid-connected to islanded 
modes of operation. These transitions 
include those that require the design 
of adaptive protection systems. The 
combination of a large penetration of 
inverter-based DERs and an absence 
of a strong grid in islanded operation 
mode results in a microgrid protection 
design that significantly departs from 
the conventional power system protec-
tion philosophy.

To allow islanded and autonomous 
operations, microgrids need to in-
corporate local DERs, which include 
renewable energy resources (wind 
and solar), and the associated electri-
cal storage required for balancing 
and firming intermittent generation. 
From this perspective, a microgrid is 
a means to aggregate DERs. In the mi-
crogrid islanded operation, the local 
distribution system is no longer con-
nected to the larger power grid provid-
ed by central generation. This makes 
the design of protection systems in an 
islanded mode different from that in 
grid-connected mode.

DERs are mostly interconnected 
to the distribution grid using power 
electronic-based energy converters. 
The presence of these types of DERs 
requires approaches to protection that 
are different from those for conven-
tional rotating-machine-based DERs, 
such as combined heat and power,  
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diesel, or small hydroelectric generators. 
Among the significant differences are 
the limited fault-current capacity of the 
inverters and the disparate design con-
siderations of the DER controllers. The 
resulting performance is highly variable 
and dependent on the design and imple-
mentation choices.

This issue presents 
the complexities and spe-
cific protection require-
ments that are unique to 
microgrid systems, in 
both connected and is-
landed operating modes 
as well as the transition 
between them. Adaptive 
protection is one of the 
solutions to these com-
plexities discussed in the 
articles. Fault conditions 
arising from the power 
electronic grid interfaces 
of fast energy convert-
ers used for DERs and 
the coordination of com-
munication schemes are 
some of the complexities 
for microgrid protection that the au-
thors explain.

Microgrid Protection: The 
Scope of the Articles
The articles in this issue are dedicated to 
exploring the topic of microgrid protec-
tion. The authors are leaders in the field; 
they are active in R&D with the nation-
al laboratories in the United States and 
the European Union, the studies of the 
IEEE Power & Energy Society (PES) 
Power System Relaying and Control 
Committee, the IEEE Standards Asso-
ciation (SA), and CIGRE C6 Distribu-
tion. As guest editors, we are delighted 
that they agreed to share their insights 
and research with us.

The first article is “Microgrid Pro-
tection Against Internal Faults,” by 
Dimitris Lagos, Vasileios Papaspilio-
topoulos, George Korres, and Nikos 
Hatziargyriou. Hatziargyriou was a key 
contributor to one of the first microgrids 
in Europe on Kythnos Island in 2001, 
and we offer our congratulations on 
the 20th anniversary of this microgrid 

project. In this article, the authors offer 
a unique perspective on microgrid pro-
tection informed by lessons learned and 
insights gained from a long tradition of 
experience in microgrid technology 
worldwide. More specifically, the ar-
ticle explores the effects of different 

operational transitions 
of microgrids. It reviews 
the characterist ics of 
power electronics-based 
generation on the perfor-
mance of conventional 
protection schemes in 
internal fault cases as 
well as the pros and cons 
of various protection 
methods. The promis-
ing prospects of adaptive 
protection and the im-
portance of hardware-in-
the-loop testing for the 
acceptance of microgrid 
protection solutions are  
also highlighted.

The next article is 
“Influence of Inverter-
Based Resources on 

Microgrid Protection,” by Matthew 
Reno and Michael Ropp from Sandia 
National Laboratories, Sukumar Brah-
ma from Clemson University, and Ali  
Bidram from the University of New 
Mexico. Since this is a topic of over-
arching importance, it was prepared in 
two parts—“Part 1: Microgrids in Ra-
dial Distribution Systems” and “Part 
2:  Secondary Networks and Microgrid 
Protection.” Advanced microgrids 
today include IBRs, and many mi-
crogrids have modes or conditions 
under which they are entirely ener-
gized by them. The authors explain 
the behavior of IBRs under faulted 
conditions that present challenges for 
microgrid protection system design. 
There are special problems concern-
ing the fault-current profile between 
grid-connected and microgrid-island-
ed modes and between IBR-dominant 
or rotating-machine-dominant con-
figurations. Protection for IBR-based 
microgrids and solutions with differ-
ent controls for IBRs are identified  
as key issues in the integration of mi-

crogrids in both radial and second-
ary networks.

In the fourth article, “Practical Mi-
crogrid Protection Solutions,” authors 
Scott Manson, engineering services 
technology director at Schweitzer En-
gineering Laboratories, Inc., and Ed 
McCullough, senior manager for Tesla 
Energy application engineering, pres-
ent a new set of challenges to protec-
tion in microgrids from the perspective 
of the impacts of IBR-connected sys-
tems on protection design principles. 
The authors offer a set of solutions that 
uses the computing platform embed-
ded in programmable protective relays 
to achieve adaptability. The article 
explains technical challenges, such as 
supplying simulated inertia, limited 
current contributions, and other firm-
ware-based inverter behavior. It offers 
several common techniques to over-
come them with programmable protec-
tive relays.

The fifth article is “North Bay 
Hydro Microgrid,” by Michael Hig-
ginson, Keith Moses, and Peter Curtiss 
of S&C Electric, Matt Payne, president 
and chief operating officer of North Bay 
Hydro Services, Ontario, and Stephen 
Costello of CIMA+. The authors pres-
ent their operational experiences for a 
microgrid that was retrofitted from a 
distribution system that was not engi-
neered to support microgrids. The arti-
cle describes what protection challeng-
es were expected in the design phase 
and how the protection system operates 
in the field. It also discusses the major 
challenges in devising a robust protec-
tion plan that included bidirectional 
and variable fault current, power-export 
restrictions, and a need for fast protec-
tion operation, including the ability to 
reliably detect utility events promptly 
and protect the equipment from closing 
out of phase. This article is a real-life 
example of the realities and importance 
of protection for microgrids that are in-
terconnected with the grid.

Any discussion of microgrid protec-
tion would be incomplete without an 
understanding of the role of standards. 
In the sixth article, “Status of Microgrid 
Protection and Related Standards and 
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Codes,” authors Ward Bower and Tom 
Key provide an overview of the stan-
dards that are most pertinent to mi-
crogrids and protection. Among these 
are standards developed by the IEEE 
SA, sponsored by committees in PES. 
For microgrid protection, PES’s Power 
System Relaying and Control Com-
mittee sponsors the  working group for 
IEEE Standard P2030.12, Guide for 
the Design of Microgrid Protection 
Systems. Other IEEE SA standards 
discussed in the article are the IEEE 
1547 series for interconnection and 
interoperability, IEEE 2030.7/8 for 
microgrid controller functionality and 
testing, and UL 1741 for inverter certifi-
cations. The authors extend their survey 
to IEC TS 62898-3-1: Microgrids—
Technical Requirements—Protection 
and Dynamic Control (2019), which 
establishes new protection and dynamic 
control requirements to address fault 

protection and dynamic control prob-
lems in microgrids.

Insights From 
“In My View” Column  
The “In My View” column, “Microgrid 
Protection,” is authored by Dan Ton, 
manager of the Microgrid Program at 
the U.S. Department of Energy. The 
column explains the study of microgrid 
protection in the context of the over-
all development of microgrids. The 
progression of microgrid technology 
goes from 1) stand-alone generators 
for backup power to 2) grid-connect-
ed entities with renewable generation 
and storage that can be islanded dur-
ing power outages for resiliency to 3) 
providers of grid services and partici-
pants in markets. The evolution of the 
microgrid concept now includes full 
microgrid integration with the electric 
power system, which brings the sub-

ject of protection center stage. This “In 
My View” column highlights R&D ac-
tivities that focus on the challenges of 
microgrid protection and the strategic 
importance to address protection in 
microgrid-related research in the com-
ing years.

The View Ahead
From conversations with academics, 
researchers, vendors, and utilities, we 
conclude that the needs for advanced 
microgrid protection schemes are ur-
gent. Progress on codes and standards 
for the seamless integration of mi-
crogrids is crucial for facilitating the 
wide deployment of microgrid tech-
nologies. Microgrid protection de-
pends on the interconnection topol-
ogy. Connecting to meshed secondary 
networks in urban areas poses a 
greater challenge in microgrid protec-
tion than connection in suburban and 
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rural areas, where existing protection 
schemes can be extended and adapted 
to IBRs.

Sophisticated solutions (such as the 
use of differential relays that sense the 
phase differences between the current 
entering and leaving the feeder) may be 
needed where overcurrent-based solu-
tions do not detect faults or coordinate 
with the system. As always, there are 
compromises concerning costs and the 
extent of technology deployed. For ex-
ample, ideally, every feeder section has 
a primary zone for protection to provide 
quick-acting and selective clearing of a 
fault within its boundary. Also, backup 
protection can be installed to isolate the 
faulty section of the system in case the 
primary protection does not function 
properly. However, applying such de-
sign principles to every feeder section 
would be cost-prohibitive in practice.

Smart grid research and product de-
velopment will bring additional tech-

nology, such as advanced sensors and 
faster communication networks, to pro-
vide transformational solutions where 
traditional ones may be infeasible or 
become too expensive.

We see control and protection becom-
ing more integrated, especially as they 
concern IBRs. Since inverter controls 
drive the fault response, fault detection 
and classification can be derived from 
these controls. As the microgrid is 
likely to have a controller, the control-
ler may also include protection func-
tions that can be implemented through 
communication.

 In the foreseeable future, microgrid 
capabilities will be aggregated to par-
ticipate in wholesale electricity mar-
kets and supply a wide range of grid 
services at the distribution and trans-
mission levels. To enable that future, 
the coordination of microgrid protec-
tion systems with interconnected dis-
tribution system protection is a ne-

cessity for safe, reliable, and resilient 
grid operation.
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 By Dimitris Lagos, Vasileios Papaspiliotopoulos, 
George Korres, and Nikos Hatziargyriou

coordinated control of microgrid resources increases energy efficiency, minimizes the overall energy con-
sumption, and reduces the environmental impacts of energy production. At the same time, the ability of 
microgrids to seamlessly transition to islanded operation when upstream network faults occur increases 
the reliability and resilience of the customer supply. Furthermore, microgrids have been adopted as prom-
inent and viable solutions for rural electrification in developing countries, isolated areas, or areas with 
weak power transmission infrastructures.

Microgrid implementations are faced with challenges in their control, operation, and protection. Next to 
control issues, protection has drawn the attention of researchers and industry since microgrid advantages 
can be jeopardized if protection against faults proves defi cient. The main challenges arise from the pres-
ence of multiple short circuit current sources due to the installation of distributed sources in traditionally 
passive distribution networks, various fault current levels in different operational modes (islanded and grid 
connected) of the microgrid, and the limited short circuit current contribution by power electronic (PE)-
interfaced energy sources. The coordination of fault ride-through curves and protection schemes is also an 
issue that can affect the overall microgrid stability in islanded operation.

DC microgrids share similar concerns with ac microgrid protection. The different operational character-
istics of dc circuit breakers and the requirement of faster fault clearance times compared to ac systems need 
to be carefully considered. This article focuses on the challenges of ac microgrid protection, provides an 
overview of the different protection methods, and presents the adaptive protection methodology as well as a 
novel laboratory testing procedure for microgrid protection scheme evaluation.

Challenges in Microgrid Protection
In addition to the common characteristics of standard protection schemes, namely sensitivity, selectivity, 
and speed, microgrid protection should also adapt to changing operating conditions. The most significant 
concerns are the maloperation of protective devices, like protection blinding and sympathetic tripping, low 
short circuit currents, the uncertain behavior of PE-interfaced units, and the lack of grounding.

The fi rst challenge is protection blinding caused by the integration of DERs. Microgrids are part of 
the distribution level of the power system where the protection schemes rely on overcurrent protective 
devices, such as fuses and relays. This long-established protection technique might be inadequate for 
microgrid protection since it depends only on the short circuit current magnitude for the unidirectional 
behavior of the short circuit currents, i.e., from the upstream network to the fault. This might not be the 
case in a microgrid. Figure 1 illustrates a microgrid that can operate in two modes: grid connected or 
islanded. The circuit breakers are controlled by their respective protective relays. The presence of DERs 
in different locations of the feeders provides additional fault current sources, altering the magnitude and 
direction of fault currents coming from the upstream network. For example, as depicted in Figure 1, in 
the event of a fault between buses 5 and 6, the short circuit current (i.e., )I 6CB  fl owing from the photo-
voltaic (PV) through circuit breaker CB6 to bus 5 may lead to a reduction of the short circuit current 
from the upstream network (i.e., ).I 4CB  Therefore, the speed, or even the sensitivity, of the respective 
upstream protective device, i.e., the relay controlling CB4, may fail to recognize the fault, the effect of 
which is known as protection blinding.

The second challenge is the sympathetic tripping that impairs the selectivity of microgrid protection 
schemes. Sympathetic tripping refers to the operation of a protective relay to a fault beyond its protection 
zone. The unintentional operation is triggered by the DER backfeed current contribution to the fault, caus-
ing an outage of a healthy part of the system. The basic principle of sympathetic tripping is explained in 
Figure 1 for the same fault between buses 5 and 6. During the short circuit, the wind turbine feeds a short 
circuit current ICB14  to ICB4  in the direction of .ICB12  In the case of a large wind turbine current, the relay 
controlling CB12 might command the circuit breaker to trip before the relays controlling CB7 or CB4 take 
action. Thus, opening CB12 causes the disconnection of a healthy feeder.

The third challenge, especially for islanded microgrids dominated by the PE-interfaced generation, 
is the drastically reduced short circuit current level. PE-interfaced units can contribute only about 
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1–1.5 times their nominal current during short circuits 
for a limited time. This leads to major differences in the 
expected fault current levels when the microgrid is grid 
connected or islanded.

The fourth challenge is the ambiguity in the short circuit 
current contributed to by PE-interfaced units. During short 
circuits, the behavior of these units is dictated by the imple-
mented control algorithms that limit their current during 
faults to protect their switching elements. This is different 
than synchronous generators, whose fault current contribu-
tion is caused directly by the electromagnetic fluxes trapped 
in their windings. Several standards and grid codes have 
included functionalities that address the operation of PE-
interfaced DERs during faults, especially those connected 
to transmission systems. The most common and widely 
applicable requirement is the fault ride-through capability, 
which is expressed as a voltage to the time-after-fault curve, 
depicted in Figure 2(a). As long as the operating point at the 
connection of a DER unit is above this curve, the unit should 
remain connected.

Many grid codes require a reactive current injection for 
voltage support during a fault, as illustrated in Figure 2(b), 
which depicts the requirements of the Greek operating 
code for noninterconnected islanded power systems. This 

characteristic refers to symmetrical faults only. Hence, the 
required response of PE-interfaced units to unbalanced 
faults is not defined in the majority of grid codes, and, thus, 
the determination of the expected short circuit currents 
under unbalanced fault conditions is ambiguous. In this case,  
PE-interfaced units contribute to faults based on vendor-spe-
cific control algorithms, which are rarely disclosed.

Another source of uncertainty is the power factor of the 
short circuit current provided by PE-interfaced generators. 
During the fault, the active power is fixed at a prefault level, 
while the reactive power should follow the requirements of 
Figure 2(b). Therefore, the prefault conditions, voltage sag 
due to the fault, and nominal current of the PEs can result 
in short circuit currents of similar magnitudes (close to the 
nominal current) but different power factors. 

Figure 3 presents the case of a fault between buses 5 
and 6 that causes a voltage sag below 50%. In this event, a 
reactive current contribution equal to 100% of the nominal 
current is added to the prefault active current. To maintain 
the current of the converter below its thermal limit, a cur-
rent limitation strategy has to be implemented in the DER 
controller, giving priority either to the active or reactive 
component. The different power factors considered in this 
case represent the various prefault conditions and current 
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figure 1. The impact of a DER presence in microgrid protection.
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limitation strategies deployed in the DER controller. More 
specifically, the priority given to the active or reactive com-
ponent by the DER controller affects the short circuit cur-
rent power factor. The overall current I 7CB  sensed by CB7 
is higher if the current ICB4  provided by the upstream net-
work has a similar angle to the fault current .IPV  Figure 3 
demonstrates how the power factor of the short circuit cur-
rent contribution from PE-interfaced generation units and 
the inductive (X) to resistive (R) ratio of the lines affect the 
total fault current magnitude.

All in all, the representation of PE-interfaced units in 
short circuit studies is not straightforward. Unlike the mod-
els universally adopted for synchronous generators, the 
contribution of PE-interfaced units is affected by operating 
conditions, grid code requirements (e.g., fault ride through 
and current contribution in voltage sags), and the control 
algorithms deployed to meet these requirements. Incompat-
ibility between the applied protection scheme and the fault 
ride-through requirements can pose a significant threat to 
the microgrid stability as demonstrated in the “Fault Ride-
Through and Protection System Coordination” section.

Last but not least, the grounding issue becomes an emerg-
ing issue in microgrid protection. The ground connection 
provided by the main grid, i.e., the grounded neutral of the 
power transformer, is lost during the islanded operation of 
the microgrid, resulting in ineffective ground fault protec-
tion. Therefore, provisions for an alternative ground connec-
tion should be made. This can be achieved by installing a 
grounding transformer at the main bus of the microgrid [bus 
2 in Figure 3(a)], which is connected to the network only in 
case of the loss of mains (i.e., when CB1 or CB2 is open) 
by an appropriate interlocking scheme between the trans-
former’s circuit breakers (i.e., CB1 and CB2) and grounding 
transformer circuit breaker (i.e., CB20).

Fault Ride-Through and Protection  
System Coordination
A major concern in microgrid operation is the impact of 
topology changes on short circuit currents and the coordina-
tion of fault ride-through requirements with the protection 
system. The latter can be crucial for the overall system sta-
bility, especially for microgrids in permanent islanded mode 
(off-grid microgrids). Off-grid microgrids serve physical 
islands or geographically remote areas that are isolated from 
the interconnected distribution system. The high production 
costs based on diesel units and the potential renewable energy 
sources (RESs) frequently available offer attractive incen-
tives for their transformation to off-grid microgrid systems.

The configuration of a typical islanded microgrid with 
high RES (primarily PVs and wind generators) penetration 
is presented in Figure 4(a). To achieve high RES penetra-
tion, battery storage units are required. All of these units 
(i.e., the RESs and storage) are interfaced by the PEs. In 
traditional island systems, diesel generators are responsible 
for fault current contribution, and the protective devices are 
set accordingly to achieve fast fault clearing times. Typical 
existing protection schemes consist of relays on the feeders 
(controlling CB4 and CB12) and fuses on the lateral lines. 

The increasing penetration of PE-interfaced units, how-
ever, significantly reduces the available fault currents. 
In Figure 4(b), the current characteristics of the protective 
devices as well as the short circuit current contribution of 
the battery unit and the diesel generator of the island system 
of Figure 4(a) are presented. It is seen that when the diesel 
generators are not in operation, the typical relay settings and 
fuse time-current characteristics lead to a very slow pro-
tection response. Moreover, changes in the topology of the 
islanded microgrid can significantly affect the fault current 
levels due to the different behavior of the units.
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At the same time, even with the diesel generator con-
nected, the coordination between the protection settings and 
the fault ride-through capabilities of PE units causes seri-
ous concerns. During a fault, all generating units experience 

critical voltage sags due to the short lengths of lines in an 
island. A proper fault ride-through curve should be selected 
to prevent the immediate disconnection of PE units, while 
the protection settings should ensure that the fault is cleared 
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before the fault ride-through limit is exceeded. Improper 
coordination can lead to unit disconnections, thus jeopardiz-
ing the overall system security.

Such a case is presented in Figure 5. A symmetrical fault 
occurs in the island microgrid operating with high PE-inter-
faced unit penetration. Before the fault inception, the system 

operates with PE-interfaced units (wind turbine and battery 
storage) at a penetration level of more than 60%, while the 
diesel generator covers the rest of the energy demand. When 
the fault occurs, all of the generating units experience a high 
voltage sag [Figure 5(a)], which is below the fault ride-through 
requirements imposed by the Greek noninterconnected 
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island code for PE-interfaced units. Therefore, both the 
battery energy storage and wind turbine are disconnected 
almost instantly, before the fault is cleared. After the fault 
clearance, the diesel generator remains the only operating 
unit, which cannot take over the total load. As a result, the 
frequency drops [Figure 5(b)], causing load shedding or 
even blackout. This example illustrates the importance of a 
coordinated response of microgrid sources under fault con-
ditions for operation security.

Protection Schemes for Microgrids
As demonstrated in Table 1, there are mainly two options to 
deal with low short circuit currents in islanded microgrids.

1) Increase the short circuit current levels. This can be 
done by installing a source of high short circuit cur-
rent, e.g., a flywheel, to satisfy the operating settings 
of fuses and overcurrent relays or by increasing 
the fault current capability of PE-interfaced units. 

The latter can be achieved by increasing their pow-
er rating or by applying extensive cooling of their 
switching devices. Both options lead to high invest-
ment costs.

2) Replace the existing passive protective devices with 
numerical protective relays, which provide advanced 
protection functionalities, and deploy adaptive protec-
tion based on the microgrid state.

Directional Overcurrent Relays
State-of-the-art industrial relays can distinguish the flow 
direction of fault currents using directional overcurrent ele-
ments. These elements determine the voltage and current 
phasors and compare their angles to decide if the fault occurs 
forward or backward, serving as a reliable solution against 
sympathetic tripping. Directional overcurrent relay elements 
can be used to detect the direction of positive, negative, or 
zero-sequence currents.
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table 1. A comparison of the approaches to microgrid protection.

Approach Advantages Disadvantages

Increase short circuit current levels

•  Install source of high short circuit 
current (e.g., flywheel)

• Oversize PE generation

•  Fewer modifications required in the 
protection system

•  Experience since flywheel and 
synchronous condensers have already 
been used for many years

• Increased investment costs
•  Reduced flexibility on future 

microgrid upgrades

Advanced protection schemes

• Deploy digital relays in the system
•  Introduce adaptive protection 

techniques

• Lower investment costs
• I ncreased flexibility (configurable 

protection devices)

• Reliability concerns 
• Higher complexity
•  Requires a retrofit of the existing 

protection schemes
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The main drawback is their dependence on the mag-
nitude of the short circuit current. Therefore, sensitiv-
ity issues introduced by the large variation of short cir-
cuit current levels due to topology or operational mode 
changes are not resolved. Also, the unconventional nature 
and power factor of fault current contribution from PE-
interfaced units can cause directional elements to fail.

Distance Relays
A common alternative to directional overcurrent relays is 
distance relays, which can detect the direction of the fault 
current and are not affected by its magnitude. Distance 
relays are applied for transmission line protection, and their 
operation is based on the impedance seen as calculated from 
the measured voltage and current.

The measured impedance is compared with a locus in the 
R–X diagram, which defines the reach of the protection zone. 
The measured impedance is an indicator of the fault location 
since the R and X values of the line increase in proportion 
to the distance of the fault. If the measured value lies within 
this locus, it is interpreted as an in-zone fault, and a trip sig-
nal is issued to the respective circuit breaker. Distance relays 
operate with one instantaneous zone as primary protection 
and additional time-delayed zones that serve as backup pro-
tection for forward or backward faults.

The settings of distance relays are dependent on the zones 
that they are designed to protect. Typical values for the first 
zone are 80–85% of the feeder length on which the relay 
is placed. This 15–20% safety margin is usually considered 
to provide reliable operation against measurement errors of 
the current and voltage, deviations between the considered 
and actual line parameters, and relay inaccuracies. A second 
zone protects 100% of the feeder length plus 50% of the next 
feeder. A third zone could cover both the protected and the 
second line as well as 25% of the third line. Figure 6(b) pres-
ents the first two zones in the R–X plane of a distance relay, 
which uses quadrilateral characteristics.

Infeed and outfeed currents of a DER in a microgrid can 
lead to underestimation or overestimation of the fault location 
by the distance relay. In the island microgrid of Figure 4(a), 
illustrated here as Figure 6(a), a three-phase symmetrical 
fault occurs at 30% of the line, i.e., line 2, connecting buses 5 
and 6. It is considered that the relay controlling CB4 located 
in the line, i.e., line 1, connecting buses 2 and 5, operates with 
the characteristics of Figure 6(b), where zone 1 covers 80% 
of line 1, and zone 2 covers 100% of line 1 and 50% of line 2. 
The current magnitude ICB4  measured by the relay of CB4 
can be affected by the presence of the PV and the power fac-
tor of the PV fault current.

To illustrate possible miscalculations of a distance relay, the 
measured impedances for different values of fault resistance 
and power factors of the PV during the fault are presented in 
Figure 6(b). The magnitude of the PV fault current remains the 
same in each case. When the PV operates at unity power factor, 
the measured impedance is slightly affected, moving closer to 

the limit of zone 2. However, as the PV current becomes more 
reactive (the power factor decreases), the estimated impedance 
by the distance relay is severely affected, leading to relay over-
reach. A trip signal is issued to CB4, thus instantaneously dis-
connecting an unfaulty line and the PV.

The ambiguity in the operation of a PE-interfaced unit 
during unbalanced fault conditions may adversely affect the 
impedance calculation as well. Furthermore, distance relays 
may be proven ineffective as a protection scheme for short 
lines where the discrimination between in-zone and out-of-
zone faults is difficult. Hence, distance relaying is not a prac-
tical solution for microgrid protection.

Differential Protection
Differential protection schemes have also been proposed 
for microgrid protection. The scheme compares the current 
flowing in and out of the protected equipment with a given 
threshold to determine whether to isolate the protected ele-
ment. The comparison of current is performed by two devices 
located at the buses where the terminals of the protected ele-
ment are connected. Each device compares its local current 
measurement with the measurement sent by the device on 
the other end. Measurements are transmitted through a com-
munication network based on Ethernet, fiber optic, power 
line carrier, or wireless communication technologies.

When applied for line protection, differential relays may 
be located in remote locations. The installed communication 
network will inevitably introduce communication delays 
and package drop issues to the transmitted signals. This 
can lead to unsynchronized data gathered by the differen-
tial relays, which can affect the protection performance. For 
line protection, technologies like fiber optics are required 
to ensure that high-bandwidth communication between the 
devices is established. Conventional line differential protec-
tion, as applied in transmission systems, can be applied in 
microgrids to protect distribution feeders with no loads con-
nected along them (e.g., lines connecting power or storage 
stations with a load center).

Other novel differential protection approaches are based 
on the communication between conventional protection 
devices, e.g., directional overcurrent relays. Such a microgrid 
protection scheme based on the differential protection prin-
ciple is illustrated in Figure 7(a), which is equivalent to a 
zone selective interlocking scheme.

In Figure 7(a), the relays located at the line ending and 
receiving ends provide the main protection of the feeders, 
e.g., the relay controlling CB15 and CB17 for the line con-
necting buses 3 and 4. Directional overcurrent or simple 
overcurrent relays can also be installed at DERs and load 
connection points, respectively, for short circuit protection, 
e.g., controlling CB14 and CB16 for wind turbine and load 
disconnection. The main protection against faults along 
the line is achieved through communication between the 
relays on their ends. Directional overcurrent relays can be 
employed at every circuit breaker on a feeder, transmitting a  
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status signal to the relay at the other end of the line when  
a forward in-zone fault (or a blocking signal for out-of-zone 
faults) is detected. However, a trip signal is issued to the asso-
ciated circuit breaker of the relay only if it detects a forward 
fault, e.g., the relay at CB15, and at the same time receives a 
signal from a remote-end relay, e.g., the relay at CB17.

For example, if a fault occurs between buses 3 and 4, the 
relays at CB15 and CB17 will detect a forward fault. Both 
will send a command to each other that will allow the relays 
to trip their circuit breakers and disconnect the faulty feeder 
[Figure 7(b)]. On the contrary, relays controlling CB10 and 
CB12 will also detect a forward fault. However, they do not 
receive a signal to trip from the relays at the other end of their 
respective lines (relays at CB13 and CB18) because those 
relays detect a reverse fault. Therefore, CB12 and CB10 will 
not trip, and the faulted feeder only will be isolated.

Communication between the devices can also assist in 
the deployment of backup protection schemes that address 
breaker failures or topology changes. In the previous exam-
ple, if CB15 or CB17 fails to open, the respective relays will 
transmit a tripping command to the upstream relays that 
control CB13 and CB18 and to relays controlling the gen-
eration that will remain in the faulty region, e.g., the relay 
controlling CB14. The operation is presented in Figure 7(c).

If a fault occurs in the zone of the relays protecting distributed 
generators or loads, e.g., the relays controlling CB14 and CB16, 

respectively, and their respective breaker fails to operate, those 
relays can send a signal to the upward relays, e.g., the relays con-
trolling CB13 and CB15, to trip and clear the fault. Topological 
changes can also affect the overall differential protection scheme. 
For example, if CB10 and CB18 are open, the relays controlling 
CB9 and CB17 will not experience fault currents, and they will 
maintain blocking to their pairs even if faults inside their pro-
tected zone (lines) occur. The differential protection of a line can 
be enabled or disabled based on the status of its respective circuit 
breakers. In the previous case, the relays of CB10 and CB18 can 
send their status to the relays of CB9 and CB17, respectively, to 
stop or start the blocking procedure of their pair. Therefore, if 
the relay controlling CB10 informs the relay controlling CB9 to 
stop blocking the relay controlling CB7, the line between buses 
5 and 6 is solely protected by the overcurrent element of the relay 
controlling CB7.

Differential schemes increase the protection reliability if 
proper communication infrastructure is used. Also, they require 
digital devices that can execute basic protection functions, sup-
port communication protocols, and offer the flexibility to design 
the logical equations on which they operate.

Industrial substation communication protocols, mainly 
IEC 61850 and especially its generic object-oriented sub-
station event (GOOSE) feature, can be deployed for such 
schemes. GOOSE messaging can be deployed for the peer-
to-peer communication required for differential protection 
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since it facilitates direct information exchange between 
protective devices. The protocol accepts any type of data 
(binary or analog signals) and guarantees that they are 
transmitted at a speed on the scale of a few milliseconds.

High-bandwidth communication networks are required 
to facilitate such fast interaction using the appropriate type of 
medium, such as optical fibers. Thus, one major disadvantage 
of differential protection schemes is the high expected costs 
associated with such a communication infrastructure. Espe-
cially in a microgrid with a considerable number of nodes 
and lines, the required communication infrastructure can be 
quite complex.

Last but not least, the protection scheme cannot be based 
entirely on differential protection since the communication 
networks can fail or suffer from cyberattacks. Therefore, 
even when differential protection is used, redundant pro-
tection schemes based on typical relay functionalities that 
respond to local measurements need to be installed.

Adaptive Microgrid Protection
One of the most promising approaches for microgrid pro-
tection is adaptive protection. It requires numerical relays, 
mainly directional overcurrent relays with several setting 
groups that can be parameterized locally or remotely by 
control signals according to the current microgrid topology. 
The communication infrastructure must also implement an 
adaptive protection system; however, communication inter-
action is not needed during faults. Protection is therefore 
based on the local functions of the relays. Communication 
is necessary only to update the relays’ setting group when 
the configuration of the microgrid changes. Since low-band-
width communication technologies can be used, the cost and 
complexity of the communication network are reduced com-
pared to differential protection schemes.

Adaptive protection schemes can be implemented with 
centralized and distributed architectures. In the centralized 
architecture, the setting groups can be updated based on 
calculations performed online or offline. For online calcula-
tions, a central controller receives the required signals, e.g., 
circuit breaker statuses, to identify the current microgrid 
topology. Then, a local computer executes fault simulations 
at different microgrid locations, and, according to the calcu-
lated fault currents, the proper setting group is activated, e.g., 
by solving an optimization problem that aims to minimize 
the operation times of the protective devices. Finally, digital 
signals are sent to the relays via a low-bandwidth commu-
nication system. The main drawback of this approach is the 
requirement for a simulation engine in the central controller 
to perform the short circuit calculations in real time, which 
might increase the total cost and adversely affect the reli-
ability of the protection system. Also, it requires new calcu-
lations when a change in the microgrid occurs, thus delaying 
the setting group update in the relays.

For the offline approach of a centralized adaptive pro-
tection scheme, short circuit calculations for all possible 

operating conditions of the microgrid are performed before 
the adaptive protection system deployment. Based on the 
solution of an optimization problem, an adequate set of set-
ting groups for the protective devices for each operating 
state is determined offline. During the online operation, the 
central controller receives the required signals, e.g., circuit 
breaker statuses, to identify the current microgrid configura-
tion and, if necessary, change the active setting group of the 
relays via a low-bandwidth communication channel as pre-
sented in Figure 8(a). 

The main advantage of centralized adaptive protection is that 
all of the information is available to the central controller, which 
can optimally select the adequate setting groups of the relays. Its 
main drawback is its lower reliability because the central con-
troller is a single point of failure. Thus, any malfunction of the 
central controller affects the operation of the adaptive protection 
scheme. Another disadvantage is the requirement of a complex 
wide area network for the communication of the central control-
ler with every device in the microgrid.

Distributed approaches have also been proposed for the 
online operation of adaptive protection. Local controllers 
installed at different microgrid locations update the set-
tings of their respective relays based on the information they 
receive from local devices and their interaction with neigh-
boring controllers. A distributed architecture for adaptive 
protection is presented in Figure 8(b). Its main advantage is 
the increased reliability since there is no single failure point. 
Also, the communication infrastructure is simpler since the 
local controllers use a wide area network to communicate 
only with their neighbor controllers and a local network to 
update their setting groups. The main drawback is that a 
relay might select a suboptimal setting since the state of all 
microgrid components is unknown.

Test Systems for Protection Scheme 
Testing and Validation
The performance of an adaptive protection system must be 
evaluated before deployment to avoid design gaps that could 
jeopardize personnel safety or power asset integrity. The adap-
tive protection system should be tested for both islanded and 
grid-connected operational modes, changes in microgrid topol-
ogy with the connection and disconnection of DERs, different 
behavior of PE-interfaced generation units during faults, mul-
tiple load levels, and various types of faults in diverse locations.

An evaluation based on software simulations offers the 
flexibility to examine various scenarios, but it does not con-
sider, or cannot model precisely, the conditions encountered 
in the real application. For example, it is not known how the 
commercial relay implements the protective functions, how 
much time it requires to conduct calculations, and what time 
delay is introduced between the tripping command of a relay 
and the opening of the associated circuit breaker. Therefore, 
pure software-based evaluation lacks important information 
to evaluate the performance of an adaptive protection system 
under real conditions.
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Hardware-in-the-loop (HIL) simulation is a valuable tool 
that bridges the gap between pure digital simulations and 
the field deployment of hardware. The backbone of a HIL 
simulation platform is a real-time digital simulator, which is 
a powerful computing platform that performs power system 
simulations in real time. This capability can facilitate the 
testing of controllers and relays in real-time conditions. HIL 
simulations with intelligent electronic devices are usually 
referred to as control-HIL to distinguish them from power-
HIL, where physical power equipment is connected to the 
simulator through a power amplifier. Therefore, the benefits 
of HIL simulation are maintained in the case of control-
HIL as well (e.g., flexibility in the modeling, performance 

of different scenarios in a safe laboratory environment, and 
so on), while the industrial hardware relays operate under 
realistic conditions, such as response delays and noise in the 
signals. This setup can reveal features not visible in pure 
simulations, facilitating the deployment progress of the pro-
tection scheme. 

HIL configurations have been used by certain utilities that 
operate a real-time digital simulator to connect replicas 
of controllers (an exact copy of the actual control system 
installed on site) of significant PE-based equipment, e.g., high 
voltage dc and flexible ac transmission system applications, 
to evaluate its interaction with existing control and protection 
systems. Such features are valuable for microgrids dominated 
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by PE-interfaced units. Industrial 
protection equipment manufactur-
ers also perform HIL tests to vali-
date the performance and fine-tune 
their equipment according to each 
application’s characteristics.

A HIL testbed for the testing 
the adaptive protection system has 
been implemented at the Elec-
tric Energy Systems Laboratory 
of the National Technical Univer-
sity of Athens. The proposed tes-
tbed consists of a real-time digital 
simulator, industrial multifunction 
directional relays, and a program-
mable logic controller. The overall 
setup is presented in Figure 9. The 
examined microgrid is simulated 
by the real-time digital simula-
tor, while hardware relays receive 
current and voltage measurements 
at their respective locations, e.g., 
CB4, and send tripping commands 
at the respective circuit breaker. 
The programmable logic control-
ler plays the role of the central-
ized controller that facilitates the 
adaptive protection system. It col-
lects circuit breaker statuses and 
updates the active setting groups 
of protective relays whenever nec-
essary based on the current topol-
ogy, e.g., PV or wind turbine on/
off, grid reconfiguration.

Using this testbed, sympathetic 
tripping and protection blinding 
have been investigated. In Fig-
ure 10(a), the settings of the relay 
controlling CB4 as well as its mea-
sured currents are presented when 
the PV at bus 5 is on and off for 
a symmetrical fault on bus 6. The 
presence of the PV causes a reduc-
tion in the current observed by the 
relay controlling CB4, resulting 
in longer fault detection times. 
Sympathetic tripping is observed 
in Figure 10(b), displaying the 
settings and currents measured 
by the relay controlling CB4 and 
CB12 for a symmetrical fault on 
bus 6. When relay controlling 
CB12 operates as an overcurrent 
relay without a directional feature, 
it disconnects the unfaulty feeder 
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and the wind turbine. Relay settings, namely, pickup current, 
time dial, inverse-time characteristic, and current transformer 
ratio, are also illustrated in Figure 10 for the involved intelligent 
electronic devices.

The performance of an adaptive protection system was 
also evaluated. In this case, the central controller identifies 
the current microgrid status and modifies the setting groups 
of the relays. In Figure 11, the change in the setting group 
of the relay controlling CB4 is observed to avoid protection 
blinding. Under the new setting group, the relay can identify 
the fault significantly faster. The fault clearing time for each 
case is presented in Table 2. As expected, the actual fault 
clearing times in the simulation are higher than the calcu-
lated ones from the time-overcurrent characteristics due to 
delays introduced in the setup. 

Final Note
The majority of microgrids are dominated by PE-interfaced 
generators and can be operated either interconnected or 
islanded from the main grid. The changes in the operational 
mode (grid connected or islanded) and DER connections 
(switch on/off), the low-fault current contribution, and the 
unconventional behavior of PE-based generation adversely 
affect the performance of conventional protection schemes 
applied in distribution networks. Moreover, in islanded 
microgrids, the improper coordination between protection 
systems and the fault ride-through requirements of the DER 

can lead to severe security and reliability issues. State-of-
the-art relays can address certain challenges, e.g., direc-
tional overcurrent relays can avoid sympathetic tripping, but 
they are not able to deal with different fault current levels.

Distance relays can address different fault current levels, 
but their performance is degraded when a downstream DER 
contributes to the fault. Differential protection schemes can 
address microgrid protection issues, but communication net-
work latency makes them less robust, and higher investment 
costs are required, e.g., the provision of high-bandwidth 
communication infrastructure. Adaptive protection appears 
as a promising technique for the secure and reliable opera-
tion of microgrids. An adaptive protection scheme calculates 
optimal setting groups for each microgrid operation mode 
offline. Then, in real-time operation, the setting group for 
each relay can be selected based on the current operation 
mode of the microgrid. 

Alternatively, the proper setting groups are calculated 
online for the current microgrid topology by executing fault 
calculations at different locations. Finally, the importance of 
advanced HIL testing for the acceptance of microgrid pro-
tection solutions cannot be overstated. They provide a realis-
tic environment for a detailed evaluation of the performance 
and robustness of novel protection schemes under real oper-
ating conditions.

For Further Reading
N. Hatziargyriou, Ed., Microgrids: Architectures and Con-
trol. Hoboken, NJ: Wiley, 2014. doi: 10.1002/9781118720677.
fmatter.

V. A. Papaspiliotopoulos, G. N. Korres, V. A. Kleftakis, 
and N. D. Hatziargyriou, “Hardware-in-the-loop design and 
optimal setting of adaptive protection schemes for distri-
bution systems with distributed generation,” IEEE Trans. 
Power Del., vol. 32, no. 1, pp. 393–400, Feb. 2017. doi: 
10.1109/TPWRD.2015.2509784.

A. Hooshyar and R. Iravani, “Microgrid protection,” 
Proc. IEEE, vol. 105, no. 7, pp. 1332–1353, July 2017. doi: 
10.1109/JPROC.2017.2669342.

S. Beheshtaein, R. Cuzner, M. Savaghebi, and J. M. 
Guerrero, “Review on microgrids protection,” IET Gener. 
Transm. Distrib., vol. 13, no. 6, pp. 743–759, Mar. 26, 2019. 
doi: 10.1049/iet-gtd.2018.5212.

Biographies
Dimitris Lagos is with the National Technical University of 
Athens, Athens, 15780, Greece. 

Vasileios Papaspiliotopoulos is with the National Tech-
nical University of Athens, Athens, 15780, Greece. 

George Korres is with the National Technical University 
of Athens, Athens, 15780, Greece. 

Nikos Hatziargyriou is with the National Technical Uni-
versity of Athens, Athens, 15780, Greece. 

 
p&e

100

10

1

0.1

T
im

e 
to

 T
rip

 (
s)

500 1,000 2,000 5,000 10,000

Fault Current (A)

PV On PV Off

t = 2.239 s
I = 0.932 kA

t = 0.555 s
I = 2.12 kA

t = 0.912 s
I = 0.932 kA

Setting Group 1

Setting Group 2

figure 11. The effect of topology changes on different set-
ting groups of the relay controlling CB4.

table 2. A comparison between the theoretical and 
experimental results.

Case

Calculated  
R3 Tripping 
Time (s)

HIL R3 
Tripping 
Time (s)

PV off, adaptive protection 
system inactive

0.555 0.580

PV on, adaptive protection 
system inactive

2.239 2.255

PV on, adaptive protection 
system active

0.912 0.938
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MICROGRIDS ARE BEING DEPLOYED AT A RISING RATE,  PRIMARILY 
as a means of increasing power system resilience. Commonly, a microgrid 
today includes at least some inverter-based resources (IBRs), and many 
microgrids have modes or conditions under which they are entirely 
energized by IBRs. Most microgrids today are deployed on radial 
distribution circuits, but it is  conceivable that they could also be 
considered for deployment on secondary network systems. 

Under faulted conditions, IBRs have signifi cantly different 
behavior from rotating machines, and this difference intro-
duces new challenges for microgrid protection system design. 
The fault current properties of IBRs create a signifi cant differ-
ence in the fault current profi le between grid-connected and 
microgrid-islanded modes and between IBR-dominant or rotat-
ing machine-dominant configurations. These variations also 
impact the conventional phasor-domain short circuit analysis 
used to design such systems. 

This article is the fi rst in a two-part series on the infl uence of 
IBRs on microgrid protection. In part one, the focus is on microgrids 
deployed on radial circuits. This article discusses some of the chal-
lenges related to the protection of IBR-based microgrids and presents 
some ongoing research and solutions in the area. The different controls 
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for IBRs (i.e., grid forming and grid following) 
are discussed to present how their short current 
signatures and dynamic response under faults 
impact microgrid protection.

Challenges in Microgrid 
Protection
Recently, microgrids have gained much atten-
tion in the electric power industry due to 1) their 

capability for improving power system reliability 
and resiliency, 2) their impact on increasing the 

use of renewable resources, 3) the reduced cost of 
distributed energy resource (DER) equipment, and 

4) the continuing evolution of applicable codes and stan-
dards. As a result, it is expected that microgrid deployment 

worldwide will grow significantly over the next several years. 
Most microgrids today are created by reconfiguring systems 
that started as radial distribution systems at the facility or 
community level.

Small conventional generators (e.g., diesel and natural gas) 
remain important in microgrids due to their performance 
properties, relatively low cost, and availability. However, 
most microgrids today obtain at least some fraction of their 
energy from variable-generation resources like photovolta-
ics (PVs), and energy storage systems (ESSs) are becoming 
nearly ubiquitous in microgrids, as they allow the optimal 
operation of small generators as well as higher integration 
of variable-generation resources, and they can be used to 
improve the system’s performance when transitioning from 
on-grid to off-grid mode.

Nearly all renewable energy systems and ESSs are IBRs, 
meaning that they are connected to the ac power system 
via a dc–ac converter called an inverter (the term inverter
is commonly used even for the bidirectional dc–ac con-
verters used in ESSs). The inverter’s behavior is largely 
software defi ned, providing a high level of fl exibility as 
well as unique performance characteristics and opportu-
nities. Today, there are microgrids in operation that are 
energized entirely by IBRs, and even those that include 
rotating generators are often operated in IBR-only modes 
under certain conditions. 

Microgrids, like all power systems, require protection 
that de-energizes and isolates faults before they can harm 
health or property. The protection of traditional distribu-
tion systems is designed with the underlying assumption 
that the system is fed by one source (a substation) and has 
a radial topology. They are protected by overcurrent func-
tions and devices. However, two key challenges arise in 

protecting circuit elements in IBR-based microgrids in 
this way.

1) Microgrids can be fed by multiple distributed sources. 
The protection of conductors, transformers, and other 
circuit elements must thus be designed for any feasible 
combination of sources, and fault current directions 
and magnitudes may change accordingly.

2) The fault current produced by IBRs does not lend 
itself easily to traditional overcurrent methods of fault 
detection and isolation.
• The semiconductor switching devices of inverters are 

intolerant of overcurrent, requiring IBRs to limit 
their fault current contributions to, typically, on the 
order of 1.1–1.5 per unit (pu) of the inverter’s nom-
inal current rating. IBRs do not produce the large 
fault currents typical of utility sources or synchro-
nous generators.

• IBRs often limit their fault current using means that 
cause the output waveform to be nonsinusoidal. The 
harmonic content in the waveform will generally 
be IBR specific, as it depends on how the firmware 
achieves the current limiting. Protection systems must 
be tolerant of this harmonic content.

• The phase angle between the IBR’s fundamental 
output current and fundamental terminal voltage is 
set by the IBR’s programming, and, thus, there are 
no generic means for predicting it.

This article addresses the challenges related to the pro-
tection of inverter-based microgrids and reviews some ongo-
ing research and solutions in the area. Different types of IBR 
topologies and controls are elaborated, and the challenges 
of inverter-based microgrid protection are highlighted. The 
solutions for the protection of microgrids with a high pen-
etration of IBRs are discussed.

IBR Overview
The behavior of IBRs under faulted conditions is strongly 
determined by the inverters that interface the primary power 
source (i.e., renewable energy sources or ESSs) to the ac 
system. In this section, some fundamentals of inverters are 
briefly reviewed to provide background.

Topologies
In general, inverters are divided into single- and three-
phase categories. Single-phase inverters are mostly used 
for lower-power applications (typically fewer than 15  kW) 
and in single-phase microgrids. Three-phase inverters are 
used to integrate larger generation sources to the primary 

for IBRs (i.e., grid forming and grid following) 

tion in the electric power industry due to 1) their 
capability for improving power system reliability 

and resiliency, 2) their impact on increasing the 
use of renewable resources, 3) the reduced cost of 

distributed energy resource (DER) equipment, and 
4) the continuing evolution of applicable codes and stan-

dards. As a result, it is expected that microgrid deployment 
worldwide will grow significantly over the next several years. 
Most microgrids today are created by reconfiguring systems 
that started as radial distribution systems at the facility or 
community level.
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systems (i.e., the portion of the system that operates at the 
microgrid’s primary voltage).

Single-Phase Inverter Topology
A basic inverter circuit topology called an H-bridge is shown 
in Figure 1. The inverter itself comprises four switches, 

,S S1 4-  and an inductor–capacitor (LC) low-pass filter. This 
inverter is serving a resistive load R and, thus, is shown in 
an off-grid mode, in which case it would be operated as a 
grid-forming inverter.

Three-Phase Inverter Topology
A three-phase H-bridge inverter connected to a larger utility is 
shown in Figure 2. The inverter now has six switches, .S S1 6-  
The dc voltage Vb  is required to be larger than the peak of the 
ac voltage on the inverter output terminals. When there is a 
utility voltage source on the right, this inverter does not reg-
ulate the magnitude and frequency of its output voltage, as 
those are controlled by the utility grid. Instead, the inverter is 
operated in the so-called grid-following mode. Most invert-
ers using the topology shown in Figure  2 require that the 
transformer between the IBR and grid be ungrounded on the 
IBR side. This can have a significant impact on protection 

because an ungrounded transformer blocks grid-side zero-
sequence voltages from reaching the inverter, and, thus, the 
inverter’s built-in protection cannot “see” these. The trans-
former itself will impact the zero-sequence current available 
during asymmetrical faults.

Many commercial inverters today use a more complex 
circuit topology called a neutral-point-clamped (NPC) con-
verter. NPC converters have differences in their faulted 
behaviors from the standard H-bridge configuration. For 
example, an NPC converter does not require that the trans-
former between the IBR and grid be ungrounded on the 
IBR side, so a transformer can be used through which the 
inverter can “see” and respond to zero-sequence voltages 
from the grid side. Details of the types and operation of 
NPC converters can be found in the “For Further Reading” 
section of this article.

Types of Inverter Controls
Inverter controls can be broadly grouped into two main cat-
egories of grid-forming and grid-following inverters. These 
are described in Table 1, and block diagrams of each type are 
shown in Figure 3.

Grid-forming inverters regulate voltage and frequency 
at their point of interconnection. When there are multiple 
sources sharing responsibility for frequency regulation, fre-
quency droops are commonly used, which provide a slope 
of the frequency setpoint versus the power output from the 
generator. The frequency droop ensures the frequency sta-
bility of the microgrid while sharing active power among 
IBRs. Grid-forming inverters are also equipped with voltage 
droops to accommodate a coordinated voltage regulation in 
the microgrid while sharing reactive power among IBRs. 
Grid-following inverters are equipped only with power and 
current control loops, which facilitate their operation as 

controllable sources of active and 
reactive power.

Devices and Materials
The switch type and semiconductor 
switch material used in an inverter 
impact the types of protection pos-
sible in power systems energized by 
that inverter. The most commonly 
used controlled switches in today’s 
inverters are silicon insulated-gate 
bipolar and metal–oxide–semicon-
ductor field-effect transistors.

Silicon has a bandgap of about 
1.1 eV. It is abundant and well under-
stood, and processing techniques 
are highly mature. However, the 
material properties impose certain 
limitations on the performance of 
silicon switching devices. Switches 
made from semiconductors with 

table 1. The types of inverter controls.

Category Application
Regulated 
Quantities

Appearance to the 
Rest of the System

Grid 
following

Connecting to a power 
system regulated by other 
generation resources

Magnitude of the 
active and reactive 
power injection

Power-controlled 
current source 
with limits

Grid 
forming

Connecting to a power system 
in which the system must be 
regulated by the inverter

Magnitude and 
frequency of the 
voltage

Regulated voltage 
source with 
current limits
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– –

Vdc

Vac
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S3
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figure 1. A diagram of a single-phase H-bridge inverter. 
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figure 2. A three-phase H-bridge inverter connected to a utility grid. 
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wider bandgaps, such as silicon carbide (2.3–3.3 eV) and gallium 
nitride (3.4 eV), could have significantly higher operating volt-
ages, higher operating temperatures, lower on-state resistances, 
and faster device switching. 

Higher-frequency switching and higher-voltage operation are 
especially desirable for power electronics. The higher switching 
frequency permits the use of smaller components in the low-pass 
filter that extracts the 60-Hz component from the switched wave-
form, and higher-voltage operation can lead to greater operating 
efficiency through reduced resistive losses and new application 
opportunities for solid-state transformers. These advantages 
likely will cause wide bandgap use in inverters to accelerate. 

Higher switching frequencies could lead to more precise 
control over individual pulses of energy injected from the 
inverter into the power system, and that precision of control 
could one day facilitate the development of novel protec-
tion techniques in IBR-energized systems. However, the 
trend toward higher-voltage converters might also lead 
to lower-current designs that would further reduce the fault 

current available from IBRs and potentially make protec-
tion more challenging.

Challenges Posed by IBRs  
for Microgrid Protection
DERs in general, and IBRs in particular, pose different chal-
lenges to the protection system. At the distribution system 
level, they can cause several issues, such as sympathetic 
tripping, coordination loss, protection blinding, and failed 
autoreclosing. In general, the challenges associated with pro-
tecting IBR-based systems stem from the fact that IBRs do 
not exhibit conventional synchronous-machine short circuit 
behavior, including transient, subtransient, and steady-state 
responses. In the following sections, we elaborate on the pro-
tection challenges associated with IBRs in more detail.

IBR Fault Current Signatures
The reliance of IBRs on semiconductor switches and the fact 
that IBR fault currents are largely determined by their nested 
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figure 3. IBR control diagrams: (a) grid-following and (b) grid-forming inverters. 

The inverter’s behavior is largely software defined,  
providing a high level of flexibility as well as unique  
performance characteristics and opportunities.
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control systems lead to IBRs having specific fault current sig-
natures. These unique features include the following.

Limited Fault Current Magnitude
To protect semiconductor switches, most inverters include 
both hardware and software switch current limiters that keep 
the IBRs’ fault current level low. The maximum steady-state 
fault current produced depends on design parameters and 
varies from one IBR to another. Once a fault is applied, the 
inverter current exhibits a very short transient (lasting fewer 
than two 60-Hz cycles) and then returns to a steady-state 
fault current that is typically around 1.1–1.5 pu of the invert-
er’s current rating. This is generally true whether an inverter 
is grid forming or grid following. 

The fault current transients depend on the inverter con-
trollers as well as the thermal rating of power electronics 
switches. Some inverter manufacturers are working on 
increasing the magnitude and duration of the fault current 
(especially for islanded grid-forming inverters), but even at 
2–3 pu fault current, it can be difficult to distinguish in-rush 
or motor-start events from a fault condition.

Control-Determined Current–Voltage Phase Angle
When a fault occurs that causes the IBR terminal voltage 
to become low, the magnitude of the fault current produced 
by grid-forming and grid-following inverters is essentially 
the same. Both types will reach the inverter’s current limit 
and hold there, as explained earlier, but the current–voltage 
phase angles may be significantly different. 

For example, a grid-forming inverter will increase the 
magnitude of its output current as part of its effort to reac-
quire its voltage setpoint, and, at the same time it will in 
general move toward higher current–voltage phase angles 
(higher reactive power). In contrast, a grid-following inverter 
increases its output current magnitude as it attempts to reac-
quire its active power setpoint, but while it is still on-grid, 
the current–voltage phase angle will be set by the IBR’s reac-
tive-power programming, which may set a limit anywhere 
from zero to the IBR’s reactive power limit. 

When a grid-following inverter is isolated on a faulted 
system, the IBR will change its frequency as it attempts 
to adjust its current–voltage phase angle, and this fre-
quency change will typically be sufficient to trip the 
grid-following IBR, but it may also interfere with fixed-
frequency root mean square measurements. Furthermore, 
if multiple IBRs all are providing reactive power support 

but have different time constants, they may interact with 
one another.

Different Sequence Components
In grid-following IBRs, the control loops are designed to 
suppress the negative-sequence current component, result-
ing in negative-sequence currents that are typically less than 
10% of the positive-sequence value, which can cause protec-
tion systems to behave unpredictably. Grid-forming invert-
ers can generally inject higher levels of negative-sequence 
currents for unbalanced grid operation, but not all inverters 
in the microgrid may be controlled this way, which can make 
predicting inverter fault current contribution and protection 
design challenging.

Nonlinear Fault Current Contribution
Inverter fault current limiters also make the fault currents 
nonlinear. This can impact the conventional phasor-domain 
short circuit analysis, which relies on the linear-equivalent 
Thevenin model of sources. Moreover, many inverters limit 
their peak output currents by manipulating the pulsewidth 
modulation to lower the peaks of the output current, result-
ing in a flat-topped waveform. The unwanted harmonics on 
the voltage and current values can lead to challenges in cal-
culating their fundamental values.

Importantly, grid-forming inverters used for microgrid or 
off-grid applications may be designed to produce negative- 
and zero-sequence currents. Unlike typical grid-following 
PV inverters, to support unbalanced microgrid applications, 
grid-forming inverters control voltage and frequency instead 
of limiting negative-sequence injections. For example, in 
Figure 4, for a single-line-to-ground fault, conventional pro-
tection designs expect that zero-sequence current ( )I0  equals 
positive-sequence current ( )I1  equals negative-sequence 
current ( ).I2  For a grid-following inverter, there is no zero 
sequence current and only limited negative-sequence current 
during the fault because of the inverter controls, but the grid-
forming inverter responds as expected for more conventional 
sequence current injections. 

Similar experimental tests were performed for the grid-
forming inverter for double-line-to-ground faults, where the 
inverter I1  injection equaled the sum of I0  and ,I2  as expected, 
and line-to-line faults, where the inverter I1  current equaled 
I2  as expected. This fact can be especially challenging 
when designing microgrid protection schemes because 
the inverter-based generation may switch between control 

Microgrids, like all power systems, require protection  
that de-energizes and isolates faults before they can harm  
health or property.



may/june 2021 ieee power & energy magazine  41

modes when the microgrid transitions between grid-connected 
and islanded operation. 

For example, in grid-connected mode, both a PV inverter 
and an energy storage inverter may use current-controlled 
grid-following inverter controls with no zero- or nega-
tive-sequence injections. During the microgrid transition to 
islanded operation, the PV inverter will likely stay in grid-
following control mode, but the energy storage inverter may 
be designed to transition to grid-forming mode and, thus, 
able to inject negative- and zero-sequence current.

Impacts of IBR on Conventional 
Protection Schemes
The unique fault current characteristics of IBRs can ad -
versely impact the performance of conventional protec-
tion schemes.

 ✔ Impact of IBRs on overcurrent protection: The 
low-fault-current contribution from IBRs can ad-
versely impact the operation of overcurrent protection 
devices. This impact is more salient in an islanded 
microgrid, where no fault 
current is supplied from the 
upstream grid, and the mi-
crogrid IBRs are the sole 
source of fault currents. Un-
der this scenario, the con-
ventional overcurrent devic-
es fail to detect and isolate 
microgrid faults if the fault 
current that they sense is 
below their current pickup 
settings, and it is difficult to 
choose overcurrent settings 
that provide sufficient sen-
sitivity and selectivity.

 ✔ Impact of IBRs on directional 
protection: The potentially 
unpredictable negative-se-
quence cur rent of IBRs 
significantly impacts the 
performance of protection 
schemes that highly rely on 
this quantity, for example, in 
determining the direction of 
faults. Moreover, the perfor-
mance of negative-sequence 
overcurrent relays that are 

used for detecting nonsymmetrical faults is highly 
compromised under the high penetration of IBRs.

 ✔ Protection system coordination: High penetrations of 
IBRs distributed throughout the system can impact 
the coordination of fuses, reclosers, and overcurrent 
 protection relays due to the fault current injections from 
multiple locations. Furthermore, because IBRs will 
produce, essentially, a fixed current into a fault, there is 
no decrease in available fault current as a fault becomes 
more electrically distant from the IBR, and coordina-
tion must rely on varying time delays only. Depending 
on the utility practice, a minimum coordination time 
interval should be met between primary and backup 
overcurrent devices, independent of the fault locations, 
state of the microgrid, or dispatch of the energy sourc-
es in the microgrid. The fault currents from the high 
penetration of IBRs may change the tripping times of 
primary and backup protection relays and violate the 
minimum required coordination time interval. IBRs 
can also adversely impact fuse-saving schemes.
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To protect semiconductor switches, most inverters include  
both hardware and software switch current limiters  
that keep the IBRs’ fault current level low.
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Simulation Challenges for IBR 
Short Circuit Analysis
The protection system design must be informed by a reliable 
short circuit study of the microgrid. Conventionally, protec-
tion software packages perform short circuit studies in the 
phasor domain assuming linear Thevenin equivalent short 
circuit models. Unfortunately, those linearized models tend 
not to closely represent the fault current behaviors of IBRs. 
Recent efforts by the IEEE Power & Energy Society’s Power 
System Relaying and Control Committee, under Working 
Group C24, have helped create phasor-domain short cir-
cuit models of IBRs, where IBRs are included in the fault 
analysis as nonlinear elements defined simply by their  output 
 characteristics. Though industrial programs have shown 
good results with this approach on transmission systems with 
limited IBR penetration, there are still many challenges with 
convergence under very high penetration of IBRs and with 
simulating grid-forming inverters and isolated microgrids.

IBR protection simulation packages can be categorized 
into iterative and time-domain solutions. In general, to cor-
rectly represent IBRs in protection studies, the IBR model in 
the protection software should be able to

 ✔ model the IBR current limitations with their non-
linearities

 ✔ include different IBR control modes (i.e., grid forming 
and grid following)

 ✔ account for different IBR reactive power or voltage sup-
port control modes (e.g., constant active/reactive power 

or constant power factor control modes) in terms of their 
impact on current–voltage phase angles

 ✔ model the IBR’s phase lock loop and droop control 
characteristics

 ✔ produce proper levels of zero- and negative-sequence 
fault currents

 ✔ account for the IBR’s fault ride-through capability.

Microgrid Protection Solutions for IBRs

Overview of Inverter Operation Under Faults
Figure 5 shows a simulation of a grid-forming inverter in 
an islanded grid with a line-to-ground fault starting at 8.0 s 
and removed after 0.15 s. The voltage and current plots at the 
inverter terminal illustrate that the system recovers to prefault 
conditions in a reasonable timeframe. Inverter 1 is a grid-form-
ing, 1,500-kVA, 480-V inverter with a current limit of 1.5 pu. 
The current limit is shown by the light blue line in Figure 5  
at a current peak of 3,827 A. Inverter 2 is a grid-following, 
1,000-kVA, 480-V inverter with a current limit of 1.1 pu, or a 
peak current shown in the graph of 1,871 A. 

Figure 5 shows that the inverters respond according to 
design, with the grid-forming inverter 1 providing unbal-
anced currents both before the fault for the unbalanced 
load and during the single-line-to-ground fault. On the 
other hand, the grid-following inverter 2 always provides 
a balanced current with no negative-sequence current. The 
inverters are connected with a delta/Yg 480-V/4.16-kV 
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transformer, so the ground fault on phase A results in higher 
voltages on phase C on the delta inverter side of the trans-
former. Simulating this fault behavior for the dynamics, 
sequence currents, and transient voltages is crucial to ana-
lyze the protection of microgrids.

Exploring Traditional Protection Options 
for IBR-Fed Microgrids
There are three objectives to protecting any power system: 
1) detecting a fault, 2) determining the location of the fault on 
the feeder, and 3) de-energizing the fault before equipment 
is damaged while interrupting the smallest possible number 
of loads. Traditional distribution system protection schemes 
achieve all three objectives using coordinated overcurrent 
protection, the design of which relies on the assumption that 
the system is radial and fed only from an infinite bus. 

An IBR-fed microgrid may have multiple sources, hav-
ing bidirectional fault currents that are severely limited in 
magnitude. Therefore, the traditional distribution protection 
schemes that heavily depend on fuses and reclosers are not 
expected to work well in IBR-sourced microgrids. For this 
reason, more sophisticated protection schemes have been 
explored regarding their suitability for the protection of dis-
tribution system microgrids. The suitability of such protec-
tion schemes is discussed in the following subsections.

Increasing the Available Fault Current
One of the most straightforward options that can be con-
sidered is to increase the microgrid fault current to the 
point at which coordinated overcurrent protection becomes 
effective. This solution is most viable in cases in which the 
microgrid sources are located at one source bus and not dis-
tributed throughout the microgrid. One way to increase the 
fault current frequently used in microgrids today is to install 
excess inverter capacity (usually twice the expected peak 
load requirement or more) so that the IBR plant provides 
substantially higher fault currents. This option can work, 
but it significantly increases the cost of the IBR plant and 
microgrid. Another method being actively explored is the 
use of synchronous condensers as fault-current sources in 
microgrids. While this approach shows high promise, it also 
significantly increases costs, and it can have some detrimen-
tal effects on microgrid dynamics. 

Undervoltage Protection
Undervoltage relaying has at t racted some at tention 
because it can be implemented without communications. 

However, while undervoltage relaying readily indicates 
the existence of a fault, it does not work well in iden-
tifying the fault’s location. Figure 6 shows the pu volt-
ages at all buses for phase A-to-ground fault in the IEEE 
13-node system. 

The change in the voltages at all nodes is large enough 
to detect a fault in the system, both at the IBR terminal or at 
any bus in the system. However, the values of the voltages 
at all buses are very similar. The differences in the highest 
and lowest voltage magnitudes are about 2% for the A–G 
fault, 2.3% for the three-phase fault, and 3.1% for the 
A–B fault. This difference is too small to provide a reli-
able means of discerning the fault location. Voltages are 
so close because physics dictates the voltage at the fault 
point be drawn to a low value, and the system currents are 
quite small, so the voltage drops across feeders are quite 
small. This creates a situation where a fault anywhere in 
the system will be certainly sensed through undervoltage 
at every bus, but no discrimination is available to identify 
the faulted section.

Distance Protection
Distance protection works well in transmission and is 
attractive because it can be implemented without commu-
nications, but it is generally difficult to apply in distribu-
tion even when there is no microgrid. For example, it is 
usually challenging to use distance protection for feeders 
with laterals due to problems of overreach into protective 
zones at different impedances. In a branching radial dis-
tribution system, the recloser protection zone may extend 
only a short distance to a fuse on one lateral but much 
farther down a different lateral before the next protec-
tive device. Since the boundaries of all taps inside the 
protective zone are not equal distances or impedances, 
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figure 6. The phase A voltages throughout the IEEE 13-node 
system for a phase A-to-ground fault. 

Importantly, grid-forming inverters used  
for microgrid or off-grid applications may be designed  
to produce negative- and zero-sequence currents.
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the distance protection will underreach or overreach dif-
ferent branches.

Another challenge with distance protection is that dis-
tributed load along the length of the feeder causes the error 
to be even larger. With any sort of load or generation inside 
the protective zone, the distance to the fault will be miscal-
culated because distance protection assumes that impedance 
to the fault can be calculated using its voltage and current, 
which does not account for other current flows into the fault 
or protection zone.

Moreover, a highly unbalanced system can cause issues 
with load encroachment into the distance protection zone, 
challenges for the directional elements with unbalance, and 
errors in the impedance calculations performed in distance 
relays. For example, for a phase A to phase B line-to-line 
fault, the impedance calculation would calculate the dif-
ference in voltage between phases A and B divided by the 
difference in current between A and B to calculate the 
impedance to the fault. This type of calculation does not 
work if there is an unbalanced load that creates a nonzero 
difference in the current between A and B.

Differential Protection
Figure 7 shows the currents measured at two locations in a 
microgrid used for differential protection by subtracting the 

currents at the sending and receiving ends of the line. Note 
that the current is unbalanced before the fault due to unbal-
anced loads in the microgrid. Also, there are some loads 
in between the two sensors, so the difference is not exactly 
zero before the fault. When a line-to-line fault (phase A 
to phase B) is applied inside the protection zone at 0.9 s, the 
low-fault-current IBR-based microgrid does not increase cur-
rents significantly at the receiving or sending end, but the fault 
appears in the difference. 

There is excellent current discrimination provided by 
the differential principle, despite the distributed load. This 
method is found to be the most reliable in both detecting 
the fault and locating the faulted section. Since it works for 
low fault currents from both ends, it would obviously work 
in the grid-connected mode or with synchronous sources in 
the system since these would provide much higher fault cur-
rents. Depending on the size and amount of load inside the 
differential protection zone, the differential can still have 
challenges in islanded inverter-based systems, where the 
fault current may be only a few times higher than the load 
inside the zone.

The example shown in Figure 7 is a true differential 
scheme in which the current at one end of the zone is sub-
tracted from the current at the other. While effective, this 
scheme requires high-speed data communications between 
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the end points. In distribution systems, differential protec-
tion is typically implemented in the form of a fault location, 
isolation, and service restoration (FLISR) system. In most 
FLISR systems, the end points of the protected zones trans-
mit only a status flag indicating whether a fault current was 
detected at that location, reducing the demands on the com-
munications system.

Indications are that this method will work well in IBR-
sourced microgrids, but FLISR requires a communications 
network as well as breakers, relays, and associated transduc-
ers at both ends of every protected zone. For this reason, a 
FLISR system that provides a high degree of accuracy in 
fault location and minimizes the amount of load being inter-
rupted can become quite expensive.

Adaptive Protection
One of the promising solutions to address the protection of 
microgrids is adaptive protection. It is a real-time system 
that can modify protective actions according to changes in 
the system’s condition. More specifically, in microgrids, 
adaptive protection can change the protection scheme and 
settings during mode changes from grid-connected to 
islanded operation with updated short circuit current values 
depending on if the grid is available to provide higher levels 
of fault current. 

To this end, the settings of the protection relays should 
change immediately after the islanding happens (e.g., 
the pickup of the overcurrent protection relays should 
be much lower than the grid-connected mode). Adap-
tive protection can significantly help with protecting the 
microgrid during and after the transition from grid-con-
nected to islanded mode. 

The conceptual design of microgrid adaptive protec-
tion is illustrated in Figure 8. The adaptive protection 
relies on the microgrid communication network to 1) 
monitor the latest status of the microgrid (e.g., tie-line, 
IBR, and local circuit breaker statuses; the latest protec-
tion relay settings; and so on) and 2) send the modified 
settings to the protection relays once a system condition 
change is detected. 

Adaptive protection can be added as a module to the 
microgrid control center. The adaptive protection module 
contains the short circuit model of the microgrid and updates 
it in real time using the latest monitored information. Once 
the short circuit model is updated, different approaches, 
including logic, model, or learning schemes, can be utilized 
to find new settings for the protection relays.

Effectively Protecting IBR-Fed Microgrids
Many conventional protection methods, such as coordi-
nated overcurrent, directional relaying, or distance relay-
ing, may not be reliable in microgrids energized by IBRs 
or even by multiple distributed rotating machines. Differ-
ential protection can work equally well in grid-connected 
and islanded modes, even in the presence of distributed load 
along feeders, but the cost of upgrade for implementing dif-
ferential  protection can be prohibitive. Differential protec-
tion requires breakers at both ends of every protected zone, 
associated current transformers and relays, and high-speed 
communications between them. Absorbing this expense is 
an issue not addressed in the current financial models used 
by utilities.

To alleviate this concern, a suboptimal form of differ-
ential protection can be adopted at the cost of selectivity. 
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Instead of protecting every feeder section, subsystems can 
be protected. An island can be subdivided into multiple sub-
areas, each of which can be treated as a zone for differen-
tial protection. This will significantly reduce the expense, 
although with decreased selectivity. Most of these issues 
may also be relevant to islands at the subtransmission level, 
but the topology and existing transmission infrastructure 
may better absorb the cost of upgrades compared to dis-
tribution systems. For example, such systems would have 
breakers at both ends of lines already available. This is also 
true for urban distribution feeders that operate in a ring-
main configuration.

Since the local protection options are either limited 
or unreliable, communication-enabled protection options 
can be considered. Since microgrids would typically have 
a communication infrastructure and a controller, this 
approach could be feasible. For example, the actual dif-
ferential function can be integrated with the microgrid 
controller to reduce the expense of relays. However, pro-
tection-related data must get priority in the communica-
tion network. This option may adversely affect the speed 
of differential protection, but due to low fault currents, this 
may not pose a problem.

Adaptive protection using directional overcurrent relays 
exploiting the communication platform of microgrids can 
modify protective actions according to system condition 
changes. Since the fault profile is different in grid-con-
nected and islanded modes, the focus in this approach is to 
provide two different sets of settings for each relay to work 
under these modes. Adaptive protection using only direc-
tional overcurrent relays can work as long as the fault con-
tribution from inverters is large enough to be distinguish-
able from other events like peak load and in-rush current, 
but the adaptive protection can also change the protection 
scheme of the microgrid when in islanded mode to other 
schemes, such as distance protection, voltage-restrained 
overcurrent, or communication-assisted approaches, that 
will work with low fault currents. 

Conclusions
System protection has been developed and refined through 
decades of experience to protect system components and 
maintain stability against the fault response of synchronous 
generators, which is typified by dangerously high magni-
tudes of fault currents and rapidly changing angles. Fault 
currents from IBRs are in the range of overloads, and they do 
not have rotating parts, which obviates the issue with angu-
lar instability. However, legacy protection systems designed 
to tackle traditional fault responses become unreliable in the 
presence of IBRs. Inside inverter-based microgrids, more 
complications arise due to the change in the very topology 
that is assumed to underpin its protection. 

This article provides insights into the stable operation and 
fault response of inverters at up to 100% penetration of IBRs 
in a distribution system microgrid, both for grid-connected 

and islanded modes of operation, including mode transition. 
Many traditional protection schemes have drawbacks, but 
communication-based options, including differential protec-
tion and adaptive protection, can emerge as potential solu-
tions to protect such microgrids.
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SECONDARY NETWORKS ARE DEPLOYED WHEN 
exceptionally high-reliability electric service is 
required for specific loads. Secondary network pro-
tection makes extensive use of the fact that the avail-
able fault currents in such systems are typically very 
high. Also, most faults in secondary networks must 
be isolated from both sides, which requires some 
special considerations. Today, microgrids are also 
being deployed as a means of increasing power sys-
tem resilience on radial  circuits. Many microgrids 
are energized exclusively by inverter-based resources 
(IBRs), either all the time or under certain operational 
conditions. The protection of IBR-sourced microgrids 
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is entirely different from that of secondary networks. IBRs 
are often distributed throughout a system, their fault currents 
are generally low, and the current flow is not unidirectional. 
Thus, if it were ever contemplated to deploy a microgrid on a 
secondary network, significant system protection challenges 
would have to be overcome.

This article is the second in a two-part series about the 
influence of IBRs on microgrid protection. It briefly dis-
cusses secondary networks and IBR-sourced microgrids and 
then delves into the protection of both types of systems, the 
difficulties that would need to be surmounted in protecting 
a secondary network containing an IBR-sourced microgrid, 
and potential approaches to addressing these issues.

Background
Secondary networks are a nonradial, three-phase power 
system topology that provides redundancy in a distribution 
system so that loads have a continuous connection to alterna-
tive feeders. Thus, secondary networks provide an extremely 
high continuity of electric power service against disturbances 
in the distribution network, although they are still vulnerable 
to interruptions in the transmission systems above them. 
Secondary networks are so named because they operate at a 
“secondary voltage,” usually 120/208 V or 277/480 V in the 
60-Hz world. Secondary networks have been in use for more 
than a century, and today they serve hundreds of urban down-
town areas and thousands of individual facilities worldwide. 
Secondary network protection is a mature field. Because of 
the redundant paths to the source, these networks tend to have 
low source impedances and very high fault current avail-
ability, and secondary network protection is often designed 
around (and to take advantage of) this fact. Also, because 
secondary networks contain loops and meshes, most of their 
faults must be isolated from both sides, which requires spe-
cial considerations in the protection system design.

It is also possible to conceive of a “primary network” in 
which loops and meshes at a medium voltage (MV), such as 
15 kV, are used to provide redundancy in the power path and 
achieve continuity-of-service improvements. Many of the 
general principles discussed here concerning secondary net-
works would also apply to such a “primary network.” Since 
almost no distribution systems today are designed to operate 
in this way, this possibility is mentioned only as a future 
consideration and discussion item.

Microgrids are another means to provide higher-reliabil-
ity electric service and increased power system resilience. 
According to IEEE Standard 2030.7-2018, a microgrid is 

a collection of distributed energy resources (DERs) and 
loads within a defined boundary that have been planned and 
designed to operate in either a grid-parallel mode or to dis-
connect and operate in an off-grid mode when desired. Many 
microgrids are in operation, with all known examples con-
structed on previously radial circuits (no loops and meshes). 
Microgrids may be powered by any combination of DERs, 
including rotating machines and IBRs. The use of local 
sources reduces the level of vulnerability to disruptions in 
the transmission system. Microgrid protection is an evolving 
field in which several challenges must be solved. Microgrids 
must be protected in both on- and off-grid modes, and the 
available fault current and its properties may vary greatly 
between those configurations through time. This is espe-
cially true for microgrids sourced entirely by IBRs, noting 
that most microgrids deployed today fall into this category 
for at least some portion of their off-grid operation. Also, if 
a microgrid’s sources are distributed instead of centralized, 
there are additional protection challenges.

If one were to contemplate creating a microgrid on a sec-
ondary network, these two sets of protection requirements 
would collide in a way that creates unique and particularly 
difficult challenges. In this article, secondary networks and 
microgrids, especially IBR-sourced microgrids, are briefly 
described along with their protection challenges. The task of 
deploying a microgrid on a secondary network is described, 
and potential protection approaches are discussed. DC 
microgrids, while important, are not addressed.

Secondary Networks

Topology of Secondary Networks
Secondary networks are grouped into two main categories: 
grid and spot. These are briefly described in the following.

Secondary Grid Networks
Secondary grid networks are used to serve dense urban 
areas, such as downtowns and business districts. They are 
sometimes called street networks because the cables in the 
grid are usually laid out under, and thus follow, the streets in 
the area. They may also be referred to as area networks and 
downtown networks. Figure 1(a) presents the topology of a 
typical secondary grid network. A single main three-phase 
service is shown at the top, but a grid network can have more 
than one. This secondary grid network has N primary feeders 
and K secondary mains, all three phase. The main service 
and primary feeders are all operated at MV (a distribution 

Secondary networks have been in use for more than a century,  
and today they serve hundreds of urban downtown areas  
and thousands of individual facilities.
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voltage). Every primary feeder has a connection through a 
network unit (NU) to every secondary main. A schematic of 
an NU is shown in Figure 1(b). The NU is a subsystem that 
contains the three-phase network transformer (NT) that steps 
the voltage from MV to low voltage (LV), or a secondary 
voltage, and a network protector (NP) that includes a direc-
tional power relay (defined in IEEE Standard C37.2-2008 as 
an “IEEE function 32” device), a phase angle relay (“IEEE 
function 78”), and the associated circuit breaker (CB). The 
secondary mains are typically operated at a utilization volt-
age (usually 120/208 V or, in a few cases, 480/277 V).

Secondary Spot Networks
A secondary spot network is a smaller system designed to 
provide multiple redundant paths for the power flow from 
a primary service circuit to a single facility or load. Spot 
networks do not provide the same extensive redundancy 
as grid networks, but they are considerably less expensive. 
Secondary spot network systems usually provide 277/480-V 

or 120/208-V service. A typical secondary spot network is 
described in Figure 2. All the conductors are three phase. 
A single main service is shown at the top, but secondary 
spot networks can have more than one. The main service 
supplies N primary feeders, which are colored differently to 
make the diagram easier to read. Each primary feeder, in turn, 
serves an NU that connects to a single secondary main. Each 
secondary main serves a three-phase load bus, also called a 
collector bus or a paralleling bus. Load buses are tied together 
via normally closed (NC) switches. Some spot networks use 
fast-acting CBs instead of NC switches to provide fault isola-
tion on the load bus.

Protection of Secondary Networks

General Protection Strategy
The following are two key aspects of the secondary network 
protection strategy that are important to the discussion of 
DERs and microgrids:
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1) Protection against faults on secondary network con-
ductors tends to rely on the high fault current levels 
typically available in such systems.

2) Protection against faults on the primary feeders relies, 
in part, on the unidirectional current flow in the NUs.

Consider first the protection of secondary network mains 
and conductors against fault currents. This typically takes 
advantage of the available fault currents in secondary net-
works, which tend to be very high. Fuses and cable limit-
ers are common in the secondary mains of both spot and 
grid networks. For certain cable faults, especially in grid 
networks, the fault current is so high that the cable itself 
acts as a fuse, and the fault “burns clear.” Because there are 
many source points within a secondary network, a fault on 
any secondary main must be isolated from both sides. Also, 
in ac systems with voltages below 150 V, arcs tend to self-
extinguish because the voltage is too low to maintain them. 
Thus, in grid networks operated at 120 V, many arcing faults 
will resolve themselves.

Protection against faults on the conductors between the 
primary feeder CBs and the NT also requires that the fault 
be isolated from both sides. A fault on a primary feeder can 
be directly fed from the main service as well as through the 
secondary network, which forms a loop back to the main ser-
vice on the “downstream” side of the fault. This is illustrated 
in Figure 3, which shows the spot network in Figure 2 with 
a fault to ground on primary feeder N. In Figure 3, the CBs 
and NUs have been numbered. The gold arrows show fault 
current flowing to the fault from both sides. In secondary net-
works, the primary feeder fault is isolated from the main ser-
vice by the usual overcurrent functions in the primary feeder 
CB (CB 3), and from the NU (NU 3) on the “downstream” 
side of the fault by the reverse power function (function 32) 
in NU 3’s NP.

The reverse power function commonly uses a sensitive set-
ting to ensure that the NP just downstream from the primary 
side fault (the green one in Figure 3) will trip on the reverse 
current before any of the other NPs trips on the forward fault 

S
ec

on
da

ry
M

ai
n 

1 
(L

V
)

S
ec

on
da

ry
M

ai
n 

2 
(L

V
)

S
ec

on
da

ry
M

ai
n 

N
 (

LV
)

P
rim

ar
y

F
ee

de
r 

2
(M

V
)

P
rim

ar
y

F
ee

de
r 

N
(M

V
)

P
rim

ar
y

F
ee

de
r 

1
(M

V
)

LoadsLoads Loads

Main Service (MV)

CBCB CB

TieTie TieTie

P

P, Q P, Q P, Q P, Q

NU
NU = 32

78

To Primary Feeder

To Secondary Main

NT

NP

NU NU

(a)

(b)

P, Q P, Q P, Q

NC NC NC NC

figure 2. A typical secondary spot network without DERs: (a) the circuit topology, showing the P, Q power flow direc-
tions, and (b) an NU. NC: normally closed switch.



may/june 2021 ieee power & energy magazine  51

current. In fact, the reverse power function is often set to be 
able to detect the magnetizing current of the associated NT 
so that it will trip the NP if its associated primary feeder 
CB opens for any reason. When planning and implement-
ing a secondary network, the NTs must be sufficiently well 
matched so that circulating currents between them are kept 
to a minimum, partly to avoid heating and also to enable 
the use of reverse power flows for protection, as described. 
Because the available fault currents in secondary networks 
are so high, arc flashes can be a significant concern, particu-
larly in systems operating at 480 V. For this reason, some 
NPs offer a feature called active arc flash mitigation that 
can be turned on when maintenance is being performed. 
Essentially, this feature sensitizes the NPs to forward cur-
rent, reducing the forward current rating to be just barely 
above the load current to limit the incident energy that might 
be delivered to an arcing fault.

Microgrids
A microgrid is an intentional power island that 1) has a clearly 
defined electrical boundary and 2) is planned,  controlled, and 
protected so that it can operate in either a grid-parallel or an auton-
omous (off-grid, or intentional islanding) mode. Microgrids are 
typically deployed to improve the reliability of electric service 
to areas that, for one reason or another, suffer from below-aver-
age reliability, and they are installed in facilities where there is 
an on-site energy source that can be readily adapted to provide 
power if the main grid supply is lost. Microgrids have demon-
strated their reliability enhancement benefits in multiple appli-
cations. For example, the Borrego Springs microgrid serves a 
community at the end of a long radial circuit across difficult 
terrain that is frequently impacted by storms, and the combined 
heat and power (CHP)-based microgrids at Princeton Univer-
sity and New York University enabled the campuses to keep the 
lights on during Hurricane Sandy.

S
ec

on
da

ry
M

ai
n 

1 
(L

V
)

S
ec

on
da

ry
M

ai
n 

2 
(L

V
)

P
rim

ar
y

F
ee

de
r 

2
(M

V
)

P
rim

ar
y

F
ee

de
r 

3
(M

V
)

P
rim

ar
y

F
ee

de
r 

1
(M

V
)

LoadsLoads Loads

Main Service (MV)

CB 2CB 1 CB 3

TieTie TieTie

NU 3NU 2NU 1

NC NC NC NC

S
ec

on
da

ry
M

ai
n 

3 
(L

V
)

figure 3. A spot network with a fault on primary feeder N, showing fault current paths sourcing current from both sides 
of the fault.

Because the available fault currents in secondary networks  
are so high, arc flashes can be a significant concern,  
particularly in systems operating at 480 V.
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Microgrids Sourced by Rotating Machines
Some microgrids are energized by diesel- and gas-powered 
generators as well as by rotating turbomachines driven 
by steam plants. For low-impedance symmetrical faults, 
rotating machines typically provide subtransient fault cur-
rents ranging from six to 10 times their rated current for 
approximately six cycles, assuming that they are effec-
tively grounded. For this reason, microgrids that are served 
exclusively or primarily by rotating generators can usually 
use standard time–overcurrent protection, although care 
must be taken to ensure that such a defense is triggered 
quickly enough, preferably within the subtransient period. 
Also, it is common, although not universal, that all gen-
erators are connected to a microgrid at the same source 
bus and not  distributed across the network. In some such 
cases, this centralization further simplifies the system pro-
tection by making the coordination of time–overcurrent 
protection possible. In addition, centralization can make it 
possible to use directional elements to enable the defense 
to work both on and off grid. Together, these factors sug-
gest that the protection of microgrids sourced by rotating 
machines can, in general, be achieved using existing tech-
niques and devices.

Microgrids Sourced by IBRs
Microgrids sourced entirely or primarily by IBRs pose a differ-
ent set of protection challenges. These difficulties are covered 
in detail in the first part of article, “Influence of Inverter-Based 
Resources on Microgrid Protection,” by Reno et al, in this issue. 
For the purposes of this article, there are four key challenges that 
arise in IBR-sourced microgrids, as described in the following:

1) IBRs generate limited fault current (grid-forming in-
verters typically produce less than twice their rated 
current into a fault, with most supplying only about 
1.1–1.5 times their rating). This is an inherent limitation 
of IBR hardware since  semiconductor switches can be 
quickly damaged by overcurrent. In some microgrids, 
this drawback is mitigated by  providing much more 
inverter capacity than required to serve the loads, 
thereby increasing the available fault current. This, of 
course, comes at a cost.

2) The phase angle between an IBR’s fault current and 
the voltage at the point of current injection depends on 
how the IBR is programmed. IBRs will typically have 
a specific LV reactive power response so that they will 
adjust the phase angle of their output current, depend-
ing on the voltage, meaning that the voltage must be 

known to determine the phase angle. An iterative solu-
tion is required to model this mathematically.

3) Many IBRs limit their fault current magnitude by shav-
ing the output current waveform peaks. For these IBRs, 
the fault current is highly nonsinusoidal. This may cause 
problems, such as errors in root-mean-square measure-
ments and the tripping of ground fault sensors.

4) IBRs can trip during fault events on various internal 
triggers, such as frequency measurement errors and 
software-applied limits on maximum phase jumps 
(phase-locked-loop errors).

Distributed Versus Centralized Microgrids
A centralized microgrid has all its power sources connected 
at a single source bus. A distributed microgrid has multiple 
source buses. The protection of a distributed microgrid is 
more difficult than that of a centralized one because the 
safety system must continue to operate properly for all feasi-
ble combinations of sources. This is true regardless of whether 
the distributed sources are rotating or IBRs. Also, a dis-
tributed microgrid has the potential to separate into islands 
centered around each source bus, and the protection system 
must deal with that situation and with any recombination of 
the islands back into the microgrid.

Protection Challenges for Microgrids 
in Secondary Networks
Today, microgrids are usually deployed to provide con-
tinuity of service in the event of a loss of the main utility 
source. It is conceivable that if a facility already served by 
a secondary network has an on-site power source, such as 
steam and CHP plants, the operator might consider creating 
a microgrid based on that resource to provide power dur-
ing a catastrophic event that knocks out all primary service. 
If there is sufficient generation capacity to provide power 
to nearby facilities, it is also possible that the boundary of 
this microgrid could extend, thus including a portion of the 
secondary network. Based on the foregoing, two key chal-
lenges must be overcome if a microgrid were to be deployed 
on a secondary network. The first arises if the microgrid 
DERs cause a reverse power flow through the NUs. Figure 1 
details a network without DERs and indicates that the power 
flow through the NPs is unidirectional. In Figure 4, DERs 
have been added to the same grid, and now the power flow 
through the NPs can be in either direction, as shown by the 
P, Q arrows in Figure 4. This reverse power flow must be 
differentiated from the reverse fault current flows, and there 

The combined heat and power-based microgrids  
at Princeton University and New York University enabled  
the campuses to keep the lights on during Hurricane Sandy.
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needs to be a way to disconnect the NT from the secondary 
network if it becomes separated on its primary side.

The second challenge involves large differences in the avail-
able fault current from a secondary network and that available 
from an IBR-sourced microgrid. Figure 5 depicts the grid net-
work in Figure 4 sectionalized into four microgrids. Microgrid 
A is a single DER feeding one facility on a dedicated bus. Thus, 
it might not contain any secondary network conductors within 
its boundary. Microgrids B, C, and D involve a DER in one part 
of the secondary network serving a load in another part, and 
as a result, there are secondary network conductors that form a 
portion of each of these microgrids. The fault current availabil-
ity on these conductors will be dramatically different between 
the grid-connected and off-grid modes, yet it remains necessary 

to have a protection system that isolates and deenergizes the 
fault in both cases.

Microgrids B, C, and D have more than one point of 
interconnection with the larger grid. If they were combined 
into one networked microgrid, the resulting system would 
enjoy the reliability benefits of the local sources and of hav-
ing redundant power paths at the distribution level. However, 
there would be additional challenges in the coordination of 
the transition from on grid to off grid and back. Grid-to-
off-grid transitions can be characterized in two ways. Open 
transitions are those in which a microgrid is deenergized 
and then black-started in the off-grid mode. Closed transi-
tions, which are sometimes called seamless transitions, are 
those in which the voltage and frequency in a microgrid are 
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maintained within specified limits during the transition and 
in which the network never “goes dark.” If, for example, a 
closed transition was wanted for microgrid D, then all the 
switches shown in green would have to open simultaneously. 
Various delays may make such an operation difficult, and 
there is also the possibility that switches may stick (fail to 
open). Furthermore, a closed transition requires that some 
fast-acting resource within the microgrid (usually an energy 
storage resource) must quickly assume the voltage and fre-
quency regulation, and there are generally costs associated 
with achieving this functionality. Closed transitions are cer-
tainly achievable and needed in some situations, but open 
transitions are typically simpler, and the equipment and 
design costs are often lower. During an open transition, one 

must deal with the resulting outage by placing any highly 
sensitive loads on uninterruptible power supplies.

The situation for secondary spot networks is a bit simpler, 
but the challenge is similar. Figure 6 shows the secondary 
spot network from Figure 3 sectionalized into two microgrids 
energized by DERs. Microgrid A includes a single load and 
DER on the same secondary bus, and microgrid B involves 
DERs on one secondary bus serving a load on another sec-
ondary bus. The secondary bus breakers labeled O are open 
in this configuration. The same two situations arise here as 
for the secondary grid network: if the DERs are large enough, 
there is the possibility of a reverse power flow through the 
NPs, and the fault current available while off grid will be sig-
nificantly different from that available in the grid-connected 
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mode, especially if the DERs are IBRs. In addition to the 
fault detection and isolation challenges, there are some needs 
in the area of overvoltage protection. For example, most NTs 
are connected with a delta winding on the primary feeder 
side. With this configuration, it becomes possible for DERs 
on the secondary network to support a ground fault overvolt-
age on the primary feeder side of the NT. Means must be 
provided to prevent this, such as including a primary side 
zero-sequence overvoltage function in the NP.

Potential Solutions to the  
Protection Challenges of  
Microgrids in Secondary Networks
At present, the most widely discussed alternative to the 
reverse power protection challenge described previ-
ously is a system of communications-linked digital relays 
 implementing  various forms of differential defense. Differ-
ential protection uses measurements of all current inflows 
to (or outflows from) a piece of equipment or circuit section. 
The vector sum of all of these current flows should be zero, 

according to Kirchoff’s current law. If it is not zero, then 
some current is being “lost” from the zone defined by the 
current transducers, indicating a fault or other problem and 
enabling appropriate action to be taken.

Differential relaying is routinely used on equipment 
such as transformers and transmission lines, and it is a 
mature and reliable technology. It can be applied in radial 
distribution in the form of a fault location, isolation, and it 
is a mature and service restoration system, but in the case 
of a secondary network, multiple zones must be protected. 
For example, looking at the system in Figure 4, the protec-
tion system must prevent reverse current from back-feeding 
through the secondary network into any fault on any primary 
feeder but also into any fault on any section of the main ser-
vice. However, the basic principle is the same, and, at least 
in theory, differential protection could be applied regard-
less of the types and distributions of microgrid sources. The 
primary drawback is a high cost because the differential 
scheme must have transducers on all current inflow/outflow 
points from all zones along with communications to take 
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the measured values to a processor or relay. It has also been 
proposed to asynchronously connect microgrids to second-
ary networks using ac–dc–ac power electronic interfaces to 
enable the control of power exports and fault current char-
acteristics and that could have the added benefit of reducing 
the arc flash risk. However, this would entail a consider-
able cost, and adding the ac–dc–ac converters to the power 
path could have adverse reliability impacts. This would be 
a critical consideration, given that the purpose of secondary 
networks is to provide high-reliability service.

For the problem of low fault current availability from 
IBRs, the solution most frequently applied at present is to 
significantly increase the total inverter megavolt–ampere 
capability in the IBR plants. For example, an IBR plant 
designed to serve 10 MVA of a load may use 20-MVA, or 
higher, inverters to provide more fault current. This has obvi-
ous cost ramifications, and, even then, it is generally a good 
idea to conduct electromagnetic transient simulations with a 
detailed, code-based, manufacturer-specific inverter model 
to ascertain whether the protection system will respond as 
intended under all conditions. In summary, there exist solu-
tions to the key challenges, but they tend to be quite expen-
sive and complex. There is a need for research that leads to 
the development of new solutions that offer effective pro-
tection at a lower cost. Some of the potential pathways that 
might lead to promising developments in advanced solutions 
to these protection challenges are described in the following.

Technologies for Very Low-Cost  
Differential Protection
As noted, various members of the differential protection fam-
ily are widely viewed as the most viable solutions for the 
protection of IBR-sourced microgrids. Preliminary results 
suggest that, from a technical perspective, differential protec-
tion should work within certain conditions, and in the future, 
this technique may be demonstrated within a wider variety of 
system configurations with DERs. The primary obstacle to 
the wider use of differential methods is cost. This could be 
addressed with new, inexpensive relays and associated trans-
ducers/sensors for distribution use, and low-price, cyberse-
cure, burst-tolerant, reconfigurable communications systems.

New Protection Techniques  
and Associated Hardware
Alternative protection techniques may still prove effec-
tive in protecting IBR-energized microgrids in secondary 
networks. Potential candidates are described next, but this 
should not be taken as an exhaustive list, and innovation in 
this area of protecting IBRs and microgrids in secondary 
networks is key.

Traveling Waves
Traveling wave-based protection is already in commercial 
use in transmission. Two main types have been described in 
the literature, and they are discussed in the following:

1) Time of arrival: This family of techniques relies on the 
fact that when a fault occurs on a line, it creates elec-
tromagnetic waves that propagate in both  directions 
at essentially the speed of light and that reflect from 
various boundaries in the faulted circuit. The arrival 
times of these electromagnetic waves can be used to 
provide a distance-relaying fault location function 
on the circuit and trigger appropriate action. Time-
of-arrival techniques were first developed to facili-
tate extremely fast protection of transmission circuits 
against faults relatively far from the relay’s measure-
ment point, and they have been highly effective in that 
role. However, the transmission circuits protected by 
time-of-arrival techniques tend to be much longer than 
distribution circuits (transmission line lengths com-
monly used in studies of time-of-arrival techniques are 
≥100 km, whereas most distribution circuits are shorter 
than 20 km). Also, transmission circuits protected by 
time-of-arrival methods tend to be much simpler than 
distribution circuits, with far fewer tap points and in-
terfaces. Thus, in a distribution circuit, during a fault 
one typically observes dozens of arrivals of primary 
and reflected electromagnetic waves within the first 
few microseconds, making the use of the time of ar-
rival very difficult in distribution.

2) Waveshape: The waveshape-based traveling wave 
techniques make use of the frequency dependency of 
circuit impedances. When the electromagnetic waves 
mentioned in the preceding propagate from a fault, 
their waveshape is altered by the fact that the line acts 
as a filter, changing the relative magnitudes of various 
frequency components. The degree to which the wave-
shapes change can be used to estimate how far along 
the line a wave has propagated and thus to provide a 
distance-to-fault estimate. Several variants of this tech-
nique have been reported in the literature. The approach 
has been shown to work on transmission circuits, but 
like the time-of-arrival technique, it would be very dif-
ficult to apply in distribution. The two main reasons are 
that 1) the frequency-dependent parameters of the dis-
tribution line would need to be known with precision, 
and they typically are not, and 2) in distribution, the line 
length across which electromagnetic waves travel is so 
short that the frequency filtering effect is negligible.

Although there are difficult challenges to overcome, 
traveling wave techniques remain an active area of research 
because they have some highly desirable properties. The 
most obvious one is that traveling wave techniques can 
enable protection to be extremely fast, but other properties 
make traveling wave solutions intriguing for IBR-sourced 
systems and secondary networks. For example, traveling 
wave solutions do not rely on high-magnitude fault cur-
rents; they detect a fault itself, not the system’s response to a 
fault. This means that traveling wave techniques could still 
work in fault current-limited, IBR-sourced power systems. 
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Also, the distance-relaying function provided by traveling-
wave techniques could be used to enable a relay to deter-
mine whether a reverse current through an NP is feeding 
a primary side fault (trip) or is simply normal IBR-sourced 
current back-feeding the grid (do not trip). Both families 
of traveling-wave techniques for distribution would benefit 
from hardware development in the areas of extremely high-
sampling-rate meters and optical sensors that have faster 
responses than electromagnetic transducers do and that do 
not suffer from magnetic saturation.

Undervoltage Relaying
When a local fault occurs within a microgrid in either on- 
or off-grid mode, the voltage on the affected circuit usually 
falls to a low level, commonly lower than 0.2 pu (noting that 
high-impedance faults are a separate, challenging issue). 
Thus, undervoltage relaying should give a reliable indication 
of the existence of a fault, but because the voltage gradients 
along the circuit will be small, undervoltage relaying has 
difficulty indicating the location of the fault. Still, prelimi-
nary results suggest that this technique might have a role to 
play in the protection of microgrids, particularly those pow-
ered by distributed IBRs, and work in this area is ongoing.

Machine Learning of System Conditions
It has been demonstrated that machine learning techniques 
can be used in distribution system protection. On radial dis-
tribution circuits, when appropriate training sets are available, 
several classifications and clustering techniques are effective 
in enabling a relay to distinguish between in-zone and out-of-
zone faults by using only local measurements. These classifiers 
“learn” the circuit through training data sets for each potential 
system configuration and several different event types. These 
data sets are typically derived from batches of simulations on 
the circuit. The need for high-quality data sets is a challenge 
to the use of machine learning in protection, particularly for 
nonradial systems and for structures that have variable bound-
aries, such as networked and ad hoc microgrids.

Techniques Assisted by the Inverters Used in DERs
As is discussed in the Part 1 article, a dependence on IBRs 
creates certain challenges for protection system designers. 
However, the unique capabilities of IBRs could also provide 
opportunities for new, holistic protection system designs in 
which the source IBRs actively participate in the protec-
tion scheme. In particular, IBRs have a unique ability to 
change their output current in predictable ways in response 
to system conditions, for example, by changing the negative 
sequence component and by adding specific low-order har-
monics. These changes in the output current could provide 
a crude means of communicating to other system elements, 
such as relays, the conditions detected by the IBR, and the 
information passed in this way could be harnessed to cre-
ate a cooperative system control and protection system. To 
realize such a holistic design, inverter response standardiza-

tion would be required, and participation by IBR and relay 
manufacturers would be essential.

Conclusions
This article discussed power system protection in the presence 
of two technologies designed to improve power system reli-
ability: secondary networks and microgrids. It was shown 
that each technology is effective on its own in improving 
reliability. Also, because each technology provides a unique 
reliability benefit (secondary networks via redundancy in 
the power path at distribution points and microgrids via the 
use of local sources), there is some incentive to use the two 
technologies together. Unfortunately, there are compatibil-
ity challenges, particularly in the area of protection. These 
difficulties are magnified if a microgrid uses IBRs and if 
its sources are distributed instead of centralized. The arti-
cle discussed some potential pathways toward protection 
technologies that overcome these challenges and enable 
DERs and microgrids to be successfully deployed on sec-
ondary networks.
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M
MICROGRIDS AND INVERTER-BASED RESOURCES 
(IBRs) offer an exciting promise of clean, renewable, and resil-
ient energy. However, these emerging technologies pose a new 
set of challenges due to simulated inertia, limited overload 
current contributions, firmware-based inverter behavior, and 
more. This article explains some of these challenges and shares 
several common techniques used to overcome them with pro-
grammable protective relays (PPRs).

The prevalence of IBRs is expected to continue to grow in 
microgrids and electric utility grids as governments and corpo-
rations pursue aggressive renewable energy goals that necessi-
tate the integration of batteries, photovoltaics (PVs), wind, and 
nonfossil-fueled energy sources. The decarbonization of elec-
tricity generation requires electric power systems to function 
with variable numbers of conventional rotating synchronous 
generators and/or IBRs online.

Protection systems keep society functioning by isolating 
faults and mitigating disturbances, thereby keeping critical 
infrastructure online and protecting the environment, pro-
cesses, revenues, assets, and human lives. Uptime (reliability) 
is directly related to quality of life. Humans are directly pro-
tected by removing fault currents and indirectly protected by 
keeping hospitals powered, ship systems online, and military 
facilities operational and safeguarding assets, such as elec-
tric power system conductors, transformers, motors, and the 
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processes that produce revenue. What store, factory, or home 
can operate without electric power?

PPRs are the microprocessor devices most closely cou-
pled to all utility grids and microgrids. PPRs are required 
to protect life, the environment, and assets from damage 
on both utility grids and microgrids. PPRs commonly per-
form only protection functions on utility grids, whereas they 
commonly provide both protection and control functions 
on microgrids. PPRs are digital protective relays with user-
programmable logic, synchronized metering, oscillographic 
data collection, sequence-of-events collection, high-speed 
communication protocols, and so forth. PPRs came to the 
market in the mid-1990s as high-voltage transmission-class 
digital protective relays and have evolved into small-form-
factor devices for the industrial and medium-voltage dis-
tribution market. PPRs for small microgrids are frequently 
used as both a protective relay and microgrid controller. For 
larger microgrid jobs, PPRs provide a hard-wired physical 
connection for remote and centralized microgrid controllers.

The control and protection of microgrids are highly inter-
dependent, and to solve this challenge, modern PPRs have 
taken on a larger role than traditional PPRs for utility grids. 
Depending on the application, PPRs are placed in switch-
gear, the yard, or a control room. PPRs contain large num-
bers of protocols and physical hardware input/output, allow-
ing them to control and monitor inverters simultaneously 
to circuit breakers, tap changers, and so on. As shown in 
Figure 1, a PPR interrupts currents by tripping circuit break-
ers, and it reconnects to the system by closing breakers once 
synchronization is confirmed. A PPR and/or a combination 
of inverter controls may also control (dispatch) inverters, 
monitor inverters to enhance protection, and simultaneously 
provide comprehensive situational awareness through visual-
ization, archiving, oscillography, and error-logging systems. 
This consolidation of more features into fewer electronic 
devices is a proven method for improving a power system’s 
resilience and reliability and has been employed to overcome 
microgrid protection challenges. 

This consolidation of func-
tionality has also reduced the 
costs of operating installed 
microgrids. For example, a single 
PPR can replace a programmable 
logic controller, load-sharing 
system, digital automatic volt-
age regulator, digital governor, 
on-load tap changer controller, 
automatic transfer switch con-
troller, computer, fault recorder, 
oscilloscope, (multiple) single-
function relays, and so forth. 
Because PPRs are the most reli-
able microprocessor-based elec-
tronics on the power system and 
protection is mandatory, it is 
natural that PPRs replace other 
lower-reliability components.

This article provides several 
solutions for a low-cost, reli-
able, and safe PPR-based pro-
tection system for microgrids. 
It shows that using PPRs allows 
the user to increase the use of 
inverters and renewable gener-
ation sources without impact-
i ng  t he  sa fe t y  of  huma ns , 
processes, equipment, or the 
environment. To fully realize 
the advantages of this, the engi-
neers designing microgrids and 
selecting IBRs, circuit break-
ers, switchgear, and cyberse-
curity systems must be experi-
enced in PPR techniques.
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This article starts with a summary of the common protec-
tion challenges posed by implementing microgrids using some 
form of an IBR, and then it provides several common types of 
microgrid protection solutions proven on projects worldwide.

Inverter Challenges
This section points out some of the most common chal-
lenges that inverter implementation poses for both utility and 
microgrid protection and control systems: limited fault cur-
rent, negative-sequence current contribution, the influence 
of battery state of charge, inverter response time, load inrush 
current, and frequency tracking. These examples indicate 
that the power and flexibility of inverter digital controls can 
be harnessed with a clear set of standards to ensure consis-
tent behaviors and coordination with PPRs.

Inverter Fault Current Limitations
Figure 2 shows a relative comparison of the total fault current 
produced by a synchronous generator versus an equally rated 
continuous inverter. The fault current produced by generators 
dynamically changes as a function of fault duration. The first 
few cycles of a fault are characterized by very high currents, 
followed by slightly lower currents. Protection engineers sim-
plify these changes by assuming artificial impedances behind 
an ideal voltage source. These impedances are the transient 
reactance ( )Xl  and subtransient reactance ( ).X m  The transient 
reactance is the value used for coordination of most protec-
tive relays to a traditional synchronous generation-driven 
power system (from approximately 1900 to today).

As Figure 2 shows, inverter currents during faulted-
circuit conditions are radically different from those of syn-
chronous generators. Fault currents produced by inverters 
fall into two general categories: 1) silicon short-term limits 
and 2) longer-term thermal limits posed by the heat sink and 
thermal management control. Inverters reduce their current 
from the silicon to the thermal limit after the silicon time. 
Some inverters stop commutating after sustained operation 
at the long-term thermal limit. Others reduce voltage to 
maintain current within limits and only trip if the resulting 
voltage dips below acceptable limits.

Power electronic devices are permanently damaged 
when silicon current limits are exceeded. Thus, firmware in 
the inverters strictly limits this current, and for this reason, 
the silicon limit is sometimes referred to as either a hard-
ware or surge limit.

Thermal limits are commonly adapted in inverter firm-
ware using real-time measurements of aluminum heat sinks 
and cooling water jackets. Because the hardware associated 
with heat removal is expensive, the thermal limit is often the 
driving factor in overall inverter construction costs.

Inverter Negative-Sequence  
Current Contributions
The totalized inverter fault current limit is calculated as the sum 
of positive-sequence current (I1) and negative-sequence current 
(I2) (see Figure 3). Zero-sequence currents are most commonly 
suppressed in inverters. The level of I2 differs greatly between 
inverters and generators. Generators naturally provide signifi-
cant levels of I2, whereas I2 in the inverters is subject to the con-
trol loops and current limits programmed in firmware.

In general, most grid-interactive inverters do not pro-
vide I2; however, that is changing. I2 is an important quan-
tity for some conventional protection methods because 
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PPRs are required to protect life, the environment,  
and assets from damage on both utility grids  
and microgrids.
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negative-sequence elements are excellent for detecting fault 
direction and for the supervision of high-speed tripping ele-
ments. I2 levels in a circuit are an effective way to identify 
unbalanced faults. Protection engineers have depended on 
I2 for decades in their designs at transmission-level voltages.

Battery State-of-Charge Influence
Fault current delivered by a generator is primarily a function 
of physical electromagnetic interactions, whereas inverter 
behavior is governed by software, and firmware and may be 
limited under certain conditions. Figure 4 gives an example of a 
battery system with batteries offline or mostly discharged. 
Under these conditions, the operational capability of the 
inverter is reduced. Thermal issues, battery problems, a low 
state of charge, and having parallel inverters out of service 
are all reasons why inverter fault current may be reduced. 
Note that the high-power factor fault condition shown in Fig-
ure 4 is of high-resistive faults and/or low-inductive power 
systems associated with microgrids. Transmission and dis-
tribution systems have mostly reactive current during faults, 
lower voltage systems like microgrids can have high power 
factor (highly resistive) faults.

One option to prevent the reduction of fault currents is to 
ensure that batteries do not enter low-charge states so that the 
current limiting displayed in Figure 4 does not occur. This 
charge buffer must be considered in the sizing of batteries for 
both economic and fault-related limitations. It is important to 
monitor steady-state and transient current-delivering capabili-
ties of each IBR. PPRs are often used to directly control and 
monitor each IBR system and generator to make certain that 
effective protection and control margins are maintained.

Inverter Response Time
Another consideration is the inverter response time. Table 1 
summarizes the typical response time of conventional controls 
and protection. Governors and engine fuel systems respond to 
a power system’s frequency decay within approximately 1 s.  
Generator automatic voltage regulators typically respond in 
fewer than 0.2 s to voltage disturbances; time-overcurrent 
protection operates in 0.1–7 s load-shedding systems prevent 
power system blackouts in a few power system cycles. Dis-
tance protective relays identify faults and command circuit 
breakers to trip in under a cycle, and traveling-wave relays 
detect and identify fault locations in only a few milliseconds. 
This timescale of controls and protection is not an accident; 
these scales were designed into the power system to ensure a 
smooth coordination between the controls and the protection 
equipment, which allows protective relays to isolate faults 
before controllers overreact or shut down.

Inverter designs are relatively new, whereas utility power 
protection and controls are a complex, interwoven set of 
functionalities designed and perfected during the last 100 
or more years. Although inverter behavior is not constrained 
by the same physical limitations as generators, the coordina-
tion of inverter time constants with other system components 

must be confirmed. Modern inverters are digitally controlled, 
switch in the tens of kilohertz, and are therefore capable of 
millisecond response times. However, actual inverter fault 
response behavior is a function of supplier firmware, and 
behavior may also be impacted by site-specific configura-
tion and dynamically adjustable parameters. The authors 

Generator
Currents

Inverter
Currents

N
eg

at
iv

e-
S

eq
ue

nc
e 

C
ur

re
nt

 (
p.

u.
)

5

1

Positive-Sequence Current (p.u.)
1 5

I2

I1

figure 3. A relative comparison of the positive- and 
negative-sequence components of fault current: inverter 
versus generator.

Current
Capability
Region

Reactive
Current

Fault
Current

Active
Current

Battery SoC Dynamic Limits

figure 4. Inverter fault current restrictions. SoC: state 
of change. 

table 1. The device times.

Device Typical Response Time (s)

Governor 1

Automatic voltage regulator 0.2

Time-overcurrent protection 0.1

Load-shedding protection 0.04

Distance protection 0.01

Traveling-wave protection 0.002

Inverter Variable
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have found significant advantages in the close cooperation 
between protection and inverter control engineers.

Rotating generator sets (gensets) have significant iner-
tial (kinetic) energy storage, whereas inverters do not store 
any kinetic energy. Gensets are synchronous generators 
that are shaft coupled to an engine (prime mover) and have, 
historically, been the primary power-producing equipment 
for the utility grid. For example, a 500-kW, reciprocating 
gas engine-driven genset has an inertia of roughly 1 s; this 
equates to the energy storage of full-rated power for 1 s. 
A 500-kW, reciprocating gas genset would therefore have  
500 kJ of stored kinetic energy at rated speed. Note, how-
ever, that such a generator must slow down to 0 Hz to facili-
tate the harvesting of this stored inertial energy.

Load Inrush Current
Inverters with batteries store many orders of magnitude more 
energy than rotating conventional gensets; however, the rate 
at which this energy can be released to the power system 
is limited by silicon current and heatsink thermal limits. 
Gensets, on the other hand, store limited amounts of kinetic 
energy, which is readily available for fast-starting loads. The 
result is that gensets can reliably start direct-coupled motor 
loads up to 50% of their nameplate power, whereas invert-
ers (unless purposely built with surge capability) can reli-
ably start only direct-coupled motor loads up to 15% of their 

nameplate power before voltage sagging occurs. Note that 
motor and load rotational speed and load characteristics vary 
considerably, and the typical values of 50 and 15%, respec-
tively, are meant to be representative. The nature of motor 
loads such as inertia and speed-related load characteristics is 
that they can cause large variability in these estimates. Cir-
cumstances such as motor pole count, motor X/R (the ratio of 
the system reactance to the system resistance) ratios (electri-
cal time constants), mechanical load characteristics, and con-
tactor sensitivity can all affect successful cold-load pickup. 
Further modeling can determine more accurate numbers.

Figure 5 depicts the root-mean-square current required for 
a direct online (DOL) motor start. After some initial inrush, 
the DOL motor gathers kinetic energy as it gains speed. Dur-
ing this time, the DOL absorbs a much larger amount than 
rated power; after a start time of a few seconds, the motor 
and load are up to speed and the current consumed is the load 
power. Inverters limit current during large motor starts that 
exceed the overload capability of inverters, which may result 
in unwanted voltage sag or unsuccessful load energization.

Focusing on the “Inrush” of the motor start of Figure 5, the 
magnetic inrush plot shows that the current waveforms in the 
first few cycles have a large dc offset. This dc offset is due to 
magnetic remanence in the steel of transformers, motors, and 
other magnetic devices; remanence is predicated by the point 
on wave of the voltage signal when the circuit breaker (or 
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figure 5. (a) The motor cold-load pickup and (b) magnetic inrush. X/R: the ratio of the system reactance to the system 
resistance.

Inverter currents during faulted-circuit  
conditions are radically different from those  
of synchronous generators.
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contactor) to the motor or transformer was last opened. This 
phenomenon becomes more pronounced in larger transform-
ers closed onto an energized bus than in DOL motors, but the 
physics are the same. The dc offset decays at a rate described 
by the X/R ratio of a power system. Larger X/R ratios make the 
dc component last longer; for example, high-efficiency trans-
formers with small R and large X are the most prolonged and 
difficult for inverters. X/R ratios range from 4 to 50 for power 
systems, with typical microgrids having roughly 15. This dc 
component can cause momentary current requirements of two 
times or greater the nominal transformer current. Ironically, a 
less efficient power transport system (greater resistance and 
lower X/R ratios) has fewer dc offset problems. Resistance can 
be added or inverters can be programmed to emulate this resis-
tance. As discussed later in this article, islanded inverters can 
ramp and avoid magnetic inrush altogether.

Frequency-Tracking Failures
Frequency-tracking failures in grid-following inverters have a 
history of causing instability and lost revenue for power sys-
tems. As shown in Figure 6, some types of inverters track the 
power system’s frequency; however, during ac faulted-circuit 
conditions, the ac voltage waveform is suppressed and the 
inverter cannot accurately track the frequency. This puts the 
inverter into the position of having to “guess” the power sys-
tem. Note that inverters with no dependence on “tracking” the 
power system’s frequency offer a more resilient response.

When inverters fail to accurately track the power system’s 
frequency, they will phase shift away from the power system 
and then trip offline (stop commutating). This may happen dur-
ing power system transients, switching operations, or faulted-
circuit events. Thus, even the best protection system cannot stop 
some inverters from demonstrating unreliable behavior. For this 
reason, the industry is strongly advised to move all inverters to a 
grid-forming-with-droop mode of operation with limited or no 
frequency-tracking dependence. This necessitates moving the 
industry away from grid-following standards.

Further IBR challenges not addressed in this article 
include human error and preferences, Park and Clarke trans-
forms, excessive control complexity, a lack of transparency 
regarding intended firmware behavior, and disparate (and 
contradictory) industry inverter standards.

Adapting Protection 
Without Communication
In this example, a battery and a PV IBR on a distribution feeder 
are islanded by an upstream protection event; this forms an 

islanded microgrid, and several challenges arise. In overload or 
faults, this particular battery IBR produces a 120% surge cur-
rent for 10 s and then a 100% current indefinitely; during this 
overload, the inverter voltage is held at a low level, and after 
5 s (configurable), the inverter stops commutating. The PV IBR 
is continuously limited to a 100% current at a lower than 0.8 
power factor. When grid connected, the utility grid is capable 
of producing fault currents at approximately eight times the 
nominal current rating of interconnection. Because normal 
feeder loading so closely resembles the fault current capability 
of the islanded IBR, the reclosers downstream of the IBR must 
be prompted to dynamically switch to more sensitive (different) 
protection when islanded; however, there is no communications 
infrastructure connecting the downstream reclosers.

One solution to this problem is for the PPR at the utility 
disconnection point to communicate a frequency reference 
shift to a battery energy storage system inverter. This higher 
frequency prompts the downstream recloser relays to shift 
to more sensitive and different protection settings, all with-
out the cost or complexity of a communications system. This 
ability of inverters to quickly shift system frequency is one 
advantage of a low-inertia power system. Note that this same 
technique is possible with lower-inertia-distributed gensets 
but can take -roughly 0.5-s longer than inverters. A similar 
frequency-shifting technique is used in Germany to force 
IBRs offline without communication.
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figure 6. The inverter frequency tracking “guessing” the 
power system’s frequency and phase angle. PWM: pulse-
width modulated; DQ: direct and quadrature. 

The industry is strongly advised to move all inverters  
to a grid-forming-with-droop mode of operation  
with limited or no frequency-tracking dependence. 
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Adapting Protection 
With Communication
In this example, an industrial facility with eight parallel 
gensets and a battery is configured such that no single set of 
time-overcurrent curves can distinguish load from faults for 
all operational conditions. During low-process load condi-
tions, gensets are sequentially turned off for fuel economy 
and reduced emissions; the number of gensets online can 
vary from zero to eight. The plant load varies from 200 to 
1,800 A, and every genset contributes 1,500 A (transient 
reactance) fault duty. The battery inverter is sized at 300 
A continuous, produces 600 A of surge current and 300 A 
thermal overload current (see Figure 2), and is configured 
to stop commutation at 4 s. Eight gensets produce 12,000 A 
combined fault current, and with the battery online, the total 
fault current is equal to or greater than 12,300 A for 4 s.

By selecting many small gensets that can be turned off, 
the operators designed the facility to use minimal fuel (hence, 
minimal carbon dioxide emissions) and sized the battery to 
allow the facility to operate without gensets at low-load condi-
tions. Although optimally designed for carbon emissions and 
minimal environmental impact, the facility cannot be safely 
energized because the single-function protective relays chosen 
cannot be set to prevent nuisance trips during high-load periods 
and also sensitive enough to detect faults when a single genset 
or battery inverter is online. This is a case where energizing 
this facility would endanger human life or false trip the facility 
during high-load conditions at great cost to the operation. This 
is a typical microgrid problem that is solved by dynamically 
modifying the protection of PPRs.

A common solution to this problem is to replace single-
function protection devices with multifunction, programmable, 
microprocessor-based relays with high-speed communication 

(i.e., PPRs). PPRs are placed at all load feeders, at each gen-
erator, and at the battery. The genset and battery inverter PPRs 
are programmed to control, dispatch, start, stop, and monitor 
the gensets and inverters; these same relays communicate their 
status to downstream load and feeder relays. Downstream 
relays are programmed to dynamically revise their protection 
settings as the available fault currents change. By using this 
dynamic protection methodology, PPRs enable the plant to 
meet both environmental and human safety requirements.

Incorporating Old Switchgear  
Into a New Microgrid
Adding renewable or battery-backed generation commonly 
requires the modification of existing switchgear and that the 
modified gear be updated to the latest regional safety stan-
dards. By replacing older single-function relays with PPRs, 
end users reduce costs and can make microgrids viable by 
eliminating the need to buy new gear.

National Electric Code-sensitive earth ground require-
ments must be met to ensure human safety. Arc-flash incident 
energies are minimized with PPR light-detection elements. 
Gear must be retested and approved for reenergization by 
regulatory entities. PPRs have onboard light sensors to detect 
arc-flash events, substantially reducing energy by tripping 
upstream circuit breakers. PPRs also have onboard sensi-
tive earth-ground fault calculation and protection algorithms 
not available in single-function relays and possess onboard 
oscillography recordings to show inspectors that they are 
functioning correctly.

Using Existing Gensets 
to Improve Resiliency
If loads in an islanded microgrid exceed renewable pro-
duction for a prolonged period, the battery system’s stored 
energy will eventually be depleted. The solution to this prob-
lem requires an on-site genset with sufficient stored fuel and/
or a utility connection.

Many facilities have large, stranded investments in 
standby gensets with automatic transfer switches, as pre-
sented in the conventional solution in Figure 7(a). Large 
campuses can have hundreds of gensets and an automatic 
transfer switch on each building; however, these switches 
inherently isolate gensets from the grid and prevent them 
from participating in a microgrid. These gensets are there-
fore stranded assets.

In the improved PPR solution shown in Figure 7(b), the 
genset can be used to participate in energizing a campus 
microgrid by eliminating the automatic transfer switches and 
installing a PPR to control the generator and grid breaker. 
This configuration enables the relay to seamlessly synchro-
nize the generator to a grid to support demand-charge-avoid-
ance techniques and to improve the resilience of a renewable 
(inverter-based) microgrid. The relay also commonly has 
remote communication with a central microgrid control-
ler and can natively dispatch, start, stop, and monitor the 
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figure 7. Using PPRs to build a microgrid from existing 
gensets. (a) Conventional and (b) improved.
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older genset. Distribution utilities, however, may not permit 
the paralleling of generators with the utility grid and may 
require mechanical interlocks to prevent paralleling.

PPRs are easily justified as the lowest cost solution for 
this challenge because the protection must be upgraded to 
allow the genset to parallel with the power system. PPRs 
are readily programmed for this function. The elimination of 
the automatic transfer switches removes a common point of 
failure and improves the reliability metrics on the microgrid.

Preventing Outages Caused  
By Intermittent Energy
The increasing penetration of nondispatchable (intermittent) 
energy reduces inertial ride through (frequency resilience) 
and increases the volatility of the power system. For exam-
ple, if a microgrid is reliant on PV generation to meet load 
demand, a cloud-shading event during a moment of high 
load can cause an outage. To avoid this, off-grid renewable 
microgrids are designed such that PV generation nominal 
power is sized from six to eight times the average load to 
achieve renewable targets. Similarly, battery-discharge capa-
bility is sized from three to four times the peak load.

A low-cost solution to prevent unwanted, wide-scale outages 
is to balance the load to the inverter capability by automatically 
shedding (tripping off) noncritical loads such as refrigeration, 
heating, ventilation, and so forth. This load shedding must be 
accomplished within the silicon-limit time of the inverters (Fig-
ure 2) to ensure that the facility does not black out. PPRs are 
readily programmed to provide this load shedding. PPRs placed 
at the PV inverter and at the battery inverter communicate the 
overload event to the downstream load relays, which, in turn, 
trip the load. PPR load-shedding actions are performed within 
one cycle (fewer than 16.7 ms) to ensure that inverters do not 
move into a thermal-limiting mode or stop commutating. PPRs 
must communicate with the battery systems to understand real-
time overload current capability.

Building a Resilient Microgrid
A resilient microgrid can tolerate disturbances and keep crit-
ical loads online. Resilient microgrid designs use the most 
advanced, high-speed PPR and communication systems to 
make certain that critical loads stay online, providing the 
highest resilience possible.

Figure 8 provides an example of a resilient power system. 
This architecture is used by oil- and gas-producing facilities, 
research facilities, and other mission-critical loads. In Figure 8, 
there are two points of common coupling (PCCs) sized to ensure 
that each can carry full facility loading. Prime power turbine-
drive gensets operate on a full-time basis, balancing the PCC 
tie flow to near zero, guaranteeing a fully redundant source of 
power for the island if the utility is lost. PVs and batteries are 
used to reduce fuel costs and offset the utility demand charges 
associated with the daily load variations of the facility.

PPRs are placed at each genset, PV, battery, PCC, feeder, 
bus coupler, and load. PPRs provide automatic power system 

reconfiguration if any grid section is faulted and isolated. 
Differential protection relays are used for all cables, buses, 
transformers because differential elements are insensitive to 
the varying (and nondeterministic) fault levels of IBRs. The 
relays at the PCC automatically open (island) the facility and 
automatically resynchronize the PCCs by communicating 
with IBR relays via a dispatch message. IBRs are dispatched 
for optimal resilience by distributed PPRs. These systems 
are designed with layered redundancies and provide the most 
reliable microgrid power for critical infrastructure.

Helping Inverters  
With Transformer Energization
The magnetic inrush of transformers must be considered 
when energizing an islanded microgrid powered by IBRs. 
As depicted in Figure 5, this inrush can have a large dc com-
ponent that falls away as a function of X/R. Depending on 
the X/R value, this phenomenon can reach several times the 
rated transformer current, which typically ranges from a few 
cycles to 0.5 s. This phenomenon challenges the surge limits 
of inverters associated with silicon limitations.

Increasing the difficulty of this problem are the U.S. meth-
ods of sizing transformers for building service entrances, 
where transformers are sized not for load but for the full rat-
ing of the downstream conductors and transformer. There-
fore, on average, transformers at service entrances are sized 
at more than two times the maximum loading of a building.

The most common solutions to the magnetization chal-
lenge are

 ✔ flux-management methods
 ✔ point-on-wave switching
 ✔ bypass systems
 ✔ synchronous condensers or generators
 ✔ oversized inverters
 ✔ simultaneous techniques.

Flux Management
By using a flux-management method to reduce the trans-
former inrush problem of inverters, the inverters adjust the 
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figure 8. A resilient power system topology. PCC: point of 
common coupling. 
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voltage and/or frequency of the voltage waveform. For exam-
ple, some inverters linearly ramp the voltage and frequency at 
a constant ratio. Others fix the frequency but ramp the voltage. 
These techniques work fine with inverters from the same sup-
plier designed to start together, but coordination is required 
for large grid-connected infrastructure where several IBRs 
may be attempting to simultaneously re-energize a grid. In 
sizing inverters for flux management, a conservative estimate 
is to size them from one to two times the transformer rating.

Modern PPRs are commonly used to isolate sensitive 
loads during these flux-managed start-ups. Voltage and fre-
quency deviate from nominal during the reenergization of an 
islanded microgrid using a flux-management method. This 
may cause contactors to chatter and power electronic power 
supplies and uninterruptible power supplies to go into alarm 
mode for off-nominal conditions. Older protective relays 
will not track frequencies and voltages and their protection 
elements may not function as desired.

Point-on-Wave Switching
The point-on-wave technique attempts to “remember” where 
the flux in one or more of the steel legs of the core was left at 
the last de-energization. The point-on-wave technique uses a 
PPR to control a special circuit breaker with individual clos-
ing of each phase; this enables each phase to be closed inde-
pendently at voltage zero crossings to limit inrush. There 
are, however, two main challenges of this system:

 ✔ how best to properly estimate the flux from indirect 
voltage and current measurements when de-energiza-
tion occurs

 ✔ how best to maintain the millisecond-accuracy close 
timing of the point-on-wave closing system with con-
ventional circuit breakers.

These systems incur the cost of the specialty single-phase 
circuit breaker and require regular human recalibration as 

circuit breaker wear and closing times change. Certainly, 
these methods can be improved through direct flux measure-
ment and power electronic closing circuits; however, this is 
a costly solution.

Bypass Systems
As shown in Figure 9, a bypass system balances the flux 
before energization through a tertiary (third) winding. For 
this style of black-start mitigation, PPRs should be pro-
grammed to provide full transformer protection during this 
sequence of events. This technique has proven to be more 
robust and requires less maintenance than the point-on-wave 
technique. On the downside, this method is costly due to the 
extra circuit breaker, custom transformer, and reactor.

Synchronous Condensers or Generators
Synchronous condensers or generators can be added to pro-
vide magnetic inrush demand over the inverter overload 
capability. This is a reliable and simple solution that can 
correct magnetic inrush problems. Additional PPRs must be 
purchased to start, control, and protect the condensers and/
or generators from damage. For some islanded microgrids, 
synchronous condensers have been used to improve the sta-
bility margins and fault ride-through capability of inverter-
dominated microgrids.

Oversized Inverters
Although inverters can energize large transformers using a 
flux-management method, voltage and frequency will likely 
deviate from nominal during a black start. In scenarios 
where this voltage ramp is not acceptable, inverters can be 
oversized to overcome magnetic inrush challenges. Invert-
ers can be sized to provide reactive power beyond the real-
power limit of the battery cells.

Sequenced Technique
This technique involves distributing the transformer inrush 
among multiple inverters and sequencing the energization of 
downstream transformers. With this method, each inverter is 
controlled by a PPR via a time-synchronized start. 

In the simultaneous method, high-speed communica-
tion is not required among PPRs because events are pre-
progrmmed to start at a certain time, either from the relay 
front panel, remotely, or from a supervisory control and 
data acquisition (SCADA) system. Note that SCADA sys-
tem communication can be performed at a very low data 
rate and thus at a low cost. Downstream PPR automatically 

Cold-load pickup schemes for microgrids are called load-
reacceleration systems or black-start systems, and they add  
loads incrementally over time to prevent overloading IBRs.
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figure 9. The bypass system of transformer energization.
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closes circuit breakers after detecting healthy voltages for a 
few seconds. This is the simplest, lowest cost, and most reli-
able technique because no new equipment is required. It also 
allows the mixing of different inverters of differing sizes, 
manufacturers, and feature sets.

Helping Inverters With Cold-Load Pickup
Cold-load pickup problems are fundamentally different from 
magnetic-energization issues. Cold-load pickup is a function 
of spinning up inertial components or capacitors, whereas 
magnetic inrush is a function of remanent flux. Load pickup is 
in-phase current (real power) and energy consuming, whereas 
magnetic inrush is out-of-phase currents (reactive power) and 
doesn’t require energy. For example, DOL motor starting can 
have magnetic inrush followed by a significant level of cur-
rent required to speed up the rotating mass of the rotor and of 
the mechanical load. The time-integrated area of this inrushing 
power is the stored kinetic energy of the rotating mass. Cold-
load pickup for microgrids also includes power electronic 
loads with inrush currents.

Whereas magnetic inrush phenomena challenge the 
surge capacity of the inverter’s silicon, the effects of cold-
load pickup challenge the thermal withstand capability of 
the inverter’s (Figure 2). Thermal withstand limits are deter-
mined by aluminum heat sinks and the cooling system of 
the inverter. A few options for mitigating inverter cold-load 
pickup challenges are to 

 ✔ purchase inverters rated for full inrush current (over-
sized, relative to nominal load)

 ✔ supplement inverters with a kinetic energy storage 
system, such as synchronous generators or flywheels 
(incurs additional capital and operating costs)

 ✔ use soft-start or variable-speed drives (expensive) to 
mitigate load inrush currents

 ✔ program PPRs to lessen the system inrush currents 
with reacceleration or pickup schemes (low cost and 
simple).

Cold-load pickup schemes for microgrids are called load-
reacceleration systems or black-start systems, and they add 
loads incrementally over time to prevent overloading IBRs. 
Both types of systems are fully automatic and programmed into 
PPRs. The systems that bring the 
power system from the ground up 
are called black-start systems and 
commonly rely on fast-acting die-
sel-reciprocating engines to operate 
before incrementally adding loads.

In the utility distribution feeder 
system (Figure 8), the PPR at 
each circuit breaker and recloser 
opens its adjacent devices upon de-
energization. In Figure 10, PPR1 
(or a microgrid site controller) at the 
inverter IBR issues a stop command 
to the inverter, allowing downstream 

PPRs (i.e., PPR2 and PPR3) sufficient time to open their 
reclosers. PPR1 issues a start (possibly in coordination with 
a magnetic inrush mitigation system). The PPR at each cir-
cuit breaker and recloser then sequentially re-energizes its 
adjacent device one at a time. This is done without com-
munication as the PPR detects the upstream energized line 
and starts an internally programmed timer, which closes the 
reclosers in sequence, i.e., PPR2 follows PPR1, and PPR3 
follows PPR2.

Grid Forming With Droop
There are two common control modes of grid-scale inverters: 
grid forming and grid following. The grid-following control 
method uses a frequency-tracking algorithm (see Figure 6) 
and requires attachment to a large power system with signifi-
cant inertia and very slow changing frequency. In contrast, 
the grid-forming control method typically assumes that the 
inverter is the sole proprietor of frequency control, and no 
utility or large isochronous-driven generators are attached.

Neither the isochronous grid-forming technique nor the 
grid-following technique work for all power system condi-
tions. Attaching a pure isochronous grid-forming inverter 
to a high-inertia utility power system will invariably cause 
the inverter to trip offline due to under or overcurrent condi-
tions. Grid-following inverters will not energize an islanded 
microgrid alone because grid-following methods require a 
slow-changing grid frequency. PPRs can certainly be pro-
grammed to switch inverters from grid-forming to grid-fol-
lowing modes, but there is a more robust solution than this.

One solution for transitioning between grid-connected 
and islanded operation is to place the inverter permanently 
into a grid-forming mode with droop-control. Many IBRs 
and generators have inherent droop-control capabilities, but 
PPRs can also be used to provide droop functionality. Droop 
control works in both grid-connected and islanded modes 
without changing the inverter modes.

Adapting Relaying  
to Variable-Load Composition
The load composition of modern microgrids can vary con-
siderably, causing voltage instability, frequency-regulation 
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figure 10. A cold-load pickup problem solved with PPRs.
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problems, and challenges to conventional protection meth-
ods. When microgrids are paralleled to a utility power sys-
tem, the effects of load composition are reduced due to the 
losses associated with traditional power generation, trans-
mission, and distribution. When microgrids are islanded, the 
effects of variable-load composition can significantly impact 
protection systems. To explain this phenomenon, researchers 
have categorized loads into constant impedance (Z), constant 
current (I), constant power (P), and motor loads. To drama-
tize the stark difference in how load types require inverters 
and generators to respond, contrast a constant impedance 
and constant power load.

As presented in Figure 11, impedance loads increase 
their current consumption as voltage increases. Impedance 
loads in the power system are the cables, lines, transform-
ers, heating systems, and losses associated with electric 
power transport. Inverters, governors, automatic voltage 
regulators, and conventional systems are designed and 

tuned to work with power systems that are dominated by 
impedance loads.

Constant power loads decrease their current as the 
voltage increases. Constant power loads behave in an 
opposite way in response to constant impedance loads. 
Constant power loads thereby commonly destabilize the 
gensets and IBRs that were tuned for a constant-imped-
ance power system.

To further demonstrate the effect that variable-load com-
positions have on inverters, consider how typical motor loads 
consume power as a function of frequency (see Figure 12). As 
the frequency increases, these loads consume more power. 
As the frequency decreases, they reduce power consumption. 
DOL loads provide a form of “brakes” to a power system’s 
frequency excursion and enable slow-acting conventional 
generator governors and automatic voltage regulators to sta-
bilize a power system. They offer a similar advantage to any 
IBR: IBRs and gensets are much easier to tune with a DOL-
dominated load composition. However, DOL loads can be 
challenging to start with inverters because of inrush associ-
ated with cold-load pickup issues. 

Load composition is the relative ratio of impedance, 
constant power, constant current, and motor loads. Because 
constant current loads are rare, microgrid designers focus 
on impedance, constant power, and motor loads. Table 2 
lists a simplified example of the most common load types. 
In this case, load composition varies significantly in the 
two formations (topologies) of the same microgrid. This 
can occur, for example, if a large data center drops off a 
local microgrid, or if large agriculture motor pumps are 
added to a circuit.

The effects of variable-load composition have frequently 
been observed to challenge controls and protection systems. 
Protection engineers working on complex microgrids are 
advised to understand and adapt their protection systems to 
these variations. Electromagnetic transient hardware-in-the-
loop studies are a convenient way to explore these interac-
tions; these simulations simulate the power system with a 
real-time update typically faster than 80 µs. This high-speed 
simulation done in real time allows IBRs and PPRs to be 
tested as if they were attached to a real power system.

To understand the effect that variable-load composition has 
on protection, take the example of underfrequency elements 
that are ubiquitous in PPRs today. Frequency-tripping ele-
ments are used for detecting open-circuit conditions, islanded 
load-shedding systems, and to meet industry frequency ride-
through requirements at utility interconnection points. Many 
microgrids require that frequency pickup times be selected 
that can handle multiple load compositions. The most com-
mon solution is to adapt the frequency pickup and setpoints 
dynamically if there are large load-composition changes.

Testing Microgrid Protection Systems
Testing is required to ensure that systems can safely be ener-
gized and meet project-functional requirements. Commissioning 

table 2. Variable-load composition.

Microgrid 
Topology

Impedance 
Loads

Constant 
Power Motors

Agriculturally 
dominated

60% 0% 40%

Data center 
dominated

50% 50% 0%

P

Hz
60

figure 12. Motor loads.

I

V
Constant Power Load

Constant Impedance Load

figure 11. Constant impedance and constant power loads. 
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and testing live microgrids is best done with time-syn-
chronized PPRs at every IBR and utility point of coupling. 
PPRs natively satisfy the microgrid testing standard (IEEE 
2030.8-2018); Table 3 summarizes the data-collection 
requirements of this standard. These data are collected by 
the PPR and sent to a computer to be preserved for the 
life of the microgrid. These data-collection methods pre-
serve event data, including islanding, synchronizing, loss 
of IBR, faults, open circuits, dispatch controls, and reac-
celeration, and are essential for any successful microgrid.

There are several phases of the microgrid testing process, 
including hardware in the loop, commissioning, and site 
acceptance. The data collection presented in Table 3 is used 
to document the protection and control system for all phases 
of testing and commissioning.

Hardware-in-the-loop testing may be used to vali-
date PPR controls and protection systems in the lab. The 
microgrid, including its inverters, gensets, excitation sys-
tems, load composition, mechanical loads, and engine 
fuel/air delivery systems, is modeled in an electromag-
netic transient model and computed in real time. Utility 
electric power systems are usually simulated as a single, 
large, synchronous generator with properly tuned inertia 
and reactance. A simple Thévenin circuit model of a util-
ity is not adequate because it does not contain the inertial, 
transient, or subtransient effects of a real utility. Accurate 
simulations are necessary to ensure that the PPR at the 
PCC adequately tracks frequency, can identify open-cir-
cuit upstream conditions, and that adaptive protection sys-
tems are functional under all topologies and all combina-
tions of online/offline IBRs.

Commissioning is done by protection experts after the 
equipment is installed but before the power system is ener-
gized. During this phase, the wiring, current transformers, 
voltage transformers, circuit-breaker controls, synchroniza-
tion programming, and the IBR controls inside the PPR are 
tested with current- and voltage-injection tools. Loop checks 
are performed to make certain that all of the signals, wiring, 
and communication systems are correct. The data collection 

presented in Table 3 is mandatory for successful debug-
ging during commissioning.

Site-acceptance testing involves witnessing events like 
islanding, synchronization, and safety testing, such as 
National Electrical Code-required sensitive earth-ground 
testing, and so on. Because of the inherent interdependence 
of PPRs and IBRs in the microgrid, it is strongly advised 
that dynamic load banks be employed during final site-
acceptance testing. For example, to ensure that there are no 
underfrequency or directional element-protection misopera-
tions, load banks are used to test full-load acceptance and 
rejection on each IBR.

Conclusion
There are two choices with inverter-based microgrids: 1) 
Purchase oversized inverters or introduce additional devices 
(such as synchronous condensers) to recreate the fault cur-
rent levels, inertias, and negative-sequence behaviors of syn-
chronous generators; or 2) reduce the cost and complexity 
by using advanced inverters and PPRs, as described in this 
article. The authors predict that the rapid proliferation of 
PPRs and IBRs as renewable energy integrators will become 
increasingly competitive in a market driven by low cost and 
mandated reliability. 
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table 3. IEEE Standard 2030.8-2018.

IEEE 2030.8-2018 
Requirement PPR Solution Usage

Sequence of 
events

Sequence of  
events records

Time-stamped 
recordings of all 
PPR decisions

Event 
oscillography

COMTRADE 
event records

Faster than a 4-ms 
sample-rate data 
collection of all the 
disturbances

Continuous data 
collection

IEEE C37.118 
synchrophasors

Slower than a 
16-ms sample-rate 
collection for the 
life of the microgrid
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By Michael Higginson, Matt Payne, Keith Moses, 
Peter Curtiss, and Stephen Costello

NORTH BAY HYDRO SERVICES INC., AN AFFILIATE OF NORTH BAY HYDRO DISTRIBU-
tion Limited, set out to deploy Canada’s first utility-scale microgrid, completing the project in 2019 
The North Bay, Ontario, company wanted to build a more resilient grid to support the community in 
case of an emergency. In conjunction with the community, the microgrid’s development helped form 
a community hub that benefits the city of North Bay during both normal and emergency events 
(see Figure 1).

A simplifi ed single-line diagram of the North Bay  Community Energy Park (CEP) microgrid is 
provided in  Figure 2. The microgrid has two points of interconnection with the local utility system 
providing a redundant supply resilient to some upstream line or transformer faults. Only one of the two 
utility interconnection breakers (CB1 and CB2) is closed at any time. The microgrid supplies electricity 
and heat to three facilities: the YMCA Aquatic Center, Thomson Park, and Memorial Gardens. In an 
emergency, these buildings serve as a gathering space that can supply shelter for members of the com-
munity. Examples of the equipment found at the CEP are shown in  Figure 3.

To ensure that the microgrid can maintain operations independent from the grid, the microgrid 
includes the following distributed energy resources (DERs):

✔ two combined heat and power (CHP) natural gas generators, each rated 265 kW
✔ one battery energy storage system, rated 250-kW ac, 274 kWh
✔ solar photovoltaic (PV) systems totaling 8-kW ac.
In this article, DERs are defi ned by the IEEE Standard 2030.7 defi nition: “Sources and groups of 

sources of electric power that are not directly connected to the bulk power system; they include both 
generators and energy storage technologies capable of exporting power.” The microgrid DERs supply 
maximum electrical power of 788 kW. The CHP generators also produce thermal energy, which is used 
to heat the community facilities.

The microgrid is capable of operating grid tied (interconnected with the local utility system) and 
islanded (separated from the local utility system). The microgrid can seamlessly transition between 
these two operational states during both planned (e.g., the operator manually initiating transition) 
and unplanned events (e.g., the external utility system faults while grid tied). This feature enables the 
CEP’s buildings to maintain their critical power supplies, even when the surrounding area experi-
ences an outage.

North Bay CEP Microgrid Protection Challenges
When designing a microgrid, protection challenges are expected because the grid was not initially 
designed to support the addition of microgrids. For the CEP microgrid, the major challenges to devis-

ing a robust protection plan included the following items:
✔ bidirectional and variable-fault current
✔ power-export restrictions
✔ a need for fast protection operation
✔ an ability to detect utility events promptly
✔ reliably protect the equipment from closing out of phase.
The North Bay CEP microgrid is the fi rst of its kind in Canada. The microgrid’s complexity required sophisti-

cated and reliable microgrid protection. Microgrid protection is one of the most critical components of the overall 
microgrid. In all power systems, protection is responsible for detecting and isolating faults promptly. Protec-
tion functions are critical to guarantee safe operation and minimize damage to equipment when a fault occurs. 
Microgrids often include costly DERs and switchgear, which make protection a necessary feature to ensure the 
equipment’s integrity.

In a microgrid, detecting faults can be more challenging for the reasons outlined in the next section. Protecting this 
microgrid involved several challenges typical of microgrids. The following challenges were most signifi cant in shap-
ing the CEP microgrid protection design.
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Limitations of Conventional, Nondirectional 
Overcurrent Protection
Nondirectional overcurrent protection trips when current 
levels are higher than normal. This is the most frequently 
used protection method in distribution systems and behind-
the-meter utilization systems. Nondirectional overcurrent 
protection devices typically include fuses and molded-case 
circuit breakers. Distribution switchgear and reclosers are 
also typically set to trip on nondirectional overcurrent. This 
protection strategy activates protection only when fault  
current levels significantly exceed the normal operating 
current. Fault-current levels in a microgrid can vary signifi-
cantly when the system is in grid-tied or islanded operation. 
DERs can also impact fault-current levels, which make con-
ventional, nondirectional overcurrent protection difficult to 
use in a microgrid of this nature.

At the CEP microgrid, fault-current levels while islanded 
are significantly lower than fault-current levels while grid 
tied. When the microgrid’s transformers are initially ener-
gized, they draw higher-than-normal currents to magnetize 
the transformer core in a phenomenon called transformer 
magnetizing inrush. With a strong source, transformer mag-
netizing inrush can exceed 10 times the normal full-load 
current. Normal current levels during transformer magnetiz-
ing inrush while grid tied could exceed fault-current lev-
els while islanded. This means that overcurrent protection 
settings that reliably detect faults while islanded may not 
be secure while grid tied, and overcurrent protection set-
tings secure while grid tied may not reliably detect faults 
while islanded.

Furthermore, directional overcurrent protection is needed to 
selectively coordinate protection. In contrast to conventional, 
nondirectional overcurrent protection, which considers only 
the current magnitude, directional overcurrent considers cur-
rent and voltage phase angles to determine the direction of 
the fault-current flow. For example, consider a scenario of 
islanded operation where both of the CEP microgrid’s CHP 
generators are running. Protection at each generator must be 
directional to determine whether the fault is on the protected 
generator or elsewhere in the microgrid, a fact that cannot be 
determined by current magnitude alone.

Directional overcurrent protection in microgrids is also 
a challenge. Directional overcurrent typically uses phase-
angle differences between voltage and current to determine 
the direction. In microgrids, faults can cause the system fre-
quency to vary, sometimes rapidly. Changes in frequency 
can challenge phase-angle estimation.

Power-Import Minimization and  
Export Restrictions
Many electrical utility bills are structured to include a 
demand charge based on the maximum power demanded 
or imported by the site loads and an energy charge based 
on the total energy consumed or imported. To reduce the 
site’s electrical utility costs, the CEP microgrid is config-
ured to minimize both peak demand and the total energy 
imported. At this site, power export (on-site power produc-
tion exceeding site load demands) is allowed for only a 
limited duration.

To meet both the power-import objective and export 
constraint, DERs are dispatched within the microgrid 
to maintain a low level of import. However, with a low-
import level, the microgrid may be incorrectly prompted 
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figure 1. A map of the North Bay Hydro Community 
Energy Park microgrid area.
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determine the direction.
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to export power when the load suddenly decreases, as 
shown in Figure 4.

Protection-Speed Requirements
Microgrid protection must also operate very quickly in 
response to both local and external utility system faults. 
Microgrid DERs have low inertia, which can result in rapid 
DER frequency changes when faults are present. To ensure 
a stable response to a fault in a low-inertia microgrid, the 
mi crogrid protection must operate very quickly to separate 
all the fault-current sources (including the utility system and 
microgrid DERs) from the faulted components. For example, 
if there was a fault on the circuit serving North Bay’s Thomson 
Park load while islanded, the microgrid frequency is expected 
to rise, and the voltage will be depressed. The CHP genera-
tors will accelerate while the voltage depression will cause 
the grid-following inverters, in this case, the PV invert-
ers, to trip offline. Therefore, the fault must be interrupted 
promptly by the local microgrid protection on CB9 to limit 
the generators’ acceleration, allowing a stable recovery 
while continuing to serve the unfaulted microgrid load cir-
cuits without interruption.

Fast microgrid protection operation is also criti-
cal in response to faults while grid tied. For example, 
if a close-in bolted fault occurred on one of the three 
microgrid load circuit circuits (i.e., downstream of CB7, 
CB8, or CB9) while grid tied with the CHP generators 
running, the local microgrid protective relay and circuit 
breaker must clear this fault promptly so that the CHP 
generators’ frequency and phase angle do not signifi-
cantly shift from prefault conditions, which would result 
in generator damage.

Fast and communication-based microgrid protection 
operation is also preferred for protection coordination while 
grid tied. The microgrid’s 600-V switchgear introduced mul-
tiple series-connected protective devices (e.g., CB1, CB2, 
CB7, CB8, and CB9) between the existing load circuit break-
ers in the community facilities and the upstream transformer 
protective fuses. Although the existing overcurrent protec-
tion was selectively coordinated using time grading, there 
was an insufficient time interval to coordinate these new 
protective devices with the utility’s distribution system and 
existing load overcurrent protection. Using only time grad-
ing to selectively coordinate the protection, especially if 
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traditional coordination time intervals are considered, would 
require upstream utility system protection to be significantly 
delayed. These system conditions require adapting protection 
settings and using sophisticated coordination techniques to 
maintain selective protection coordination while grid tied 
and islanded.

Detecting Utility System Events
To maintain a safe utility power system operation, microgrid 
protection must respond promptly to utility events. At the 

CEP microgrid, a transformer 
with a delta high-voltage wind-
ing and wye-grounded, medium-
voltage winding is used between 
the subtransmission and distribu-
tion systems (see Figure 2). This 
transformer configuration can 
challenge the detection of line-
to-ground faults on the subtrans-
mission system, particularly if the 
upstream subtransmission protec-
tion operates before the DERs are 
tripped offline.

Also, detection and tripping 
for various abnormal conditions 
were required, including voltage 
or frequency excursions, uninten-
tional islanding (e.g., if a switch 
was operated without a fault), 

and single open-phase conditions. The microgrid’s limited 
import objective causes a generation-to-load ratio of nearly 
one, which can complicate passive anti-islanding protec-
tion techniques. Passive anti-islanding protection detects 
unintentional islanding based on measured signals (e.g., 
voltage and frequency) without attempting to influence 
these parameters by adjusting the power output. Examples 
of common passive anti-islanding protection functions 
include undervoltage, overvoltage, underfrequency, and 
overfrequency elements.
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figure 3. The North Bay Hydro CEP equipment. (a) CHP generators, (b) the Solar Flower PV, (c) the CEP welcome sign,  
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Local generation can also challenge the detection of 
single open-phase conditions, which are commonly detected 
using negative- or zero-sequence overvoltage protective 
elements. These operating quantities can be reduced in 
microgrids with operating local generation because of the 
generators’ low negative-sequence impedance.

Synchronism and Antiparalleling Protection
In microgrids, synchronism check protection is another critical 
component. If two sources in the system are paralleled with-
out synchronization, one or both, along with other equip-
ment, can be damaged.

Based on the system topology, certain breakers or switches 
are not intended to be closed if sources are energized on both 
sides of an open breaker or switch. In these applications, the 
microgrid protection is set to prevent closing if voltage is 
present on both sides of an open breaker or switch.

Utility Protection Standard  
Progression and Microgrids
Utility feeder protection standards in Ontario were designed 
decades ago, predominantly for radial feeders with unidirec-
tional power flow. The basic functions of these protection 
systems remain in place today, with modifications mostly 
designed to ensure that the utility distribution systems are 
not adversely impacted by distributed generation.

Distributed generation projects have developed at a rapid 
pace in Ontario since 2005, mainly due to regulatory policy 
and economic incentives. Increasing levels of distributed 
generation have required distribution utilities to adapt to and 
accommodate all types of large and small generators placed 
on Ontario utility systems based on the technical and eco-
nomic advantages of the generators, which, in some cases, 
did not align with the technical requirements of the utility.

Many Ontario utilities took the approach of allowing a 
limited amount of generation to interconnect on each feeder 
or station, considering the technical impacts to circuit capac-
ity, voltage regulation, flicker, short circuit contributions, fault 
detection, and isolation. From a protection perspective, there 
are many concerns with integrating distributed generation, 
including

1) How can it be made certain that generators will be 
automatically and quickly isolated from the feeders 
before the station breaker recloses? 

2) Can traditional overcurrent-based feeder protection 
offer acceptable sensitivity and clearing times to end-
of-line feeder faults, considering the generator short 
circuit contributions?

3) How can power quality be assured with generators 
connecting anywhere along a feeder and operating on 
their own parameters? 

As the owners of the distribution system, utilities have 
the responsibility of maintaining the safety, reliability, and 
efficiency of their assets. These responsibilities have gener-
ally led utilities to take a conservative approach to protection 

and control. Generators have had to meet very strict tech-
nical requirements, which, in most cases, are expensive 
and time-consuming. Direct-transfer trip systems using 
dedicated communication paths between the utility supply 
substation and the generator are still commonly required 
for most generators above 1 MW. An independent, utility-
grade protection relay for passive anti-islanding protection is 
often required at the point of common coupling to the util-
ity system, regardless of whether these protection functions 
already exist within the generation systems. 

In the past five years, there has been greater collaboration 
between utilities and power generators with a recognition 
that the traditional utility customers’ needs are changing and 
DERs are becoming commonplace. Projects like the North 
Bay CEP microgrid are demonstrating that early and con-
tinuing collaboration between DER developers and utilities 
can inspire out-of-the-box thinking and joint efforts toward 
the development of microgrids and DERs. 

Protection System at  
the North Bay CEP Microgrid
The North Bay CEP microgrid is a 600-V system. The DERs, 
loads, and utility are all interconnected through a single 600-V 
switchgear assembly. In Figure 2, CB1–CB9 are all a part 
of the same 600-V switchgear; because of this, much of the 
microgrid protection system is contained within this switch-
gear. Each circuit breaker in the switchgear, whether it connects 
to a DER (CB3, CB4, CB5, or CB6), a load feeder (CB7, CB8, 
or CB9), or the utility (CB1 or CB2), has its own protective 
relay that measures the voltage and the current. The protective 
relay can also trip or close the breaker when necessary. These 
microprocessor-based, multifunction protective relays come 
with custom logic capability and use IEC 61850—a standard 
for power system communication protocols—Generic Object-
Oriented Substation Event (GOOSE) messaging to exchange 
discrete signals. GOOSE messaging is defined by IEC 61850 
and can be used for high-speed protection communications. 
In GOOSE messaging, devices publish a message, and other 
devices subscribe to that message. This publish/subscribe 
method is used to transmit multiple messages from each relay 
to every other microgrid relay in the system.

In addition to the protections provided in the low-volt-
age switchgear, each DER has its own built-in protection. 
The DERs’ integral protection is set up by the DER equip-
ment supplier to protect the DER itself. When designing the 
microgrid, this built-in protection was considered a backup 
to the protection provided in the 600-V switchgear.

Another protective element that exists outside the low-
voltage switchgear is the anti-islanding protection required 
by the local utility interconnection. North Bay Hydro Dis-
tribution Limited, like most utilities, requires that the DERs 
connected to the utility must be disconnected from the util-
ity power system as quickly as possible when a fault or out-
age occurs on the utility circuit. This ensures that the DERs 
will cease contributing fault current so that the fault can 
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be extinguished on the main grid. It also guarantees that a 
now-isolated portion of the utility feeder is not inadvertently 
energized by the DERs.

The relaying scheme uses directional and nondirectional 
overcurrent elements, communications, voltage elements, 
and frequency elements to quickly, selectively, and securely 
detect and isolate faults under both grid-connected and 
islanded microgrid operation. This relaying scheme protects 
the microgrid during faults within the microgrid and during 
faults on the utility system. 

Protection Response to Faults  
Within the Microgrid
When the microgrid is operating in islanded mode, the 
primary protection of the microgrid, including DERs, is 
based around a combination of the directional overcurrent, 
voltage, and frequency elements in the low-voltage switch-
gear relays.

While islanded, fault-current levels are substantially 
reduced from the fault-current levels during grid-con-
nected operation, so some of the overcurrent elements 
intended to identify and isolate these faults are set more 
sensitively than when in grid-connected mode. To navi-
gate this wide range of fault currents, different protection 
elements, which depend on whether the microgrid is in 
grid-connected or islanded mode, are applied. The relays 
are programmed to automatically change which protection 
elements are used based on whether the microgrid is grid 
connected or islanded. If either interconnection breaker 
(CB1 or CB2) is closed, then the microgrid is grid tied. If 
both interconnection breakers are open, then the microgrid 
is islanded.

When faults occur on the 600-V microgrid system while 
islanded and with the CHP generators online, the fault cur-
rent supplied by the microgrid’s sources is high enough to 
selectively coordinate, resulting in the fault clearing and 
isolating of only the faulted circuit segment. The CHP gen-
erators and battery energy storage system are expected to 
ride through faults and remain online. The PV inverters 
are expected to trip offline based on their voltage and fre-
quency protection functions during fault conditions in the 
microgrid while islanded.

When the microgrid is connected to the utility source, 
the general protection principles typically enforced in small 
generator interconnects are applied. The utility provides a 
certain amount of available fault current, and the primary 
protection of the utility system and microgrid, including 
DERs, is based around overcurrent elements. When faults 
occur, whether on the utility system or within the microgrid, 
protective relays are programmed to respond to these fault 
conditions to protect the microgrid and utility equipment 
and personnel.

When faults occur while grid connected, selective coor-
dination and fault isolation are achieved through different 
operations. On the microgrid’s interconnection breakers and 

DER breakers, power and fault current may flow in both 
directions depending on the operating conditions. There-
fore, the system detects and isolates faults using a directional 
blocking scheme, which utilizes directional overcurrent and 
communication-based blocking signals to minimize fault-
clearing time while maintaining selectivity. The CHP gen-
erators are protected using directional overcurrent, voltage, 
and frequency protection elements. The load feeders and 
other equipment are primarily protected using phase and 
ground overcurrent protection.

For faults downstream of the main load feeder break-
ers while grid connected, the CHP generators and battery 
energy storage system are expected to ride through the 
fault and remain online. The PV inverters may trip because 
of the inverters’ voltage- and frequency-based anti-island-
ing protection.

Protection Response to Faults  
on the Utility System
When grid connected, microgrid DERs can contribute to 
utility system short circuit faults. The microgrid’s DERs 
can also unintentionally island sections of the utility sys-
tem outside of the microgrid during a loss-of-source event. 
In Figure 5 is an illustration of the possibility of uninten-
tional islanding.

Loss of source refers to a utility outage condition with 
no coincident short circuit fault. The microgrid protection 
system is designed to interrupt DER contributions to utility 
system faults not cleared by other utility system protection 
devices and to avoid unintentionally islanding utility system 
circuits outside of the microgrid.

When a utility fault or loss-of-source condition is detected, 
the relays will trip either the interconnection breaker (CB1 
or CB2) or the DER breakers depending on the microgrid’s 
operating conditions at the time of the event. The protection 
response to utility system events and the determination of 
which breaker(s) to trip is part of the microgrid’s seamless, 
unplanned islanding protection scheme.

Seamless, Unplanned Islanding
Seamless, unplanned islanding refers to the ability of a 
microgrid to maintain power to the three customer circuits 
(i.e., Thomson Park, the YMCA, and Memorial Gardens) 
during an unplanned utility outage or disturbance. To achieve 
this, the microgrid must transition to island mode as soon 
as a utility event is detected, without interruption. Essen-
tially, the microgrid functions similarly to an uninterrupt-
ible power source.

The Traditional Microgrid Response  
to Utility System Events
As presented in Figure 6, the normal state of the CEP 
microgrid is grid connected, with the CHPs supplying most 
of the load. A small amount of power is consistently imported 
from the utility as a buffer to avoid exporting power.
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First, consider how a microgrid would respond to a util-
ity outage if it could not seamlessly island in unplanned 
events. A typical response is to trip the DERs but keep 
the customer loads connected to the utility system, with 
the expectation that the utility power may be restored 
momentarily via reclosing or restoration. In this typical 
response, if the utility outage persists, then the microgrid 
will be isolated from the utility by opening the intercon-
nect breaker. When the microgrid is isolated, it can be 
energized in islanded mode by starting and paralleling 
the DERs and then connecting microgrid loads. This 
response can take a few minutes and includes waiting for 
the utility power supply to be restored and black starting 
the islanded microgrid.

By contrast, microgrids that can do seamless, unplanned 
islanding in response to a utility fault do so not by tripping 
the DERs but by immediately tripping the interconnection 
breaker. When the interconnection breaker trips, the DERs 
must continue to supply power while transitioning from grid 

tied to islanded mode. In this way, the lights stay on, but the 
microgrid is islanded.

How Seamless, Unplanned Islanding  
Was Implemented
There were three key components necessary to success-
fully implement seamless, unplanned islanding at the North 
Bay CEP, the first of which was the microgrid controller. 
Because the microgrid controller has a complete picture of the 
microgrid, it can determine whether a seamless, unplanned 
transfer to island mode would be successful if attempted. This 
is referred to as the determination of transfer readiness.

The second piece is the protective relays. The microgrid 
needs the relays to quickly detect and isolate problems in the 
utility supply. In this context, quickly means within a few 
power system frequency cycles.

Finally, the DERs must be capable of switching from 
their grid-tied mode of operation to their islanded mode 
while continuing to supply power. At the CEP microgrid, 
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this requires the CHPs to switch from power set point con-
trol to isochronous control while continuing to supply power. 
The CHP controls do this automatically based on the status 
of the interconnection breaker.

Role of the Microgrid Controller in  
Seamless, Unplanned Islanding
The microgrid controller decides whether the microgrid is 
transfer ready, and it communicates this status to the protec-
tive relays. As shown in Figure 7, three key quantities can be 
examined to determine the transfer readiness:

1) total load
2) online generation capacity (also known as spinning 

reserve)
3) power flow from the utility.
Microgrid loading and online generation capacity are 

important factors in determining transfer readiness because 
the load must not exceed the available generation. To under-
stand why the power flow from the utility is an important 
factor in determining transfer readiness, consider what will 
happen when the interconnection breaker trips. The power 
that the utility was providing now suddenly needs to be 

supplied by the DERs. The microgrid sources must be able 
to accept that load step without shutting down and without 
an objectionable change in voltage or frequency. Lithium-
ion battery systems excel at accepting load because they can 
typically change the power output rapidly across their full 
range within milliseconds. Natural gas CHPs take longer 
to accept load because changing the engine power output is 
more gradual, taking up to several seconds to ramp from no 
power output to rated power output. Therefore, if the bat-
tery system is not available for dispatch, then the microgrid 
controller must check whether the amount of power flowing 
from the utility is within the CHPs’ load-acceptance capa-
bility before considering the microgrid to be transfer ready.

Role of the Protective Relays in  
Seamless, Unplanned Islanding
Protective relays are used to quickly detect problems in the 
utility system. The microgrid protection strategy must detect 
two types of utility problems: short circuit faults on the util-
ity and a loss of source.

When the relays detect a utility problem (either a fault or 
a loss of source), the relays respond with one of two actions 
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depending on the transfer-ready signal they receive from the 
microgrid controller. If the microgrid is transfer ready, the 
relays trip the microgrid interconnection breaker (CB1 or 
CB2) and thus initiate a seamless transfer to island mode. If 
the microgrid is not transfer ready, the relays trip the DER 
breakers. Then, the microgrid controller follows the tradi-
tional approach of waiting to see whether the utility comes 
back before committing to black start the island.

The faults on the 44-kV utility circuit serving the CEP 
substation are detected using several methods. The primary 
method uses a communication-based, direct-transfer trip 
protection system. When the utility protective relay detects 
a fault on the 44-kV utility line supplying the microgrid, 
it sends a trip signal to the protective relays in the 600-V 
switchgear. The relays route the signal to the appropriate cir-
cuit breaker(s) based on the seamless, unplanned islanding 
scheme as described previously.

A relay in the 44-/12-kV substation supplying the 
microgrid provides backup protection for detecting faults on 
the 44-kV utility line. This relay detects faults on the 44-kV 

utility line feeding the CEP substation by measuring each 
44-kV phase-to-ground voltage. Upon detecting a fault or 
other condition requiring the generation sources to be dis-
connected from the utility, the relay sends a trip signal to the 
relays in the microgrid’s 600-V switchgear.

Additional protection for detecting 44-kV faults is pro-
vided by directional overcurrent protection elements in 
the 600-V interconnection breaker relays and the relays on 
CHP feeder breakers. When a fault occurs on the 12.47-kV 
or 44-kV utility systems, up to 200% of the rated current 
may be supplied by the inverter-based DERs and up to 600% 
of the rated current may be supplied by CHP generators. 
Depending on the location and nature of the fault, DERs 
typically supply enough fault current to be dependably and 
securely detected by the relays in the low-voltage switchgear.

Short circuit faults on the utility can be detected using a 
directional blocking scheme, with the blocking signals sent 
over GOOSE messages. Figure 8 shows how the directional 
blocking scheme is applied. The relay on the interconnection 
breaker (CB1 or CB2) detects that the fault is on the utility 
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system based on the fault-current direction. If the microgrid 
is transfer ready, the relay trips the interconnection breaker 
and sends blocking signals to the generator breakers (CB3 
and CB4) to prevent them from tripping.

The protection schemes described previously are sup-
plemented by loss-of-source protection in the relay on the 
interconnection breaker (CB1 or CB2). The loss-of-source 
protection scheme intends to detect conditions in which the 
utility feeder is disconnected without a coincident short 
circuit fault on the utility system.

To detect a loss-of-source event quickly, the microgrid 
cannot simply use undervoltage protection because the 
microgrid sources may continue to energize the local utility 
system for a brief time after the loss of the utility connection. 
In our solution, the relays detect loss-of-source conditions 
primarily using the rate-of-change-of-frequency protec-
tion. When the utility is disconnected, the rate of change of 
frequency works because the DERs must pick up the addi-
tional load formerly being supplied by the utility. Initially, 
this power comes from the inertia of the CHP’s rotational 
mass, causing the CHP’s rotational speed to decrease. Con-
sequently, the microgrid’s frequency also decreases.

The rate of change of frequency settings for the CEP 
microgrid was selected based on power system simulations. 
They were validated by performing actual microgrid system 
tests in which the utility was intentionally disconnected by 
opening an upstream device while the CHPs were running 
grid tied.

Successful Seamless, Unplanned Transition Event 
A few months after the microgrid was successfully com-
missioned, a utility event occurred, and the microgrid suc-
cessfully transitioned seamlessly from grid tied to islanded 
operation. On 15 July 2019, a fault occurred on the subtrans-
mission circuit to which the microgrid is connected. The 
microgrid DERs supplied fault current, which was detected 
promptly by the directional overcurrent element in the inter-
connection relay. Figure 9 depicts the relay current and volt-
age measurements during the fault, including the measure-
ments before the event and after the microgrid separated 
from the utility system. The current shown is the output of 
one CHP generator as recorded by the relay on CB3. Both 
the microgrid and utility voltages were measured by the 
relay on interconnection breaker CB1. 
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Figure 9 shows how the current supplied by the DERs 
increased substantially when the fault occurred. After 
approximately seven power system cycles, the intercon-
nection breaker opened to disconnect the microgrid from 
the utility system. During the fault, the DERs’ voltage was 
depressed. Following the disconnection of the microgrid 
from the utility system, the microgrid voltage recovered 
while the utility voltage collapsed.

After this successful operation, the microgrid operated in 
island mode for approximately 2 h. The microgrid was then 
successfully resynchronized with the utility to return it to 
grid-tied operation.

Microgrid Control Interactions  
With Protection
As previously described, the protection design of the 44-kV 
utility system and the additional 600-V backup protection 
for this microgrid provides a comprehensive solution for 
keeping DERs and other equipment protected in the event 
of a fault. However, protective relays only react to faults or 
other undesirable system conditions. When combined with 
a secondary-level control architecture, the entire microgrid 
can act proactively to avoid potential faults or other undesir-
able conditions. Seamless, unplanned islanding is achieved 
through a combination of control and protection systems. 
Power-export protection and asset-availability functions also 
use a combination of both control and protection systems.

Power-Export Protection 
While Grid Connected
When the microgrid is connected 
to the utility source, it is prohib-
ited from continuously exporting 
power. The available DER assets 
have more capacity than requir-
 ed to supply the loads and could 
export as much as 300–400 kW 
back into the 44-kV utility system. 
The microgrid controller must con-
stantly adjust the set points of the 
DERs to avoid pushing power back 
into the utility system.

Power export is measured at 
the point of interconnection (CB1 
or CB2) and defined in two lev-
els in the protective relays: any 
active power export causes a trip 

after tens of seconds, and significant power export causes 
a trip within 1 s. If these limits are exceeded, all three of 
the DERs (the CHPs, PV, and battery) are tripped offline. 
This approach maintains the utility power to the loads while 
removing DER contributions.

To avoid this protective trip event, the microgrid control-
ler must adjust the power output of the DERs to maintain a 
positive power flow from the utility. This is achieved through 
the following control actions:

 ✔ For gradually changing loads, the microgrid controller 
has user-defined set points that allow microgrid opera-
tors to set a minimum and maximum net power-import 
target. The microgrid controller measures the total 
net power input every few seconds. Any time the net 
power input is below the defined minimum or above 
the defined maximum, the microgrid controller issues 
new set points to the CHP generators. This method as-
sumes that the CHP reaction time to a new set point is 
sufficient for maintaining a positive net power import.

 ✔ For dramatic load changes, the battery energy stor-
age system is used. One of the primary loads in the 
microgrid is approximately 150 kW and runs in a re-
peated, but unpredictable, cycle throughout the day. 
This 150-kW load step and corresponding 150-kW 
load rejection occur approximately every 2–3 h. The 
microgrid controller must command the battery en-
ergy storage system to quickly charge during the load 
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rejection, using the battery energy storage system as 
a replacement load to avoid a power-export protec-
tion trip.

 ✔ Once the load rejection has been replaced by the 
load of the battery energy storage system charging, 
the microgrid controller can slowly adjust both the 
battery energy storage charging set point and the 
CHP power output to maintain the net power im-
port within the minimum and maximum limits. This 
permits the CHPs to slowly ramp to their new set 
points without risking a power-export trip, and, at 
the same time, it allows the net power import to be 
as close to the limit as possible, thus reducing over-
all utility charges.

Asset Availability
The protective devices on individual DERs will protect 
DERs during faults. In a fashion similar to that of power-
export protection, the microgrid controller also acts as a 
proactive protection device to avoid energizing a DER when 
it is likely to experience an issue. The microgrid controller 
performs this proactive protection by reading error condi-
tions from the DER and using an internal and user-settable 
flag to mark a DER as available or unavailable.

While grid connected, the DER may report an error that 
does not cause a protective trip but may be indicative of a 
future problem. These errors include a lost communica-
tion connection, the operator marking the DER as unavail-
able, and the DER’s failure to respond to issued commands. 
Upon recognizing that error, the microgrid controller can 
act quickly to remove the DER from the microgrid. Once 
removed, additional DERs may be energized to replace the 
functionality, if additional assets are available. For the two 
CHP generators, that would mean dispatching one generator 
to replace the loss of another.

This functionality also extends to user-settable values. In 
the case where microgrid operators determine that one DER 
must be curtailed for maintenance or other runtime consid-
erations, they can set the availability flag in the microgrid 
controller and allow the microgrid controls to spin up addi-
tional resources and curtail the unavailable DER.

In the North Bay CEP microgrid, there is only one 
battery energy storage system, and its important func-
tions cannot be replaced by any of the other DERs. To 
avoid the risk of a protective-export protection trip, the 
microgrid controller automatically adjusts the minimum 
and maximum net power-import limits when the battery 
energy storage system is marked as unavailable. This 
allows for routine maintenance work to happen while 
other DERs are still providing power, reducing overall 
costs for microgrid operators.

DER availability is an important consideration, but 
equally important is switch availability. The microgrid 
controller reads specific information from each relay 
to determine whether the switch it controls is openable, 

closable, or otherwise usable. For example, if the relay is 
being operated locally and does not permit remote sig-
nals, the microgrid controller will not attempt to open 
or close it and will also not attempt to energize DERs 
downstream of the switch.

Conclusion
The North Bay CEP microgrid incorporates many protec-
tion strategies typical of microgrids and addresses sev-
eral unique challenges. These challenges were overcome 
using innovative microgrid protection techniques, and 
this microgrid system provides key considerations to help 
improve microgrid protection strategies for future proj-
ects. The CEP microgrid’s protection system uses adaptive 
relaying, directional overcurrent, IEC 61850 GOOSE mes-
saging, a fast directional overcurrent blocking scheme, and 
other techniques to protect the microgrid. The microgrid 
controls and protection work together to fulfill some of 
the microgrid use-case objectives. The sophisticated North 
Bay CEP microgrid protection enables this innovative 
microgrid to operate safely and resiliently while supplying 
continuous power to the community it serves.
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backup power and load prioritization requirements. Very suc-
cessful systems that include campus and utility applications 
have been operational for up to and exceeding a decade. For 
these early systems, available codes and standards consisted 
mostly of adapted device-level legacy emergency and standby 
power requirements. Grid interconnection and efficient, safe 
operating requirements were improvised via programmed 
computers, and the protection focus was the microgrids them-
selves. The larger microgrid installations often required quali-
fied staff trained to monitor and operate the systems.

New mandates for interconnection and operation, typi-
cally on individual utility infrastructure and at state levels, 
are spurring calls for novel protection schemes. The increase 
in microgrid deployments requires a stepped-up evolution of 
protection standards that is compatible with the integration 
of distribution networks. Microgrid protection is discussed in 
“Microgrid Protection: Advancing the State of the Art” (see the 
“For Further Reading” section). That report discusses many 
aspects of microgrid defense and addresses the complexity of 
microgrid systems-related protection—and standards.

Compared to less complicated grid-following technolo-
gies used for older solar photovoltaic systems, microgrids 
that incorporate grid-forming technologies present a new set 
of challenges to grid integration and protection. Device and 
control standards are being developed as discussed in this arti-
cle. Microgrid protection is especially complex in that, when 
operating in on-grid modes, compatibility with legacy safety 
schemes is needed. When operating off grid in islanded modes, 
microgrid protection must stand on its own. In this article, we 
explore the status of codes and standards that support protec-
tion within microgrids and when interconnected with utility 
infrastructures. Objectives for both modes include

 ✔ maintaining power quality and power continuity
 ✔ seamlessly transitioning microgrids onto and off 
the grid

 ✔ maintaining microgrid and distribution system pro-
tection and safety

 ✔ operating with coordinated and independent dispatch-
ing capabilities

 ✔ utilizing continuous, fast, and reliable communication 
for dispatching and controls

 ✔ coordinating load controls for all practical applications
 ✔ maintaining safety for components, local systems, and 
interoperable connections.

Along with the updated IEEE Standard 1547-2018 speci-
fying interconnection requirements at a reference point of 
applicability, which is the location where its interconnec-
tion and interoperability performance requirements apply, 
there is an increased emphasis on DER grid support func-
tions that include reliability, resilience, power quality, com-
munication, and cybersecurity. Some of the compatibility 
requirements that are being implemented, but remain to be 
addressed, include

 ✔ the expected behavior during start-ups and black starts
 ✔ responses to an abnormal grid

 ✔ the ride-through during out-of-specification utility 
conditions

 ✔ reaction times to out-of-specification conditions.
Progress toward standards for these interconnection issues 

has been good, but more is needed to handle the complexity 
of microgrids and control of functions such as transitions and 
associated protection. The coordination of standards for DER 
delivery and protection is an area that still requires attention 
in the standards community. Existing standards, codes, man-
dates, and regulatory requirements have multiple interdepen-
dencies that do not provide fully collaborative and coordi-
nated stipulations. There is a need to develop and understand 
all requirements and interdependencies as they relate to each 
standard. It is important to understand that each requirement 
has some level of direct, combined, or indirect impact on 
protection. The indirect impact often includes changes in the 
functionality response speed and even the reliability of the 
devices covered by the standard.

This article includes tables that indicate the status of many 
standards and provide a level of relevancy for each. A familiar 
analogy is used in the tables to indicate the standards’ relevance. 
It employs three familiar categories: foundational, structural, and 
building block. The foundational category can be seen as equiv-
alent to the foundation of a building, which includes concrete, 
reinforcement components, and compacted soil. The structural 
category is equivalent to the steel beams that hold the building 
together. The building blocks include many aspects of function-
ality, such as electrical systems, plumbing, and stairs. This anal-
ogy provides the reader with a picture of the interdependencies 
that create a functional building. The same picture can be used to 
better understand that protection does rely on foundational stan-
dards, and that without the structural and building blocks, protec-
tion will not work. With an understanding of the purpose of the 
tables, this article addresses the standards, codes, product certi-
fications, compatibility requirements, and mandates that are the 
most relevant to protection. It includes a combination of legacy 
and new standards and codes that are compatible for today’s and 
future installations.

Evolving Protection and Interoperability 
Standards for Microgrids
International and domestic standards and codes already exist 
for the protection of most electric power system (EPS) equip-
ment and subsystems. Several of the standards and codes, 
such as those of IEEE and the International Electrotechnical 
Commission (IEC), are updated according to regularly sched-
uled cycles, and  they are written by volunteers who include 
experts from utilities, industry, and other stakeholder organiza-
tions. Many standards and codes are regularly updated, while 
complementary standards are being developed on accelerated 
schedules to try to stay current with the smart grid functional-
ities and devices in DERs and microgrids.

The U.S. Department of Energy Office of Electricity 
Delivery and Energy Reliability has been an important 
leader in promoting research and development; demonstration 
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programs; and the crafting of standards for microgrid systems, 
applications, and protection. The agency’s support helps to 
encourage collaboration and, very importantly, as fea-
tured in this article, the drafting and upgrading of standards 
and codes for system designs and installations. Microgrids 
have evolved for more than a decade, with the term advanced 
microgrid referring to microgrids compatible with new smart 
grid technologies (in particular, two-way communications) 
and inverter-based renewable generation and storage (as com-
pared to the past prevalence of generators). The players, advo-
cates, standards, and activities for real and predictive growth 
for advanced microgrids that lead to new protection require-
ments and standards are shown in Figure 1.

Utility and Mandated Requirements 
for Microgrids and DERs
This article focuses on standards for design, installation, and 
applications. Mandates apply to legislated rules for instal-
lations, interconnection and interoperability, performance, 
metering, and communications of microgrids in many U.S. 
states. Among the first is Rule 21, which governs the Califor-
nia Public Utility Commission’s jurisdictional interconnec-
tions. Rule 21 is a tariff that describes the interconnection, oper-
ating, and metering requirements for generation facilities to be 
connected to a utility’s distribution system. It sets rules for the 
performance, function, metering, and communications of gen-
eration and storage facilities. It was originally adopted in 1982 
and has undergone three major updates since 2000 to establish 
a more standardized analysis and procedures for the intercon-
nection of DERs. Rule 21 is not a protection requirement but 
provides a well-defined procedure for technical screening to 
enable “fast-track reviews” as well as a more detailed study 
process for larger and more com-
plex interconnections. It continues 
to evolve through the Smart Inverter 
Working Group, which meets regu-
larly to develop recommendations 
for advanced inverter functional-
ity requirements. One aspect of 
this evolution is the consideration 
of additional functionalities and 
complexities related to energy stor-
age and inverter-based resources in 
microgrids. Technical functions and 
value limits set by Rule 21 include

 ✔ technical operating param-
eters

 ✔ certification and testing cri-
teria

 ✔ technical requirements for 
inverters

 ✔ provisions specific to net 
energy metered facilities

 ✔ metering and monitoring 
requirements.

Several requirements have been phased in through time 
to help encourage the installation of more solar and energy 
storage. An important mandate is that new solar and stor-
age installations must use inverters that interact with distri-
bution networks. These inverters are critical components in 
microgrid systems, and interconnection rules can be extended 
to them. Inverter features include volt/volt-ampere reactive 
support functions that provide voltage controls through the 
in-phase current and reactive current elements of back-fed 
power. The dynamic volt/volt-ampere reactive support and 
ride-through capabilities add much needed synthetic inertia 
to the distribution system. Synthetic inertia can be analogous 
to that provided by mechanical generators when connected to 
an EPS. This is an important feature to have when consider-
ing protection. Inverter requirements that create challenges 
for the protection of loads and EPSs include soft starts that 
lessen the impact of extremely variable power back-fed to the 
utility, displacement power factor support, and inverter ride-
through to handle EPS disturbances.

In mid-2019, grid-connected inverters were mandated in 
California to have an Internet Protocol for communications, 
which is a set of standardized rules enabling computers to com-
municate on a network. Communication capabilities facili-
tate utility control and aggregation control. Aggregators and 
inverters communicating with utilities are to use the new IEEE 
2030.5, Standard for Smart Energy Profile Application Proto-
col, guidelines for communications, monitoring, and control.

Interconnection of a Microgrid
The interconnection and interoperability of microgrids and 
DERs with EPSs are guided by national and international 
standards. They specify electrical functionalities, general 
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electrical and safety codes, standards for physical construc-
tion, product safety rules that include functionality oper-
ating points, and state and local regulations and mandates. 
Further, the interrelationships of the requirements vary 
significantly from country to country, state to state, city 
to city, and, often, utility to utility. Smart grid technologies 
and microgrids use communication, such as power line carri-
ers, wireless systems, the Internet, and, recently, optical fiber, 
in newer and larger installations. Methods to improve control 
and monitoring functions when connected to EPSs are con-
tinuously being improved and implemented. It is noted that 
the communications ensuring that all systems are compat-
ible can have beneficial and detrimental impacts on protec-
tion. Many monitoring and measurement systems and devices 
depend heavily on wireless communications, communication 
methods, and protocols. The wide use of new communication 
technologies is covered by numerous standards, but communi-
cations for direct applications to protect microgrids and inter-
connected EPSs are in various and early development stages.

A simplified block diagram depicting the interconnection 
of a generic microgrid connected at a point of interconnection 
is shown in Figure 2. It is based on the requirements provided 
in the standard specifying the functions of microgrid con-
trollers, IEEE 2030.7. It is provided as an example of power 

flows and communications. Communications are often hard-
wired, but implementations now use more wireless connec-
tions, which have improving quality and security. Optical fiber 
is a desirable but more expensive communication media that 
provides inherent security and speed. The diagram shows that 
interoperability requirements are becoming more complex, 
and device compatibility is a new challenge to incorporating 
secure communications to optimize one or more microgrids. 
The aggregator shown in the figure can be used for a single 
microgrid that employs wireless and hardwired communica-
tions, and it can be used to gather the information provided by 
many microgrids. Its output can be used to provide improved 
protection and optimize the value of the combination of 
microgrids. Incorporating it provides an advantage in that 
components within a microgrid can be modularized without 
sacrificing the protection functionalities and interoperability 
with the utility distribution system.

Control categories associated with the interconnection of 
microgrid networks to an area EPS are provided in Figure 3. 
The device-level functions deliver control in microseconds 
to seconds. They are considered the primary control of a 
microgrid. The local area and microgrid supervisory con-
trol functions act in seconds to days and can be taken as 
the secondary control. The grid-interactive control functions 
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operate in minutes, days, or weeks. The three levels of 
com  patible controls work together to provide a safe, reli-
able, functional interconnection that is coordinated accord-
ing to standards and known characteristics of an EPS with 
interconnected microgrid elements. It is important to know 
the range of times related to these three levels of control 
to understand the related protection functions. New and 
updated standards will be a necessity as advanced hardware 
and control capabilities are introduced.

Standards for microgrids and the formation of an IEEE 
Standards Association (SA) working group to develop a 
guide to microgrid protection are forging a pathway to 
understanding and addressing safety needs. The protec-
tion standard will lead to the identification of requirements, 
rules, certifications, and compatibilities. Extensive testing 
using standards and certification will assure safe and reliable 
operations of microgrids and interconnected EPSs. Isolating 
faults is fundamental to protection. Examples of the interde-
pendencies of standards used for designing and deploying 
microgrid systems that are interconnected with a local or 
area EPS and compatible with the important interdependen-
cies appear in Figure 4.

Applicable IEEE Standards
IEEE standards cover many of the interconnection, interop-
erability, compatibility, and electrical conformance aspects of 
electrical system operations. Individual standards, series 
of standards, and internationally harmonized standards are 
often applied to ensure the stable and safe operation of sys-
tems and components connected to EPSs. Legacy and newly 
developed standards are available for operations and protec-
tion. Figure 4 illustrates a family of IEEE and closely related 
standards that influence microgrid products, system designs, 
and, recently, microgrid protection. More detail is provided in 
Tables 1–3, which collectively offer an overview of commonly 
used IEEE standards for microgrid and DER component and 
system specification, testing, and 
operations. Many of the standards 
apply directly to microgrids using 
photovoltaics, wind, and the asso-
ciated energy storage systems that 
provide a stabilized and dispatch-
able supply of energy.

IEEE 1547-2018, Interconnec-
tion and Interoperability of Dis-
tributed Energy Resources With 
Associated Electric Power Systems 
Interfaces, is the most protection-
relevant IEEE standard. Based on 
operational experience and the 
proliferation of DERs, the standard 
was extensively updated in 2018. 
The revisions were a major shift 
for interconnections to EPSs, in that 
support from interconnected DERs 

was not allowed in IEEE Standard 1547-2003 but is required 
in IEEE Standard 1547-2018, which provides requirements 
for grid support. It includes requirements relevant to intercon-
nections and interoperability regarding performance, operation 
safety, maintenance, and security. It also provides specific pro-
tection related requirements such as trip timing, ride-through 
limits, grounding compatibility, and when to cease to ener-
gize. It does not specify or cover mandates for the protection 
of devices and interconnected EPSs. However, it has spurred 
activity for protection-related guides and stipulations that are 
being developed within IEEE standards groups.

Protection-Related Standards  
Included in the IEEE 2030 Series
The IEEE 2030 series of standards provides guidance, recom-
mended practices, and requirements for devices and systems. 
They facilitate smart grid functionalities, such as voltage ride-
through, voltage control, and microgrid functionalities when 
connected to an EPS. The original IEEE Standard 2030.5 has 
been extensively modified and updated to provide for utility 
management of the end-user energy environment. New provi-
sions include demand response, load control, time-of-day 
pricing, management of distributed generation, and electric 
vehicles. It offers an up-to-date standard for test procedures 
that includes compatibility with the Smart Energy Profile 2.0 (a 
communications protocol). The use of protocols helps to deter-
mine methods for more consistent operations that incorporate 
newer protection methods.

The IEEE 2030.7-2017 and IEEE 2030.8-2018 standards 
were recently approved and exclusively address microgrid 
controllers. They do not prescribe protection schemes de -
ployed within microgrids, including the safety functions of 
individual components and assets. Nor do they mandate the 
adaptation of protection schemes in transitions from grid-
connected to islanded modes and the protection coordina-
tion that may be required with the distribution grid. They do 
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figure 3. Hierarchical control interactions that impact protection from IEEE Standard 
2030.7.
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describe transitions involving EPSs, and those shifts affect 
conditions such as the fault response, coordination, and the 
trip response when interconnected with an EPS as well as 
fault detection, clearing, voltage control, and frequency. 
All are critical functions that support the ability to protect 
microgrids and interconnected EPSs.

The approved standards are being adopted and refer-
enced by regulators, utilities, microgrid developers, and 
stakeholders. State regulators and utilities refer to them for 
interconnection rulemaking and requirements as well as 
for considering any microgrid-related tariffs for reliability 
and resiliency. Compliance with the standards is now being 
required in requests for proposals and final contracts for 

microgrid installations in California. The mandates for 
compliance to IEEE 2030.7 for microgrid specifications are 
expanding to commercially funded projects. Taken together, 
these two standards enable flexibility and the customization 
of the components and control algorithms to be specified, 
certified, and deployed in microgrids, without sacrificing 
and limiting advanced functionality and  compatibility.

Protection is being addressed in IEEE P2030.12, Draft 
Guide for the Design of Microgrid Protection Systems. 
IEEE P2030.12 is being developed by the IEEE SA’s Guide 
for the Design of Microgrid Protection Systems Working 
Group. The document is intended to be an IEEE guide for 
“the design of microgrid protection.” It is sponsored by the 
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IEEE Power & Energy Society Committee on Power Sys-
tem Relaying and Control. The IEEE SA approved the 
project authorization request on 27 September 2018. The 
working group has begun the document and is aggres-
sively conducting meetings every two months to acceler-
ate its development for acceptance in or before Decem-
ber 2022. Table 2 lists microgrid-related standards in the 
IEEE 2030 series.

Other IEEE Microgrid  
and Protection-Related Standards
Many IEEE standards have been written to provide guides, 
recommended practices, and requirements for generation, 
storage, and protection related to EPSs that are intercon-
nected with DERs and microgrids. One standard that is pro-
tection specific is detailed in Table 3.

IEC Standards and  
Technical Specifications
The IEC is a worldwide organization for the preparation and 
publication of international standards for all electrical, elec-
tronic, and related technologies. The IEC Technical Specifica-
tion (TS) 62898 series provides general guidelines and technical 
requirements for microgrid projects. IEC TS 62898-3-1:2019, 
Microgrids—Part 3-1: Technical Requirements—Protection and 
Dynamic Control, establishes new protection and dynamic con-
trol requirements to address fault protection and dynamic control 
problems in microgrids. It covers the following:

 ✔ fault detection strategies
 ✔ general technical requirements for protection in 
microgrids

 ✔ dynamic control for transient and dynamic distur-
bances in microgrids

table 1. The IEEE 1547-related standards that are the most pertinent to microgrid protection.

IEEE Standard Title Protection Relevance and Description Notes

IEEE 1547-
2018, 
active 
standard

IEEE Standard for 
Interconnection and 
Interoperability of 
Distributed Energy 
Resources With 
Associated Electric  
Power Systems  
Interfaces

Foundational category
This standard provides most of the basic 
requirements for consistent and safe 
interconnections that can be made with 
the compatibility of legacy protection 
schemes and the development of new 
safety standards.

This is a complete revision of IEEE 
Standard 1547-2003. It brings 
interconnection rules in line with efforts 
to implement a smarter, more distributed 
grid. Interim requirements to allow 
modifications of previous interconnection 
(2003) rules were applied. This note is 
provided because a significant number of 
utilities in the United States still use the 
older 2003 standard.

IEEE 1547.1-
2020,
active 
standard

IEEE Standard 
Conformance Test 
Procedures for Equipment 
Interconnecting 
Distributed Energy 
Resources With Electric 
Power Systems and 
Associated Interfaces

Structural category
The relevance to protection is that testing 
to validate IEEE Standard 1547-2018 
provides data for performance, set 
points, accuracy, and consistency that 
will be compatible with or impact the 
operations of protection methods and 
equipment.

This new guide specifies the type, 
production, commissioning, and 
periodic tests and evaluations to confirm 
conformance with IEEE Standard 1547.

IEEE 1547.2-
2008,
under 
revision

IEEE Application Guide 
for IEEE Standard 
1547: IEEE Standard 
for Interconnecting 
Distributed Resources 
With Electric Power 
Systems

Building block category
This standard guides the application of 
IEEE Standard 1547-2018 to designs and 
installations. A thorough understanding is 
necessary when analyzing and applying 
IEEE Standard 1547 to interconnection 
protection. The protection will be better 
designed and installed by understanding 
the requirements.

A new IEEE P1547.2, Draft Application 
Guide for IEEE Standard 1547 for 
Interconnecting Distributed Resources 
With Electric Power Systems, is being 
drafted as an update to include IEEE 
Standard 1547-2018 requirements.

IEEE 1547.7-
2013,
active 
standard

IEEE Guide for 
Conducting Distribution 
Impact Studies for 
Distributed Resource 
Interconnection

Building block category
This version of IEEE Standard 1547.7 is 
provided here because many utilities 
still use IEEE Standard 1547-2003 for 
interconnection requirements. Impacts, 
such as reverse current and ground fault 
detection, apply to smart grid protection 
and legacy (2003) requirements.

This standard provides alternative 
approaches and good practices for 
engineering studies of the potential 
impacts of single and aggregate DERs 
interconnected to the electric power 
distribution system. An understanding of 
impacts and potential disruptions applies 
to improving protection.

IEEE P1547.9,
new standard 
project

Guide to Using IEEE 
Standard 1547 for 
Interconnection of Energy 
Storage Distributed 
Energy Resources with 
Electric Power Systems

Building block category
Energy storage in systems connected 
to EPSs is becoming an important 
element for EPS support that will, in 
turn, be important considerations for 
compatibility with legacy and new 
protection methods.

The requirements for this new standard 
must be compatible with interconnected 
distribution system protection.
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 ✔ fault protection for microgrids
 ✔ communication requirements for microgrid central-
ized protection.

IEC TS 62898-3-1 focuses on the differences between conven-
tional power system protection and new solutions for safety 
functions specific to microgrids. The complexity of protec-
tion systems for microgrids can be very different depending 
on architectures and interconnections. For example, protec-
tion systems are different for microgrids connected to resi-
dential low-voltage grids and meshed transmission grids.

Product Safety Standards
Listings and certifications are somewhat synonymous meth-
ods to ensure that components, devices, subsystems, and 
systems have been evaluated for safety and common perfor-
mance requirements. Listings and certifications are typically 

validated via nationally and internationally approved laborato-
ries. Increasingly, several standards for listing and certification 
have been harmonized to address the needs for equipment and 
system requirements in the many variations of international 
electrical distribution systems. The most common harmonized 
standards pertinent to the protection of microgrid systems are 
addressed in the following sections related to standards writ-
ing laboratories. It is important to note that no Underwriters 
Laboratory (UL) standard directly addresses protection; certi-
fication processes and testing need to consider compatibilities 
with legacy and evolving protection that will apply to inter-
connected DERs and microgrids. The UL 3001 standard cur-
rently being developed and described in Table 4 is an example 
of increasing relationships between different standards.

These product standards are more than just older mechan-
ical safety rules. Those associated with DERs, intermittent 

table 2. The IEEE 2030 standards that are the most applicable to microgrids and protection.

IEEE Standard Title Protection Relevance and Description Notes

IEEE 2030.5-
2018,
active 
standard

IEEE Standard for 
Smart Energy Profile 
Application Protocol

Structural category
This standard enables utility management 
of end-user energy environments, 
including demand response, load 
control, time-of-day pricing, distributed 
generation, electric vehicles, and so on. It 
is structural because it can be used to aid 
the protection of the grid and microgrids.

This standard is often applied to 
state mandates for communication 
protocols that can be tied to protection. 
State mandates are tied to important 
standards, such as IEEE 1547-2003 for 
interconnections and UL 1741 smart 
inverter requirements.

IEEE 2030.7-
2017,
active 
standard

Standard for the 
Specification of Microgrid 
Controllers

Foundational category
This standard provides all the functional 
specifications for microgrid controllers. 
These specifications guide the 
performance of the microgrid and the 
output characteristics that can directly 
affect protection processes.

This standard provides functional 
specifications for microgrid controllers 
and is coupled with IEEE Standard 2030.8 
for testing. The functional specifications 
include transition timing and waveform 
quality, two fundamental areas that affect 
protection processes.

IEEE 2030.8-
2018,
active 
standard

Standard for the Testing 
of Microgrid Controllers

Structural category
This standard is tied to IEEE 2030.7 
and covers the testing of microgrid 
controllers.

This standard provides testing 
requirements for microgrid controllers 
covered by IEEE 2030.7, with the 
same dependencies and guidance for 
protection.

IEEE 
P2030.11,
project 
underway

Distributed Energy 
Resources Management 
Systems Functional 
Specification

Foundational category
The functional specifications for DER 
management systems will be important 
factors in designing and deploying 
protection for DERs and microgrids. 
The management system will provide 
controls for coordinating system 
operations that may interact with 
protection methods.

This standard project guides the 
development of functional specifications 
for DER management systems. It includes 
guiding principles for the application and 
deployment of DER management systems 
that, in turn, will interact to varying 
degrees with protection systems.

IEEE 
P2030.12,
project 
underway

Draft Guide for the 
Design of Microgrid 
Protection Systems

Foundational category
The resulting selection and design 
guidance will facilitate the deployment 
of protection systems through different 
approaches to detect problems and 
protect microgrids. The standard will 
address protection configuration and 
challenges, protection system structures, 
modes of operation, system coordination, 
requirements for microgrid energy 
management, and communication system 
structures.

This project encompasses the design 
and selection of protective devices and 
the coordination for various modes of 
microgrid operation, including grid-
connected and islanded modes and 
related transitions between modes.
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table 3. The IEEE C37 protection-specific standard.

IEEE Standard Title Protection Relevance and Description Notes

IEEE C37.106-
2003,
active 
standard

IEEE Guide for Abnormal 
Frequency Protection for 
Power Generating Plants

Structural category
This guide provides information for 
applications of relays based on 2003 
products. Updates appear to be overdue 
for attention.

This guide was developed to assist 
protection engineers with applying 
relays for the protection of generating 
plant equipment from damage caused 
by operations at abnormal frequencies, 
including overexcitation.

exports of energy, and EPS interconnections provide criti-
cal set points for exporting and importing power, response 
times, and methods to validate components and systems for 
listing. It is noted that these new product standards apply 
to components, equipment, subsystems, and systems. One 
example of a listing that includes several areas of testing and 
disciplines is UL 1741, Standard for Inverters, Converters, 
Controllers, and Interconnection System Equipment for Use 
With Distributed Energy Resources. The UL 1741 require-
ments cover inverters, converters, charge controllers, and 
interconnection system equipment intended for use in util-
ity-interactive standard (grid-connected) power systems and 
islanded systems. Utility-interactive inverters and converters 
are typically intended to be operated while connected to an 
EPS to supply power to common loads.

To illustrate some of the complexity and interplay of com-
patible and linked standards, utility-interactive standard equip-
ment requirements are intended to supplement and be used in 
conjunction with IEEE 1547, Standard for Interconnecting 

Distributed Resources with Electric Power Systems, and IEEE 
1547.1, Standard for Conformance Test Procedures for Equip-
ment Interconnecting Distributed Resources With Electric 
Power Systems. The requirements specified in UL 1741 include

 ✔ power systems that combine other alternative energy 
sources with inverters, converters, charge controllers, 
and interconnection system equipment in system-
specific combinations that include protection, such as 
overvoltage and frequency

 ✔ products that are intended to be installed according 
to the National Electrical Code (National Fire Protec-
tion Association 70) and that often require protective 
devices that are considered to be protection for an in-
terconnection or system

 ✔ references to the nearly 100 UL standards that are used 
to certify hardware and software applicable to utility-
interactive inverters, protection devices, and systems.

A new UL 3001 standard is being developed that will apply 
to components and systems associated with DERs and 

table 4. The UL standards applicable to microgrid systems and protection.

UL Standard Title Protection Relevance and Description Notes

UL 1741,
active 
standard

Standard for Inverters, 
Converters, Controllers, 
and Interconnection 
System Equipment for 
Use With Distributed 
Energy Resources

Structural category
This standard provides specifications 
for characteristics that can impact 
interconnection operations and safety, 
including protection settings and 
operation details.

This standard is for product certification. 
Certification provides operation safety 
and compatibility information that can 
be related to devices and processes, 
including protection. This standard is 
being harmonized as UL 62109 for 
compatibility with IEC 62109. It is written 
to be compatible with the California 
Public Utility Commission Rule 21, which 
focuses on smart inverter functionality.

UL 1741 
Supplement A,
UL 1741 
Supplement B,
active 
standards

Supplement SA—
Grid support—Utility 
interactive equipment 
Supplement SB—
Compatibility with IEEE 
1547.1

Structural category
The combined extensions of UL 1741 
provide for the testing and performance
requirements of the conversion devices
used in DERs and microgrids. They 
will aid in designing protection 
methodologies and systems.

UL 1741-SA and UL 1741-SB add to 
product safety standards that lay out 
manufacturing (including software) and 
product requirements for inverters that are 
more capable of meeting requirements for 
EPS out-of-spec excursions and improving 
EPS reliability.

UL 3001,
under 
development

Safety Standard for 
Distributed Energy and 
Storage Systems

Structural category
This a new product safety standard 
for DERs and storage systems, which 
are often called microgrids. Listing 
systems will provide insight into the 
characteristics of DER and microgrid 
functionalities that facilitate protection.

UL 3001 is a listing standard that is 
based on systems installed by qualified 
persons following the instructions and all 
applicable codes and standards. Hence, a 
listed product is evaluated for safety and 
selected functionality.

UL: Underwriters Laboratory.
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microgrids, where compatibility with protection will be 
considered while developing listing testing procedures. It 
builds on the requirements of UL 1741, UL 1741 Supplement 
A, and UL 1741 Supplement B, which are all listing stan-
dards related to IEEE 1547-2018. Table 4 provides a list of 
UL standards that apply to various aspects of system protec-
tion with DER interconnections.

Communication and Cybersecurity 
Considerations for Protection
Microgrid protection engineers often depend on communica-
tion systems for critical protection data and control informa-
tion. Ethernets used in business and home Internet connections 
are vulnerable to frequent interruptions and hacking from 
outside sources and are unacceptable for secure microgrid 
communications. Protection schemes for microgrids must be 
hardened, and cybersecurity policies, plans, and procedures 
must be implemented on operational technology.

Advanced communications are required for new protection 
strategies. Examples include signaling and dispatch requests, 
the coordination of transitions with microgrids and DERs, 
phasor measurement units for EPS stability, adaptive loads, 
resource logic for predictive and economic schemes, and cus-
tomized logic for fault detection and mitigation processes. 
These communications must be reliable and secured to foil 
cyberattacks. There will be instances where one-way commu-
nications on dedicated hardwired lines and optical lines will 
be necessary to ensure cyberattack immunity. Isolated feed-
back will be required as well. The self-diagnosis of anomalies 
within communications hardware and throughout connected 
equipment must be included. A drawback of any communica-
tion system is the need for cybersecurity, which adds complex-
ity. Systems must also be able to operate without communica-
tions, albeit in some curtailed but safe fashion.

One advanced communication method involves mesh 
networks to support the monitoring of individual systems 
and the provisioning of inputs to ancillary protection 
systems. Mesh networks have been used for microinvert-
ers with photovoltaic systems employing ac modules and 
microinverters, where each device can communicate with 
its neighbor. When adding hundreds or thousands of micro-
inverters to a utility distribution system with protection 
devices, the communications and reactions in a mesh net-
work are fast and accurate. The topology of a mesh network 
provides monitoring and control redundancy and multiple 
pathways for more reliable information exchanges. The 
concept supports adaptive protection schemes and detect-
ing and mitigating faults, with each device reporting its 
status to a nearby system or to an aggregator that, in turn, 
determines where problems are located. Isolating faults is 
fundamental to protection. Most devices in a system use the 
received information to either block or permit an action to 
quickly isolate faults. An  aggregator (shown in Figure 2) 
can conduct an analysis to determine which devices to trip 
while recording an event.

Conclusions
The increased deployment of DERs, energy storage, and 
microgrids is fueling the need for, and the development of, 
standards to integrate these technologies into the electric 
grid. In the first wave, we see relatively mature standards for 
the performance, testing, and certification of grid-following 
DERs. With the ability of microgrids and storage to form 
grids, a whole new set of standards is now necessary. As 
discussed in this article, there is progress toward addressing 
communication, control, interoperability, and related cyber-
concerns. However, there is a major standards development 
challenge ahead to address complex system compatibility and 
protection issues.

DER-related standards that are available, under develop-
ment, and in process have been described in this article. Most 
are crafted via a consensus process and require stakeholder 
and subject matter expert input and agreement. Multifaceted 
microgrid systems bring an added dimension to both the 
breadth and the required detail of the standards development 
process. There will be an increased need for coordination 
and harmonization. The challenges and opportunities are 
as vast as the adoption of advanced microgrids and related 
technologies that are an important part of the evolution to a 
smarter, less centralized grid.
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THIS HISTORY OF WIND ENERGY 
in Denmark describes how top-down 
policy support and bottom-up initia-
tives shaped the Danish wind power 
sector, ultimately facilitating the in-
tegration of wind energy in the grid. 
From the early days of wind power, 
innovative entrepreneurs tinkered 
with and improved upon the emergent 
wind power technologies, but coal 
and oil remained the prioritized fuels 
for the almost entirely energy import-
dependent country. After the economic 
shock of the global energy crisis in the 
1970s, the Danish government focused 
on energy efficiency, independence, 
and diversification and sought alter-
natives to oil. Proactive antinuclear 
movements called for alternatives to 
nuclear power.

As environmental awareness in-
creased, the energy policy goals trans-
lated to the integration of renewable 
energy resources in the grid. Already 
popular among the public, cooperatively 
owned wind farms emerged throughout 
the country. However, as the onshore 
wind power technologies grew to in-
dustrial scale and height, support for 
specific local wind farm projects could 
no longer be taken for granted. Mean-
while, the offshore wind power sector 
matured, and the price of offshore wind 
power generation decreased. This brief 
historical account aims to describe the 
complex technological journey of the 
wind power sector in Denmark.

Wind Energy in  
Denmark
Denmark, a small Nordic country, 
is well known for wind energy, wind 
power technologies, and wind farms. 
The country is also known for its high -
ly flexible and interconnected domes-
tic power system as well as for inte-
grating large amounts of renewable 
energy resources (mostly wind power) 
into the energy system in a relatively 
short time.

In 2019, wind power accounted for 
almost 50% of the total national elec-
tricity consumption in Denmark. The 
country currently produces the high-
est amounts of wind power per capita 
in the world, and approximately 2.3% 

of its private-sector jobs are within the 
wind power industry and supply chain. 
Denmark is part of the highly inte-
grated Nordic electricity market, and 
the energy and technology mix in the 
country is varied.

Denmark is naturally rich in wind 
resources. The Danes have harvested 
wind power for centuries, and various 
early wind-powered technologies have 
been popular throughout history. This 
account explores the modern history of 
wind power in Denmark. It outlines 
the early development of wind power 
technologies, describes key histori-
cal events and political decisions 
on this technological journey, and 
tells how wind power technologies  
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gradually grew to industrial-
scale height and production ca-
pacity (see Table 1).

The Early Days:  
Wind Power for  
Rural Development
Poul la Cour (born 1846) was a 
Danish pioneer of wind power 
and a prominent figure in the 
Danish enlightenment move-
ment. His visionary idealism 
would become pivotal for the 
early electrification of Denmark. 
La Cour constructed the first 
wind turbine that produced elec-
tricity in 1891, and he imagined 
how rural populations could har-
vest wind energy for mechaniza-
tion and modernization of farm-
ing practices and for warmth and 
light (Figure 1).

La Cour and 21 par tners 
established the Danish Wind 

Electricity Company (D.V.E.S.) 
i n  1903.  D.V.E .S.  educated 
electricians on how to establish 
small electricity plants pow-
ered by wind throughout the ru-
ral parts of Denmark and thus 
contributed to the early electri-
fication of the country. In 1918, 
120 wind-powered electricity 
plants delivered 3% of the total 
national electricity use, and as 
many as 20,000–30,000 private 
farms used small private wind 
turbines for powering pumps, 
chainsaws, grinders, threshing 
machines, and so on. Howev-
er, the diesel motor and, later, 
electr ical motors gradually 
took over.

Inspired by airplane pro-
pellers, J.  Jensen and P. Vind-
ing designed more aerodynamic 
wind turbine wings in  1919. 
Other local entrepreneurs and 

figure 1. An early wind turbine, 1891. (Source: 
Poul la Cour Fonden and the Poul la Cour Mu-
seum; used with permission.)
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tinkerers also experimented with 
the emergent wind power technolo-
gies, and this wind power innovation 
was encouraged by the state. During 
1919–1926, the Danish association for 
the use of wind power was granted state  
support, and the Danish State evaluated  

the energy effic iency  of  t he  most 
common wind turbines at the time. 
With a 43% efficiency rate in harvesting 
the power of wind, the propeller wind 
turbine was ranked as the best. Practi-
cal and theoretical wind power-related 
research topics were debated enthusiasti-

cally in the national engineering journal 
The Engineer (in Danish: Ingeniøren). 
See Figures 2 and 3.

Postwar Enthusiasm
During World War II, wind turbines 
again provided a welcome source of 
power as energy resources were scarce. 
However, general interest in wind pow-
er dwindled quickly as energy imports 
normalized after the war.

After the shock of war, agricul-
tural, medical, and technological ad-
vances generated optimism about the 
future. The collective experiences of 
wartime resource and energy scarcity 
served as a reminder of fuel depen-
dency. The Danish government set out 
to develop and improve the electricity 
grid, prioritized coal imports for cen-
tralized electricity generation, and 
accepted hydropower from Norway. 
However, importing coal proved chal-
lenging under the postwar political 
frictions: coal imports from the East-
ern Bloc countries proved unstable, 
and coal imports from the Western 
Bloc countries were costly.

The economists in the Organisation 
for European Economic Co-operation 
rightly predicted that the European re-
construction work after the war would 
lack sufficient energy resources, and they 
discussed the use of wind power as an 

table 1. Timeline: A brief history of wind power in Denmark.  

Year Key Events and Political Decisions

1891 Wind turbine by Poul la Cour

1903 Danish Wind Electricity Company (D.V.E.S.) founded 

1914 1914–1918: World War I

1919 Wind turbine with aerodynamic wings; design J. Jensen and P. Vinding 

1939 1939–1945: World War II

1950 The Vester Egesborg turbine

1952 Application for Marshall Plan support for wind power research 

1963 Silent Spring, book by Rachel Carson 

1973 90% of the total national energy consumption based on imported oil

1973 First international energy crisis

1976 Danish Energy Agency established

1978 The Tvind turbine, the largest in the world at the time

1979 Second international energy crisis

1979 Public protests against nuclear power

1979 Danish Energy Policy 1979

1985 Parliamentary decision: “no” to nuclear

1987 The Brundtland Report

1990 Energy 2000, the first plan for low-carbon energy transitions in the world

1991 Vindeby Offshore Wind Farm, the first offshore wind farm in the world 

1992 United Nations Framework Convention on Climate Change

1997 The Kyoto Protocol implements objectives of the United Nations Framework 
Convention on Climate Change 

2000 13% of the total national electricity consumption supplied by wind power

2004 Energy Agreement

2006 An Inconvenient Truth, book by Al Gore 

2008 2008–2011: Energy Agreement and Renewable Energy Act 

2010 Anholt Offshore Wind Farm; the largest in the world at the time 

2012 2012–2018: Energy Agreement

2015 Paris Agreement signed by 197 countries

2018 46.9% of the total national electricity consumption supplied by wind power

2018 Energy Agreement

2019 Climate Act

The Danes 
have harvested 
wind power 
for centuries, 
and various 
early wind-
powered 
technologies 
have been 
popular 
throughout 
history.
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alternative. The Danish authorities asked 
the Danish Association of Electricity 
Plants to establish a wind power com-
mittee and applied for Marshall Plan 
support in 1952 (the Marshall Plan was 
an American aid program for Europe af-
ter World War II). The goal was further 
research in wind power-related technolo-
gies. Nuclear power was seen by some as 
a symbol of modernization and prog-
ress and as a viable energy alternative. 
The Danish research station for nuclear 
power, Risø, was opened in 1958.

The Gedser turbine was erected in 
1957. This wind turbine was based on 
research by Johannes Juul, a student of 
la Cour. However, wind power research 
in Denmark was no longer recom-
mended in 1962 because the price of 
electricity from the Gedser turbine was 
double the price of electricity gener-
ated from coal or oil. Juul opposed this 
decision. He emphasized the benefits 
of locally harvested energy resources 
versus energy import dependency. He 
also suggested that wind turbines could 
become a future national export (see 
Figures 4 and 5).

The Global Energy 
Crisis
The 1960s were characterized by the in-
ternational race for the moon, Vietnam 
War, hippie movement, Cuban Missile 
Crisis, and civil rights movement. The 
release of the book Silent Spring by 
Rachel Carson in 1963 marked the be-
ginning of growing international envi-
ronmental awareness and concern, and 
antinuclear movements mobilized.

In Denmark, the 1960s were char-
acterized by an economic upswing, 
a healthy economy, and the growing 
Danish welfare state. Oil was inexpen-
sive, abundant, and easy to transport. 
It required minimal initial investments, 
and for these reasons, oil was the pri-
oritized fuel. Living standards im-
proved throughout society. Consump-
tion grew, and carpooling flourished. 
Industry transitioned to oil, and the oil 
demand increased. In the early 1970s, 
more than 90% of nationally consumed 
fuels were imported from the Middle 
East, and the Danish  government prac-

ticed a noninterventionist and rather 
relaxed approach to ensuring future 
fuel supplies.

The oil crisis in the 1970s was a 
shock and a wake-up call, and it high-
lighted the extreme energy import de-
pendency of the country. By the late 

1970s, the price of oil had increased 
exponentially. The economy deteriorat-
ed, and unemployment soared. Short-
term government mediatory measures 
comprised, for example, car-free Sun-
days. Throughout society, everybody 
suffered from the effects of the energy 
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crisis. In Denmark, the energy crisis revived in-
terest in harvesting locally available wind power. 
Individual enthusiasts, local initiative groups, and 
small private companies experimented with the 
emergent wind power technologies, and they often 
did so via private funding and at personal risk.

Top-Down and  
Bottom-Up Support  
for Wind Power
In response to the energy crisis, Danish authori-
ties initiated longer-term energy policy initiatives, 
broadly captured via the headlines of energy diver-
sification, energy efficiency, and energy indepen-
dence. More specifically, this entailed diversifying 
the fuel and technology mix in the energy system, 
harvesting locally available energy resources (e.g., 
wind and solar), and reducing the national energy 
consumption overall. The primary goals were to 
reduce energy import dependency and protect 
the national economy. Mirroring the ideology of 
the growing Danish welfare state, these policy 
initiatives were also designed to provide stable 
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figure 2. A wind turbine (1920), designed by J.C.H. Ellehammer. 
(Source: Danish Museum of Science and Technology; used with 
permission.)

figure 3. The wind motor factory in Lykkegaard, part of Gislev 
electricity works (1923). (Source: Danish Museum of Science and 
Technology; used with permission.)
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and affordable energy supplies for all 
Danish citizens.

In the 1970s, the Danish govern-
ment gradually introduced measures 
supportive of the then-embryonic 
wind power industry: a wind power 
feed-in tariff was introduced in 1976, 
wind power research was supported, 
and wind turbines certified from a 
Danish test center received 30% sub-
sidy support. The energy crisis led to 
renewed interest in the Gedser tur-
bine, and from the bottom up, local 
initiative groups emerged. In 1977, the 
small fishing village of Klitmøller on 
the west coast of Denmark planned 
and deployed a wind farm with eight 
turbines with the aim of supporting 
the electricity and heating of entire 
village. The largest wind turbine in 
the world at the time, the Tvind tur-
bine (900 kW), was raised in 1978. 
Wind turbines gradually increased 
in size and efficiency, and in 1979, a 
small Danish company called Vestas 
commenced the mass production of 
them. 1979 was also the year of the 
second international energy crisis.

A Public “No” to Nuclear
While the fall of the Berlin Wall 
marked the official and hopeful ending 

of the East–West divide, fears of the in-
creasingly accepted reality of climate 
change lingered. Environmental di-
sasters repeatedly made the headlines, 
and scientists talked of  environmental 
degradation and mass extinctions. In 
1987, the Brundtland Report was 
published by the World Commission 
on Environment and  Development.

In Denmark, the economy suf-
fered after the international energy 
crisis. Environmental awareness grew, 
and antinuclear sentiments were pre-
dominant among the public. Envi-
ronmentalists and nongovernmental 
organizations, researchers and energy 
experts, inventors, and local commu-
nities sought alternatives. From the 
bottom up, renewables, for example, 
wind and solar, were widely support-
ed as locally available “green” and 
sustainable energy resources. These 

renewables were also celebrated as 
alternatives to nuclear. Drawing upon 
the rich Danish history of coopera-
tives from various sectors in society, 
local initiative groups organized as 
wind farm cooperatives had already 
invested in and jointly financed small-
er wind farms or wind turbines. As 
the wind turbines grew in size and 
production capacity, this Danish wind 
farm cooperative movement quickly 
spread throughout the country.

During the 1980s, researchers pre-
sented numerous scenarios for the fu-
ture of the Danish electricity grid. One 
such scenario envisioned an electricity 
system based on locally harvested wind 
power and Norwegian hydropower. An-
other suggested that 240,000 wind tur-
bines, sited along the Danish coastline, 
could supply more than half the elec-
tricity consumed in the country. In 

figure 4. The Gedser wind turbine 
(1957). (Source: Danish Museum of 
Science and Technology; used with 
permission.)
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1985, the Danish government final-
ly—and conclusively—voted “no” to 
nuclear power in the future Danish 
energy system. In 1986, a nuclear 
disaster devastated Chernobyl in the 
Soviet Union.

From the top down,  r enewable 
energy technology R&D was sup-
ported by the Danish State: the govern-
ment engaged in wind power R&D 
programs, subsidized the harvest of re-

newables, and instructed electricity com-
panies to develop and deploy 100-MW 
wind power by the year 1990. In 1987, 
close to Vordingborg in Denmark, the 
largest wind farm in Europe at the 
time was connected to the grid (five 
turbines at 750 kW each). Technolo-
gies for wind power generation at sea 
were taking form, and in 1987, the 
Government Committee for Offshore 
Wind Farms was established.

The Environmental Turn in 
Danish Energy Planning
The United Nations Framework Con-
vention on Climate Change was ad-
opted in 1992, and the Kyoto Protocol 
was adopted in 1997, implementing 
its objectives.

The wind power industry in Denmark 
was gaining momentum. Wind turbines 
grew in height, and their energy efficien-
cy improved. The wind power capacity 
in the grid increased accordingly. In the 
1990s, Danish energy and environmen-
tal politics were intertwined. Minister 
of the Environment Svend Auken pri-
oritized green growth and sustainable 
development and introduced a plan for 
greenhouse gas reductions—initiatives 
that would also benefit the Danish wind 
power industry.

In 1993, the minister encouraged lo-
cal councils to start the process of mu-
nicipal wind farm planning. From the 
mid-1990s, state subsidies encouraged 
replacing older and inefficient onshore 
wind turbines with modern wind power 
technologies, and in 1996 the electricity 
companies were instructed to increase 
existing onshore wind power capacity 
by a total of 900 MW by the year 2005 
(see Figures 6 and 7).

Wind Power Generation 
at Sea
The very first offshore wind farm in the 
world, Vindeby Offshore Wind Farm (11 
turbines at 0.45 MW each), was connect-
ed to the grid in 1991. In 1995, the Off-
shore Commission revealed five poten-
tial offshore wind farm sites of authority 
interest in Danish maritime territories, 
and in 1997, Auken, now minister of the 
Environment and Energy, surprisingly 
promised the world 750 MW of offshore 
wind farm capacity at a World Wild-
life Fund meeting in Washington, D.C. 
A 1997 report documented that  offshore 
wind power generation was now much 
cheaper than previously anticipated, and 
in 1998, the ministry instructed electric-
ity companies to develop five Danish 
offshore wind farms with a total capac-
ity of 750 MW.

By the late 1990s, small or large 
wind farm cooperatives and individuals  

figure 5. The Gedser wind turbine: 200 kW, 38 m/s, wind catchment area 450 m2, 
diameter 24 m. (Source: Danish Museum of Science and Technology; used with 
permission.)
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still owned most of the 6,300 wind tur-
bines in Denmark. As the efficiency 
of wind power technologies improved, 
public utilities also started investing in 
wind farms (see Figure 8).

Growing Resistance  
to Wind Farms
The twin towers terror attack on 11 
September 2001 in the United States 
shadowed the turn of the century, and 
in 2006, messages from the docu-
mentary An Inconvenient Truth by 
Al Gore and Davis Guggenheim hit 
the headlines.

In 2000, approximately 13% of 
the total national electricity consump-
tion in Denmark was produced by the 
power of the wind. With a produc-
tion capacity of approximately 2 MW, 
the total height of the newest onshore 
wind turbines now exceeded 100 m at 
the tips of the wings. As these modern 
wind power plants grew in height and 
number, they also became more promi-
nent throughout the Danish landscape.

The turn of the century was not 
favorable for renewable energy tech-
nologies in Denmark. With the right-
wing government in power from 2001,  
incentives supportive of renewables 
were cut back, policies were uncer-
tain, and the now-liberalized electric-
ity market fluctuated. As the modern 
wind turbines grew to industrial-scale 
height and capacity, technical and legal 
complexities increased accordingly as 
did the investments and risks involved. 
Owners of these industrial-scale wind 
farms were typically private investors, 
companies, external developers, utili-
ties, or public/private partnerships. The 
role and importance of the bottom-up 
wind farm cooperative movement from 
the early days of wind power dwindled.

Historically, wind power and wind 
turbines had been popular among the 
Danish public. However, plans for lo-
cal wind farms became a source of 
social controversy. Support for local 
wind farm projects could not be taken 
for granted. Groups in opposition to 
specific local wind farm projects mo-
bilized, stories of resistance to local 
wind farms frequently made the news, 

and sometimes political support for 
municipal wind farm planning initia-
tives was lacking.

In 2008, the winds of political change 
favored the planning and deployment of 
renewable energy  technologies—and 
wind farms—yet again. A broad politi-
cal coalition Energy Agreement outlin-
ing future low-carbon energy-transition 
processes and initiatives was negotiated, 
and wind farm planning was prioritized. 
Supporting the integration of renewable 

energy resources in the energy system, 
the Renewable Energy Act (REA) gath-
ered all renewable energy technology-
related legislation into one comprehen-
sive legal framework. REA comprised 
four policy measures promoting local 
engagement in and acceptance of new 
local wind farms among the local public. 
For   example, future wind farm “neigh-
bors” would be offered the opportunity 
to invest in wind farm shares (minimum 
20% of the wind farm project) according 

figure 6. The Rødby Fjord Wind Farm, Denmark, 3 MW. (Courtesy of Vestas 
Wind Systems.)

figure 7. The Hvide Sande Wind Farm, Denmark, 3 MW. (Courtesy of Vestas 
Wind Systems.) 
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to predefined REA criteria. Compensa-
tion for potential reduction in property 
value due to wind farm proximity could 
also be granted according to REA crite-
ria. The REA  policy measures have been 
adjusted and refined over the years.

The Offshore Wind Power 
Sector Matures
As onshore wind farms faced more fre-
quent opposition, offshore wind turbine 
technologies matured, and the offshore 
wind power industry grew. Horns Rev 
1 offshore wind farm was connected to 
the grid in 2002 (80 wind turbines at  
2 MW each). It was the largest offshore 
wind farm at the time. In 2010, Anholt 
offshore wind farm became the largest 
offshore wind farm in the world (111 
wind turbines at 3.6 MW each).

In continuation of the 2008 Energy 
Agreement, the 2012–2020 broad po-
litical coalition Energy Agreement also 
comprised multiple, ambitious low-car-
bon energy-transition goals, including 
plans for a 450-MW offshore coastal 
wind farm tender. The government 
did not predict the level of social, po-
litical, and legal controversy that would 
follow in the wake of these planned 
wind farms close to the Danish coast. 
However, the costs of wind power gen-

eration at sea decreased drastically in 
the following years. Thus, as onshore 
(and near-shore) wind farm opposition 
became the new normal, ambitions for 
large-scale wind power generation moved 
further offshore. 

Conclusion
This brief history of wind power in Den-
mark describes how the emergence and 
the evolution of Danish wind energy 
technologies were supported by a bot-
toms-up innovative drive, the coopera-
tive culture and values, and by top-down 
policy support. This shows how govern-
ment policy ambitions for energy inde-
pendence and energy diversification, 
public antinuclear sentiments, and grow-
ing environmental awareness gradually 
translated to the focus on, and support 
for, locally available renewables, most 
notably wind power. With the advent 
of power-to-X technologies, and with 
various large-scale energy infrastruc-
ture planning initiatives on the drawing 
board, the future for wind power and the 
wind power industry in the country of 
Denmark looks promising.

For Further Reading
P. Flemming, Da Danmark fik Vinger: 
Vindmøllehistorien 1978–2018, (Trans-

lation: When Denmark Got Wings: The 
Wind Turbine History). Copenhagen, 
Denmark: Narayana Press, 2018.

K. Sperling, F. Hvelplund, and B. V. 
Mathiesen, ”Evaluation of wind power 
planning in Denmark—Towards an 
integrated perspective,” Energy (Ox-
ford), vol. 35, no. 12, pp. 5443–5454, 
2010–2012. doi: 10.1016/j.energy.2010. 
06.039.

F. Hvelplund, P. A. Ostergaard, and 
N. I. Meyer, ”Incentives and barriers 
for wind power expansion and system 
integration in Denmark,” Energy Pol-
icy, vol. 107, pp. 573–584, Aug. 2017. 
doi: 10.1016/j.enpol.2017.05.009.

N. I. Meyer, ”Learning from wind 
energy policy in the EU: Lessons from 
Denmark, Sweden and Spain,” Environ. 
Governance Policy, vol. 17, no. 5, pp. 347–
362, Sept./Oct. 2007. doi: 10.1002/eet.463.

“Energy policies of IEA countries: 
Denmark 2017,” International Energy 
Agency, Paris, France, 2017.

K. Johansen and P. Upham, ”The 
post-normal politics and science of 
wind power planning: Evidence from 
a Danish near-shore wind farm ten-
der,” Energy Res. Social Sci., vol. 53, 
pp. 182–193, July 2019. doi: 10.1016/j.
erss.2019.02.007.
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figure 8. Wind turbines throughout the decades. (Courtesy of Claus Nielsen, Aalborg University, Copenhagen, adapted 
from Bloomberg NEF 2017; used with permission.)
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Erratum
Due to a production error, in Figure 1 of [1], the years 
on the x-axis were incorrect. The corrected figure is print -
ed below.

Reference
[1]   J. Matevosyan, S. H. Huang, P. Du, N. Mago, and R. Guiyab,  

“Operational security: The case of Texas,” IEEE Power  
Energy Mag., vol. 19, no. 2, pp. 18–27, March-April 
2021. doi: 10.1109/MPE.2020.3043611.

Digital Object Identifier 10.1109/MPE.2021.3064710

Date of current version: 19 April 2021

60,000

55,000

50,000

45,000

40,000

35,000

30,000

25,000

20,000

15,000

10,000

5,000

0

(M
W

)

2012 2013 2014 2015 2016 2017 2018 2019 2020 2021 2022 2023
(Year)

10,698

10,771 11,221
12,898

16,147
18,228

566

21,766
1,068

23,634
1,857

26,141
2,281

5,854

3,633

1,529

35,992

49,989

9,576

3,633

11,805 12,961

3,633

15,435

57,001 57,902

15,833

3,633

13,461

11,100 12,729
15,857 17,662

20,698 21,777 23,860 24,976 24,976 24,976 24,976

Cumulative Wind MW Installed
Cumulative Solar MW Installed

Cumulative Wind MW Planned
Cumulative Solar MW Planned

figure 1. The ERCOT installed and planned generation capacity as of 30 September 2020. The cumulative megawatt 
(MW) planned include projects with signed interconnection agreements.

of virtual gathering is advancing at a 
quick pace. Post COVID-19, meetings 
will never be the same.

Parting Words
To keep with current industry trends, 
this magazine featured more articles 
that were distribution- and customer 
system-oriented in its recent past than any 
other technical area. Although proposals 
for future issues reflect themes consistent 
with this trend, please expect the broad 
spectrum of power and energy technol-

ogy areas to continue to cross these pag-
es. This includes topics such as energy 
conversion, transmission and distribu-
tion equipment, system operations, and 
planning, along with the methodologies 
and tools that support them.

We are grateful to Jim Reilly and 
Mani Venkata for assembling the ar-
ticles for this issue. Thanks also to the 
authors and their valuable efforts to 
develop the featured articles. Associate 
Editor Ning Lu led the technical review. 
Her constructive engagement with the 

guest editors and authors significantly 
contributed to the quality of the mate-
rial presented. Thanks to Assistant Edi-
tor Susan O’Bryan for her editing and 
management efforts. We appreciate the 
efforts of Associate Editor John Pas-
erba in arranging another engaging his-
tory column and the professional staff 
at IEEE Publishing for making us look 
good. Finally, thank you to past Editor-
in-Chief Mike Henderson for his coun-
sel and guidance. 

p&e
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editors’ voice (continued from p. 8)
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OORIGINALLY PLANNED FOR PORT-
land, Oregon, 2020’s IEEE Power & 
Energy Society (PES) International 
Transactive Energy Systems Confer-
ence and Workshop (TESC2020), “Ar-
chitecting a Resilient Transactive Grid,” 
shifted to a virtual format due to the 
COVID-19 pandemic. Ten sessions, 
held 7–10 December 2020, were hosted 
in partnership with the GridWise Ar-
chitecture Council, welcoming 151 at-
tendees from 14 countries.

TESC2020 was the seventh time 
this conference and workshop was 
held. It consistently features lively 
discussion and debate among the 
participants that fuel insight and col-
laboration. Organizers worried that 
this vibrancy would suffer in a virtual 
meeting environment and worked to 
preserve the in-person energy. IEEE, 
the GridWise Architecture Council, 
and participants stepped up this year 
to preserve attendee engagement; they 
set up the virtual venue tools with ca-
pabilities to keep the attendees in a 
shared space. The meeting featured an 
agenda of online panel sessions with 
live video discussions and recorded 
video presentat ions with l ive and 
moderated question-and-answer ses-
sions where the presenter addressed 
attendee comments from chat boxes. 
Attendees also had the option to par-
ticipate in two tutorials on transactive 
energy and grid architecture.

Karen Studarus

TESC2020 
providing an engaging virtual formatso
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The keynote panel featured U.S. Department of Energy Program Managers Erika 
Gupta, Chris Irwin (top right), and Alejandro Moreno. 

Sessions, such as “Drivers of Change,” included presentations and discussions, 
encouraging interaction among attendees. 
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Starting with a keynote panel fea-
turing U.S. Department of Energy Pro-
gram Managers Chris Irwin, Alejandro 
Moreno, and Erika Gupta, each of the 
eight sessions featured a simultaneous 
broadcast to all attendees of a prere-
corded panel presentation with a video 
of all speakers. Immediately following 
the recorded presentation was a live 
web meeting discussion session. In the 
web meeting, the same panelists had a 
moderated talk with attendees partici-
pating by audio, video, and text mes-
saging. Participation was high, with 
each web meeting session drawing up 
to 75 participants, a large number of 
whom both turned on their cameras 
and contributed to lively side-channel 
conversations using the online chat 
tool. Seven 90-min sessions followed 
the keynote: “Drivers 
of Change,” “Business 
Models and Value Re-
alization,” “Regulation 
and Policy,” “System 
Design and Architec-
ture,” “Resilience,” 
“System Implemen-
tation Strategies and 
Examples,” and “Vi-
sions for Participa-
tion.” They featured 
presentations and fa-
cilitated discussion.

TESC2020 also fea-
tured virtual “posters.” 
Authors appeared in 
recorded 5-min videos 
of slide presentations. The videos were 
supplemented with PDFs. Tools that sup-
ported text-based question-and-answer 
discussions were available throughout 
the event, and during the 2-h window, 
each author hosted a live web meeting 
to address questions. Attendees could 
pop in and out of these sessions from 

the thumbnails of each paper on the 
interactive meeting website. While the 
experience was not the same as talk-
ing with one another the way one wan-
ders around at an in-person venue, the 

meeting successfully 
kept attendees engaged 
during the scheduled 
meeting t imes. The 
quality of the papers 
was high, but feedback 
on the “poster session” 
format was mixed. 
Many attendees voiced 
their enjoyment of the 
small group breakouts 
that were hosted to get 
to know the authors. 
As virtual conferences 
are not going away, the 
organizers will seek to 
make more opportu-
nities available for a 

mix of formal and spontaneous small 
group breakout rooms in the future.

All 2020 conference keynote ad-
dresses, panel presentations, tutorials, 
recorded sessions, and papers are avail-
able through the IEEE PES Resource 
Center. The next IEEE PES Transac-
tive Energy Systems Conference is 

scheduled for May 2022, and organiz-
ers might even consider keeping the 
virtual conference format, given the 
success of the engagement and quality 
of the discussion at TESC2020.

 p&e

Attendees were able to interact using online text-based comments. 

Correction 
In the September/October 2020 issue 
of IEEE Power & Energy Magazine, 
page 89 of [1] misstated the power 
capacity of the plant at 200,000 hp. 
It should read 20,000 hp.

Reference
[1] D. Tiku, “Mohra Hydro Plant: 
Light of the valley” [History], IEEE 
Power Energy Mag., vol. 18, no. 5, pp. 
88–99, 2020. doi: 10.1109/MPE.2020. 
2999792.
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Organizers 
worried that this 
vibrancy would 
suffer in a 
virtual meeting 
environment 
and worked to 
preserve the in-
person energy.
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THE IEEE POW ER & ENERGY 
 Society’s (PES’s) website (http://www 
.ieee-pes.org) features a meetings section, 
which includes calls for papers and 
additional information about each of 
the PES-sponsored meetings. Please 
check the conference website for the 
most current information and any ven-
ue changes due to the pandemic. 

May 2021
IEEE International Conference 
on Electrical Machines and Drives 
(IEMDC 2021), 16–19 May, Hartford, 
Connecticut, United States, virtual 
event, contact Ali Bazzi, alibassi@
ieee.org, http://iemdc-conference.org/

June 2021
IEEE Transportation Electrification 
Conference and Expo (ITEC 2021), 23–
25 June, Chicago, Illinois, United States, 
virtual event, contact Rebecca Krish-
namurthy, rebecca.k@rna-associates 
.com, https://itec-conf.com

IEEE PowerTech Madrid (PowerTech 
2021), 27 June–2 July, Madrid, Spain, 
virtual event, contact Tomas Gomez 

San-Roman, tomas.gomez@comillas 
.edu, https://www.powertech2021.com/ 

July 2021
IEEE PES General Meeting (GM 
2021), 25–29 July, virtual event, con-
tact Roseanne Jones, roseanne.jones@ 
ieee.org, https://pes-gm.org/2021/

August 2021
IEEE Electric Ship Technologies 
Symposium (ESTS 2021), 4–6 August, 
Arlington, Virginia, United States, 
virtual event, contact Julie Chalfant, 
chalfant@mit.edu, https://ests21.mit.edu

IEEE PES/IAS PowerAfrica (Power-
Africa 2021), 23–27 August, Nairobi, 
Kenya, virtual event, contact Hum-
phrey Muhindi, h .mu h i nd i@ie e e 
.org, https://ieee-powerafrica.org/

September 2021
IEEE PES GT&D International 
Conference and Exposition, Istan-
bul (GTD), 14–17 September, Istanbul, 
Turkey, contact Omer Usta, usta@ieee 
.org, https://ieee-gtd.org/

2021 IEEE PES GT&D International 
Conference and Exposition,  Istanbul, 
is postponed until the Spring of 2023 
due to pandemic conditions.

IEEE PES Innovative Smart Grid 
Technologies Latin America (ISGT 
LA 2021), 15–17 September, Lima, Peru, 
virtual event, contact Jorge Lafitte, 
dr.jorge.lafitte@ieee.org

October 2021
IEEE PES Innovative Smart Grid 
Technologies Europe (ISGT Europe 
2021), 18–21 October, Espoo, Finland, 
contact Pourakbari Kasmaei Mahdi,  
mahdi.pourakbari@aalto.fi

November 2021
IEEE PES Asia-Pacific Power and 
Energy Engineering Conference 
(APPEEC 2021), 21–23 November, 
Thiruvananthapuram, India, contact 
Boby Philip, boby.philip@ieee.org 

December 2021
IEEE PES Innovative Smart Grid 
Technologies Asia (ISGT Asia 2021), 
5–8 December, Brisbane, Australia,  
contact Tapan Saha, saha@itee.uq.edu.au

For more information on additional tech-
nical committee meetings, webinars, and 
events, please visit our IEEE PES calendar: 
https://www.ieee-pes.org/meetings-and 
-conferences/conference-calendar.
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and fault-current characteris-
tics than rotating machines.

2) Distribution of resources across 
the microgrid: Each combination 
of sources has different fault re-
sponse characteristics.

3) Bidirectional flows:  Distribution 
system protection was designed 
for only radial faults for pow-
er  f lows in one direction, but 
most microgrids will have their 
sources in a different location, 
which will present fault currents 
going in the other direction in 
both grid-connected and island 
modes.

4) Design of protection systems: 
The design of protection systems 
for a microgrid in islanded op-
erating mode is different from 
the connected operating mode. 
Moreover, it is necessary to con-
sider protection during the tran-
sition between these two opera-
tional modes, which may require 
two different sets of protection 
schemes and quick switching be-
tween the two schemes.

The interconnection of DERs to 
distribution networks, as individual 
devices, presents one set of challeng-
es to protection. DERs within mi-
crogrids, connected to distribution 
networks as systems, present a differ-
ent set of issues. Therefore, system 
protection solutions may need to vary 
under different operational configu-
rations. For example, when inverters 
are used in microgrids, they need to 
be designed to be compatible with 
all modes of operation and provide 
quality power equal to or better than 
that of the utility.

Protection for Microgrids 
on Secondary (Meshed) 
Networks
Most microgrids installed today have a 
single point of interconnection, but the 
electric power grid continues to become 
more interconnected and meshed over 
time. The fractal grid of the future pro-
vides reliability and resilience through 

reconfiguration and self-healing capa-
bilities, but this also creates challenges 
to protect a meshed system. For exam-
ple, networking two or more microgrids 
together provides additional economic 
and reliability benefits, and new protec-
tion schemes will have to be developed 
to coordinate these types of intercon-
nections. Microgrids on downtown sec-
ondary networks with a meshed circuit, 
such as those in some urban downtowns, 
present different protection challenges.

Today, the protection of meshed net-
works is based in part on an assumption 
of unidirectional current flow through 
certain parts of the system, and few vi-
able alternatives to this approach are 
presently available. Protection challeng-
es arise when microgrids operate on a 
portion of a mashed network. The DERs 
in the microgrid can interfere with a net-
work protector auto-reclosing scheme to 
the point that it may not reclose because 
the network voltage or phase angle is 
outside the permissive closing bound-
ary. Further, DERs within the microgrid 
can cause inadvertent islanding if net-
work protectors trip on reverse power 
from the DER. These are highly conse-
quential considerations when develop-
ing protection schemes for microgrids 
in secondary networks in major cities.

R&D into any or all of these is-
sues could provide valuable advance-
ments in the protection of microgrids 
in secondary networks. Examples are 
technologies for low-cost differential 
protection of IBRs in microgrids.

The ability to use inverter capabili-
ties to assist in fault detection and iso-
lation has not been studied sufficiently 
at this time, and research into that pos-
sibility would be of high value. Beyond 
this, inverters and protection could be 
co-designed in a more holistic system-
level process to provide a cooptimized 
generation and protection system. This 
possibility and its potential cost-benefit 
tradeoffs should be explored further.

A microgrid connected to a meshed 
network still must deal with reverse 
flow through network protectors. By 
developing frameworks for the design 

and functional requirements of mi-
crogrid architectures, the process of 
determining DER short circuit current 
requirements, protection schemes, 
and interconnection types could be 
better defined.

IEEE Power & Energy 
Society Support for 
Microgrids
The IEEE Power & Energy Society 
(PES) has been working to bring new 
microgrid protection technologies and 
solutions to system protection overall. 
Specifically, the Microgrid Protection 
Working Group, under the PES Power 
System Relaying and Control Commit-
tee, is bringing new insights to special 
protection schemes, remedial actions 
schemes, monitoring technologies, and 
control systems. New technologies that 
have a bearing on protection system 
performance during abnormal power 
system conditions are being studied 
with respect to microgrids, both re-
mote and grid connected, in radial and 
secondary networks. Furthermore, a 
working group has been formed in the 
IEEE Standards Association specifi-
cally for microgrid protection, IEEE 
p2030.12, Guide for the Design of Mi-
crogrid Protection Systems, sponsored 
by the Power System Relaying and 
Control Committee. This guide will 
cover the design and selection of pro-
tective devices and the coordination 
between their modes of operation.

My appreciation goes out to IEEE 
Power & Energy Magazine for publish-
ing an issue on the ever-important topic 
of microgrid protection and bringing 
the work of several valuable initiatives 
to the attention of its readership.

For Further Reading
M. Ropp, M. J. Reno, W. Bower, J. Reil-
ly, and S. S. (Mani) Venkata, Secondary 
networks and protection: Implications 
for DER and microgrid interconnec-
tion, Sandia National Lab., Albuquer-
que, NM, Tech. Rep. SAND2020-1120 
9692985, Nov. 2020. 
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T
THE DEDICATION OF AN ENTIRE 
issue of IEEE Power & Energy Magazine 
to microgrid protection is recognition of 
the heightened importance of both mi-
crogrids and protection in the electric 
power industry. The importance of mi-
crogrids is reflected in their ability to 
enhance the resilience of critical facilities 
against high-impact events, such as those 
caused by extreme weather. These days, 
microgrids often employ multiple distrib-
uted energy resources (DERs) from re-
newable energy sources, most commonly 
solar in combination with storage. The 
protection system is a critical component 
of power system operation and respon-
sible for identifying faults in the system 
or microgrid and isolating them before 
additional equipment is damaged. Mi-
crogrids are often connected to electric 
power distribution networks and oper-
ated interactively with distribution utili-
ties, making microgrid protection and 
protection coordination with the main 
grid increasingly complex. Another lay-
er of protection complexity is added if 
a microgrid is deployed on a secondary 
distribution network. 

Although the main function of mi-
crogrid protection is to isolate faults in 
grid-connected or isolated modes, pro-
tection is also a key consideration for the 
transition mode, transferring to/from 
the connection to the utility. During the 
transition, the compatibility and coordi-
nation of system protection devices are 
critical; without them, the microgrid 
would be in danger of collapsing.

A major goal of the microgrid pro-
gram has been to develop promising 
new solutions to integrating microgrids 
capable of

 ✔ operating in parallel with the util-
ity distribution system

 ✔ transitioning seamlessly to an is-
landed power system

 ✔ operating safely and reliability 
as islanded power systems.

Solutions for microgrid protection are 
critical for this integration to take place.

Strategies for Microgrid 
Protection in the 
Microgrid Program
When the microgrid program developed 
its strategy for advanced microgrids in 
early 2011, five areas for R&D in mi-
crogrid protection were identified as 
priorities. These areas are

1) the architecture of protection for 
the emerging (smart) grid and 
microgrids

2) new digital protective devices 
and solutions

3) the integration of new, faster de-
vices with existing slow devices

4) the design of the protection 
schemes and the coordination of 
all devices to meet the philoso-
phy and objectives of smart grid 
operations

5) the protection of the microgrid 
in both grid-connected and is-
landed modes of operation and 
the transition between opera-
tional modes.

Now, 10 years later, there has been 
great progress in pursuing these re-

search priorities. These successes as 
well as the emerging issues are sum-
marized in the articles in this issue 
of IEEE Power & Energy Magazine. 
In most of the articles, the authors 
discuss emerging issues and propose 
some possible solutions for tackling 
them. R&D to resolve these issues is 
still very much a work in progress. 
The contents of the articles show that 
these research priorities remain valid 
today for microgrid protection as both 
the main grid and microgrids are see-
ing higher penetration of inverter-
based DERs while facing an ever-grow-
ing need for resiliency.

Unique Protection 
Requirements of Microgrids
Today, in microgrids as well as in dis-
tribution systems, major challenges 
come from the high penetration of 
inverter-based resources (IBRs) and 
ever-changing microgrid configura-
tions and controller designs. The mi-
croprocessor relays of the past must 
be adapted to the needs of protecting 
the microgrids as well as the distri-
bution networks in systems with high 
penetrations of IBRs. The starting 
point for this adaptation in microgrids 
begins with its unique protection re-
quirements, which are different from 
typical radial distribution protection re-
quirements in four key ways.

1) Prevalence of power electronic 
sources: Microgrids have signifi-
cantly different time constants 

microgrid protection
R&D to meet the challenges to come
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